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Autonomous systems employ many layers of approximations in order to operate in increas-
ingly uncertain and unstructured environments. The complexity of these systems makes it hard
for a user to understand the systems capabilities, especially if the user is not an expert. However,
if autonomous systems are to be used efficiently, their users must trust them appropriately. This
purpose of this work is to implement and assess an ’assurance’ that an autonomous system can
provide to the user to elicit appropriate trust. Specifically, the autonomous system’s perception
of its own capabilities is reported to the user as the self-confidence assurance. The self-confidence
assurance should allow the user to more quickly and accurately assess the autonomous system’s
capabilities, generating appropriate trust in the autonomous system.

First, this research defines self-confidence and discusses what the self-confidence assurance
is attempting to communicate to the user. Then it provides a framework for computing the au-
tonomous system’s self-confidence as a function of self-confidence factors which correspond to indi-
vidual elements in the autonomous system’s process. In order to explore this idea, self-confidence
is implemented on an autonomous system that uses a mixed observability Markov decision pro-
cess model to solve a pursuit-evasion problem on a road network. The implementation of a factor
assessing the goodness of the autonomy’s expected performance is focused on in particular. This
work highlights some of the issues and considerations in the design of appropriate metrics for the
self-confidence factors, and provides the basis for future research for computing self-confidence in

autonomous systems.
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reward discount factor

set of possible actions
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space of all beliefs b,
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a node
observation
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Chapter 1

Introduction

Autonomous systems are performing an increasing amount of work in military, industrial, and
civilian environments. Technical advances in autonomous systems reduce human workload, increase
safety and performance, and allow them to operate in increasingly unstructured and uncertain
environments. While these systems represent significant potential to benefit their users, actual
implementation faces many challenges, especially in the aerospace domain. Two sets of challenges of
particular interest are barriers due to certification and regulation, and issues with human-autonomy
teaming. At their core, both of these challenges are dealing with trust- the user’s willingness to
depend on a autonomous system.

Autonomous systems face several barriers related to certification and regulation. Regula-
tory requirements often require direct human supervision and the ability for manual control, which
can severely limit operational capability. Additionally, traditional certification standards requiring
process-based type certification are difficult or impossible to apply to sophisticated adaptive/non-
deterministic systems [1]. Both of these barriers reflect the assumption that the human is respon-
sible for the ‘intelligence’ of the system, while the autonomy is there to perform low-level assisting
functions that are generally deterministic and predictable. As autonomy takes the responsibility
for the intelligence of the system from the human, the certification process will need to be extended
to be consistent with autonomy’s complexity, non-determinism, and adaptability. One solution
to this issue is to switch from process-based certification to performance-based licensing, similarly

to how people are licensed. However, while certification relies on certainty, licensing is inherently



uncertain and requires a significant amount of trust [2].

Human-autonomy teaming also requires trust. In order for humans and autonomy to work
together effectively, they must be able to develop appropriate levels of trust in each other. Au-
tonomous systems, however, are generally opaque to non-expert users, and users may over-trust or
mistrust the system. If the user over-trusts the system, the user will misuse the system, which can
lead to disastrous consequences. On the other hand, if the user mistrusts the system, then many
of the benefits provided by the system may go unrealized [3, 4].

Both of these challenges require trust in autonomy. Not only that, they require that trust
be calibrated appropriately. Related questions have been studied by human factors, artificial intel-
ligence, robotics, and control engineering communities. [5, 6, 3, 4, 7, 8, 9, 10]. This work builds
off of the trust model shown in Figure 1.1 proposed in Reference [2], which models trust as a
closed-loop system between the autonomy and the user. In this model, the users trust is modeled
as a multidimensional time-varying process that generates trust actions: actions that are chosen

because of the user’s trust in the autonomous system.
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Figure 1.1: Closed loop model of the autonomous system and user trust

The autonomous system can provide assurances to influence the user’s trust, which will in



turn impact the user’s trust actions. If the assurances are designed well, they can calibrate the
user’s trust, raising or lowering it as necessary. The ideas of trust and assurance will be discussed
in detail later on in the thesis.

The purpose of this work is to implement and assess an assurance called ’self-confidence’.
Self-confidence is an autonomous system’s perceived ability to execute assigned tasks, despite un-
certainties in (1) its knowledge of the world, (2) its knowledge of its own state, (3) its reasoning and
execution capabilities [11]. Self-confidence is a holistic assessment of the autonomy’s capabilities;
in other words, it is an autonomous system’s self-trust. The goal of self-confidence is to calibrate
the user’s trust by providing a metric that easily allows the user to understand the autonomy’s
assessment of the task and its projected ability to achieve a satisfactory result.

In order to ground this study, this work uses an example problem of pursuit-evasion on a
road network with an autonomous unmanned ground vehicle. In chapter 2 we describe this scenario
in depth and discuss the ideas of trust and assurance in autonomous systems. In chapter 3, we
introduce the self-confidence assurance and discuss the reasoning behind it, as well as describing
its properties as an assurance. In chapter 4, we consider the autonomy’s underlying algorithms and
develop a metric to express the autonomy’s self-confidence based on those underlying algorithms,
and in 5 we design and implement a particular factor of self-confidence called Outcome Assess-
ment. We then analyze the proposed factors and self-confidence metric in several different example

scenarios in chapter 6 and present the conclusions of this work in chapter 7.



Chapter 2

Background Information

This section contains technical background information used throughout this document. Sec-
tion 2.1 describes the grounding scenario that we have chosen to explore self-confidence. Sec-
tion 2.2 provides the mathematical formulation of Mixed Observability Markov Decision Processes
(MOMDPs), which is what we use to model this scenario. Scenario 2.3 details how the grounding
scenario is formulated as an MOMDP problem, and section 2.4 describes the SARSOP algorithm
that the autonomy uses to solve the MOMDP problem. Finally, section 2.5 goes into more detail
about trust in autonomous systems by providing models of how the user trust evolves and interacts

with the autonomous system.

2.1 Pursuit Evasion Problem Description

We use a modified version of the UAV-UGS road reconnaissance (U2R2) scenario [12] in
order to ground the discussion on self-confidence. In this scenario, one unmanned ground vehicle
(UGV) attempts to escape a road network while avoiding a chaser. The chaser must be localized
through the use of unattended ground sensors (UGS), which act as motion detectors. The UGS’s
are scattered throughout the road network, and have sensor characteristics defining rates of false
positives and false negatives. Each UGS sends a signal to the ground vehicle anytime a detection
is triggered. The scenario ends if either the UGV manages to reach exit states, or if the chaser
catches the UGV.

The autonomy in this system resides on board the UGV, allowing it to make navigational



decisions based on its belief of the chaser’s location. A remote human supervisor is able to monitor
and interact with the UGV, and their decisions are influenced by the trust he/she has in the
autonomy. The supervisor is assumed to be comfortable with this scenario, but also not expected
to have low-level or expert knowledge of the autonomous system. The supervisor is allowed to
modify the autonomy’s decision making by selecting different planning stances (e.g. ’aggressive’,
defensive’, etc). The supervisor could also provide information and advice to the autonomy by

identifying intruder behavior, updating the map with new obstacles or routes, and providing soft
Adversary Q f

\K“O\_fo pr
UGS W

sensor data.

Figure 2.1: An example road network

The reasoning behind this scenario is two-fold. One, the scenario requires the autonomy to
operate in a complex and uncertain environment, allowing the autonomy to generate meaningful
self-confidences based on the approximations and uncertainty it necessarily needs to use to make
decisions. T'wo, the supervisor’s interactions with the autonomy are expected to be dependent on
their trust in the autonomy. For example, the supervisor may refuse to let the autonomy execute

its plan for a new scenario if the supervisor does not trust it, which could be because the autonomy



had previously failed in other scenarios.

2.2 The Mixed Observability Markov Decision Process

In order for the autonomy to make decisions, it needs a method of understanding the world.
For this scenario, we formulate the road network escape problem as a mixed observability Markov
decision process (MOMDP) [13], which is a factored partially observable Markov decision process
(POMDP) [14]. For any Markov Decision Process (MDP), the goal is find a policy for the decision
maker that specifies what actions they should take at any state to maximize a reward function. To

understand a MOMDP, we will first look at a POMDP.

2.2.1 The Partially Observable Markov Decision Process

A POMDP is a discrete-time stochastic control process. The goal is to determine the actions
that the agent should take in order to maximize a reward function. Formally, a POMDP is a
tuple (S, A4,0,T,Z, R,v), where S is a set of possible states, A is a set of actions, and O is a set
of observations. At each step, the process is in a state s. The agent chooses an action a, and
at the next step the process moves to state s’ with probability T'(s'|s,a) = p(s|s,a). The agent
then receives an observation about the state o € O with probability Z(o|s’,a) = p(o|s’,a), and a
reward R(s,a). This is shown in Figure 2.2. An agent’s goal is to take the action at each state
that will maximize its expected discounted cumulative reward (utility), given by > 72, ~'rs, where
the discount rate v € [0, 1] determines how immediate rewards are balanced against the expected
sum of future rewards. Different reward functions R(s,a) will generate different behaviors, as the
actions the agent takes depend on the reward for taking those actions.

Since the state is unknown, the agent must maintain a belief b which is a probability dis-
tribution over the state space S. Because the state has the Markov property, all that is need to
determine b’ is the previous belief b, the action taken a, and and the received observation o. This
is given by equation 2.1, where b(s) is the probability that the process is in state s and 7n is a

normalizing constant given by equation 2.2.
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Figure 2.2: The POMDP model
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After the agent determines its belief, it then takes an action according to its policy . A
policy 7 specifies an action a = m(b) for any belief b € B. A policy may be any mapping between
actions and beliefs, but the optimal policy 7* is the policy that maximizes the expected reward
from a starting belief by, given by equations 2.3 and 2.4, where V7 is the value function and 7, is

the expected reward for any belief and action pair

nyrt by, ar) =Z’ytZRsat bi(s (2.3)
t=0 SES
7w = argmax V™ (bg) (2.4)

For simple problems, a dynamic programming technique called value iteration can be used
to determine the optimal policy [15]. In practice, however, finding the exact solutions to POMDPs

is computationally intractable. Current methods often use sampling techniques and extensions of



value iteration to approximate the optimal policy, and other methods exploit the structure of the
problem to reduce the amount of computation necessary to achieve a near optimal policy [16, 17].
Additionally, if only part of the state is observed, and the other part is always known, the POMDP
model can be simplified to a mixed observability Markov decision process (MOMDP), which can

also reduce computation time [13].

2.2.2 POMDP to MOMDP

A MOMDP model is specified as a tuple (X,Y,A,O,T,,T,, Z, R,v), where the state space
is factored as S = X x Y. X is the space of all possible values of fully observable state components
x and Y is the space of all possible values of the partially observable state components y. Instead
of a single transition probability T, the MOMDP considers the transition probabilities for each
component separately. The conditional probability function T, (z'|z,y,a) = P(2|x,y,a) gives the
probability that the fully observable state variable has value 2’ if the agent takes action a in state
(z,y), and T, (y'|z,y,a,2") = P(y'|z,y,a,z’) gives the probability that the partially observable
state variable has value g’ if the agent takes action a in state (x,y) and the fully observable state
variable has value 2’. Everything else remains as it is in the POMDP.

The main benefit of the MOMDP over the POMDP is that the belief space B becomes
significantly smaller. Since x is known, any belief is simply represented as b = (z, b,). This reduces
the problem dimension from |X||)| to simply |)|, leading to a vast improvement in computational

efficiency for POMDP solvers.

2.3 MOMDP Formulation of the Pursuit-Evasion Scenario

In this pursuit-evasion scenario, we model the road network as a finite set of states. Specif-
ically, the map of possible states for the UGV and the pursuer is a discrete space realization of
a road network specified by the graph model Gg = (N, ) consisting of a finite set of nodes N
and edges £. The nodes represent intersections in the road network, while the edges represent the

streets between the intersections. The edges are divided into multiple states [1,2, ...we], where we



Figure 2.3: The MOMDP model: The state is factored into two components: s = (x,y), where z
is fully observable, and y is partially observable

is the number of states along an edge e between two nodes. This gives a final list of discrete states
¢ €[1,2...d] where d = )" s we + | N, where each state is either a node n or a tuple of edge and
position along the edge (e, (). With both the pursuer and the UGV, the full state is described as
s = (x,y) where z is the UGV’s state and y is the pursuer’s state, giving a total state space size of
d?.

The actions available to the autonomy are UGV movements between adjacent states. Along
an edge, the UGV may move to the next state, the previous state, or remain at the current state.
At a node, the UGV may enter any of the connecting edges, or it may remain at the intersection.
For simplicity, we assume the UGV can only move one state at a time, and when an action is taken

to move to an adjacent state, the UGV moves with probability 1, as shown in equation 2.5:

1 if (z,a) > o'
p(a'|x,a) = (2.5)

0 else

At the same time, the pursuer moves according to a model specified by the transition prob-
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ability Ty, (y'|x, vy, a, z"), which encapsulates the autonomy’s assumptions of the pursuer’s behavior.
We implement several different motion models for the pursuer, including random walk, where the
pursuer moves to an adjacent state to its current position with uniform probability, and a tar-
geted mode, where the pursuer always moves along the shortest path to the UGV. The human can
identify the pursuer’s behavior by selecting a specific predefined motion model, which changes T;,
accordingly.

The observations received by the autonomy at each time step are simply a binary detection/no
detection from every UGS in the road network. Each sensor has a false positive rate f, and a false
negative rate f, that define the probability Z(o;|y) of detecting the pursuer, given in equation 2.6.
The observation o that the autonomy receives is the tuple of all binary observations from every

sensor in the road network, o = [01, 09, ...].

I—fn ity=q
Z(0; = detect|y) = (2.6)

Ip else
Finally, the human can choose from several predefined reward functions, whose form is shown
in 2.7. Generally, there is a small cost or reward for taking an action, a large negative reward for
being caught, and large positive reward for reaching the exit state. Changing the reward function
changes how the autonomy behaves. Increasing the reward for escaping can cause the autonomy to
be more aggressive in attempting to get to the exit, while increasing the cost of being caught can
make the autonomy be more cautious, waiting to gather a more accurate position estimate of the

pursuer’s location.

;

Rescape if x = gexit

R(s,a) = R qught ifr=yoraz =y (2.7)

Raction cost e€lse
\
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24 Policy Generation and SARSOP Algorithm

In order to solve this MOMDP problem, the autonomy implements a solution technique called
Successive Approximations of the Reachable Space under Optimal Policies, or SARSOP [18]. Like
other sampling-based algorithms, SARSOP attempts to approximate 7* by using value iteration
on a sample of the belief space, rather than the entire belief space 5. The idea behind SARSOP is
that while the belief space B is large, the reachable belief space R(by) is smaller, and even smaller
still is the optimally reachable space R*(by), as shown in Figure 2.4. The reachable belief space
is a subset of beliefs reachable from an initial belief b, under arbitrary sequences of actions, and
the optimally reachable belief space is a subset of beliefs reachable from an initial belief by under
the optimal policy 7*. By focusing on R*(by), the algorithm can increase efficiency by ignoring
areas of the belief space that are unreachable. Since R*(bg) is unknown, SARSOP uses heuristic

exploration and on-line learning techniques to iteratively converge on R*(by).

Figure 2.4: Optimally reachable space, reachable space, and belief space: R*(by) C R(by) C B [18]

The algorithm uses the fact that the value function of equation 2.3 can be approximated by

a piecewise-linear convex function given in equation 2.8 and shown in Figure 2.5:

V(b) = Igglgc(a -b) (2.8)

I" is a finite set of vectors called a-vectors, and each one is associated with an action. The
policy generated by the algorithm is simply choosing the action a associated with the a-vector that

results in the largest V(b).



Figure 2.5: An example a-vector value function for a one-dimensional belief [15]
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Figure 2.6: Closed loop model of the autonomous system and user trust
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Trust has been studied across many different disciplines, including psychology, business, and

engineering. While many different methods of exploring trust have been proposed, this work is an

extension of the model proposed in Reference [2] and shown in Figure 2.6. This model combines

ideas from many different disciplines, but ultimately takes a control engineering perspective on
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trust. The fundamental assertion of this model is that the user’s trust in an autonomous system
can be affected by past experiences, environmental factors, and by the autonomy itself. In turn,
the user’s trust affects how it interacts with the autonomy, creating a closed loop system between

the user and the autonomous system. This model defines the following key terms:

e Autonomous System: an agent or system comprised of a machine being driven or con-
trolled by some form of autonomy. An autonomous system always interacts with a human

user.

e Autonomy: the ability to perform complex mission-related tasks with substantially less
human intervention for more extended periods of time, sometimes at remote distances, than

current systems.

e Machine: the physical system and supporting low-level electronics and/or software in an

autonomous system commanded by the autonomy.

e Trust: a user’s willingness to depend on the autonomous system. Trust depends on a
particular system or situation, as well as a user’s background dispositions and beliefs.

Trust always leads to an action.

e Assurance: the autonomous system’s ability to affect the user’s trust. The term is not

intended to have a positive or negative connotation - assurances can decrease trust.

2.5.1 The User Trust Model and Trust Actions

The user trust model, shown in Figure 2.7, describes how a user’s trust changes due to various
inputs. It models trust as a time-varying, multivariate process that ultimately affects how the user
interacts with the autonomy through trust actions. The user trust model is broadly broken up
into three main sections: disposition, belief, and system confidence. Each one tends to change at

different rates and respond to different inputs.
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The user’s disposition is a reflection of their propensity to trust in general (Trusting Stance)
and their general perception of autonomy (Faith in Autonomy). Their propensity to trust is weigh-
ing of potential benefits against the risk trusting the unknown, and is a reflection of their natural
willingness to trust others. Their general perception of autonomy indicates whether they think
that a type of autonomy is good willed and will perform in the expected manner. This is similar
to optimism and pessimism.

The user’s system confidence is influenced by the current environment (Normality) and back-
ground knowledge (Structural Assurance), as well as the user’s disposition. Structural Assurance
encapsulates the effect of things like regulations, testing, and expert opinions on a user’s trust.
Normality describes the effects that the environment has on trust, for instance, a rough storm

reducing the trust in an airline autopilot.
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Figure 2.7: The User Trust Model

Finally, the user’s belief is specific to the current autonomous system. These beliefs influenced
by their system confidence and their disposition, but they are also affected by the assurances
provided by the autonomous system. There are four main sections of the user’s beliefs, and they
are Benevolence, Integrity, Competence, and Predictability. Benevolence is how well the user
believes the autonomous system is interpreting the user’s actual intent. Integrity is how well the
user believes the autonomous system is communicating necessary information back to the user.
Competence is the user’s belief in the autonomous system’s capabilities, and predictability is the

user’s belief that past performances are indicative of future performance.
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All of these dispositions, system confidences, and beliefs come together to affect how the user
interacts with the autonomous system. These interactions that are affected by the user’s trust are
called Trust Actions. These actions change how the autonomous system is used, and they give the

autonomy insight into the user’s current trust.

2.5.2 The Autonomous System and Assurances

The Autonomous System Model in Figure 2.8 divides the autonomous system into two parts:
the autonomy, and the machine. As defined before, the autonomy is responsible for the ‘intelligent’
behavior of the system, while the machine is the physical system and supporting low-level software.
The autonomous system is also broadly divided into four elements: Interpreter, Decision, Execution,

and Machine.

Autonomy Machine

Understanding Decision Command Outcome

Int Dec Exe Mach

Assurances

Figure 2.8: The Autonomous System Model

The interpreter element is responsible for decoding the user’s trust action into an ‘under-
standing’, related to the user’s intent. The decision element then takes the understanding and uses
it to generate decisions based on the autonomy’s understanding of the user’s intention. The decision
is then used by the execution element to generate commands to send to the machine. The machine
then takes those commands and executes them, generating an observable outcome. At each step
in the process, the autonomous system can offer assurances to the user, giving them a greater
understanding of the autonomous system. By giving the user these assurances, the autonomy is

able to influence the user’s trust to match the system’s capabilities.



Chapter 3

Trust and Self-Confidence

Before designing an assurance for a particular system, it is necessary to first understand what
the assurance is, what it is attempting to accomplish, and how it should affect the user’s trust. This
chapter explores the nature of self-confidence and what it means to an autonomous system. We also
discuss the projected usefulness of self-confidence to the certification of autonomous systems and
to human-autonomy teaming, especially in cases where the user is in a supervisory ‘on-the-loop’

role. Finally, we discuss how self-confidence as an assurance will affect the user’s trust.

3.1 Self-Confidence Definition

Several definitions of self-confidence have been proposed in recent works. Reference [11] pro-
vides a brief summary of the relevant literature and identifies four different views of self-confidence
before proposing a (mostly) unifying definition of self-confidence used in this work. The four views
on self-confidence are the anthropomorphic view, the uncertainty view, the experiential view, and
the stability view. The anthropomorphic view defines self-confidence to be similar to how humans
express self-confidence, while the experiential view expresses self-confidence based on past experi-
ence. The uncertainty view simply defines self-confidence to be the probability of success or failure,
and the stability view defines self-confidence to be the sensitivity of the probability of success to un-
certainty. All of these views seem to reflect different parts of a more general concept: understanding
an autonomy’s ability to do a specific task. This leads to the following definition of self-confidence.

We define self-confidence to be an agent’s perceived ability to achieve assigned goals (within
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a defined region of autonomous behavior) after accounting for (1) uncertainties in its knowledge of
the world, (2) uncertainties of its own state, and (3) uncertainties about its reasoning process and
execution abilities. In other words, self-confidence is how the autonomy trusts itself to accomplish a
specific task. This includes, but is not limited to, taking into account how well it has done in similar
circumstances in the past (experiential), how well it thinks it will do now (uncertainty), and how
changing circumstances will affect it (stability). It is a holistic self-assessment of all information,

processes, and decisions that go into the execution of a particular task.

3.1.1 Certainty and Goodness

Self-confidence asks two main questions: “how certain is the analysis?”, and “how good is
the anticipated performance?” To answer the first question, the autonomy must consider the three
uncertainties in the definition. Even if it is highly confident in the goodness of its anticipated
performance (e.g. a very high probability of success, or a generally good outcome), it may be very
unsure in its analysis (e.g. there are a lot of ‘unknown unknowns’, the solver is known to return
overly-optimistic results on this type of problem, etc). Alternatively, the autonomy may be highly
confident in its analysis as well as in its anticipated performance. In the first case, the autonomy
would have a low self-confidence, but in the second it would have a high self-confidence.

To answer the second question, the autonomy must consider how it thinks the task will go.
This is not the expected utility, but rather a consideration of how likely it is to get a good outcome
verses a bad one. However, the goodness of an outcome distribution is not just the probability
of success; most tasks have some cost or reward function associated with them. For instance,
the outcome of an inspection task is generally not success/fail, but a function of what areas were
surveyed. Depending on the function, spending time inspecting one area may be more beneficial
than briefly surveying the whole area, but it may also be that the opposite is true. Because
outcomes are rarely black and white, the second part of self-confidence must capture the goodness
of the autonomous system’s anticipated performance during the task. Section 5 will go into more

detail about the difference between goodness and utility.
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Without the answer to both of these questions, the autonomy can not report self-confidence.
It must know both in order to not overestimate its own capabilities. Without certainty, the user
has no way of distinguishing between correct and incorrect analysis. Without goodness, the user
has no assurance as to how well the autonomy will do. Without both, the user is more likely to

incorrectly trust the autonomous system.

3.1.2 Insight into Capabilities

Self-confidence is closely tied to the idea competency boundaries [8]. As an autonomous
system approaches its competency boundaries, its self-confidence should generally decrease. If the
problem is near or outside of the limits of the autonomy’s solving ability, any solution generated by
the autonomy should be suspect and the autonomy should not be very self-confident. Similarly, if
the information that the autonomy is given is not enough for it to make good decisions, it should
also not be self-confident. Because of this relationship between self-confidence and competency
boundaries, self-confidence should give the user insight into what the system is actually capable of.

Since self-confidence is a function of each part of the autonomy, it can be a useful tool to guide
the interrogation of an autonomous system. For instance, the user can compare the autonomous
system’s self-confidence in different scenarios to draw conclusions about the autonomous system’s
capabilities. Though we define self-confidence to be a singular metric in 3.3, the process that goes
into generating self-confidence can be used in other ways, like highlighting low-confidence areas of

the autonomous system.

3.1.3 Imperfect Metric

An autonomy’s self-confidence and the autonomy’s actual capabilities will most likely never
match because the autonomy can generally never perfectly predict the exact real world outcomes
of its actions, nor can it usually completely assess the autonomy’s internal processes. Nonetheless,
it is still a useful metric in the same way that an noisy measurement is useful for estimation. While

the autonomy’s self-confidence may be erroneous, it will give an approximate indication of the
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system’s capabilities, allowing an easier estimate of the system’s abilities. This should result in a
much quicker calibration of user trust to the autonomy’s capabilities, as discussed in the following

section.

3.2 The Goal of Self-Confidence

Autonomous systems require appropriate trust from the user in order to be used effectively,
because trust guides the user’s reliance on the system. When the user’s trust in the autonomous
system is matched to its actual capabilities, their trust is calibrated, that is, they are not overtrusting
or distrusting the system. However, if their trust is not calibrated, overtrust may lead to misuse,
and distrust may lead to disuse [3].

In the case of overtrust, the user overestimates the autonomous system’s capabilities. This
can lead to a misuse of the system and possibly fatal consequences. As one example, a study
on human-robot interaction found that human participants would follow an emergency robot past
emergency exits and even into dark, barricaded rooms, even when the participants where shown
the robot not working previous to the emergency [5]. In spite of the evidence of the faulty robot,
the participants continued to trust the robot even when it was not appropriate. In other cases,
inadequate monitoring of autopilots in airplanes has led to several accidents [3].

In the case of distrust, the user underestimates the autonomous system’s capabilities and
thus disuses the system, removing any benefit that the system could bring. This is especially true
with systems that generate warnings, as too many false alarms can lead to ‘creative disablement’
of the systems [3]. Since the cost of false alarms is low relative to the cost of missing a true alarm,
systems tend to minimize the chance of a missed true alarm. This generally leads to increasing false
alarms, which can then cause a user to mistrust and then disuse the system. In other cases, where
the autonomy is not trusted to run without human supervision, like search and rescue operations
and UAV flights, the benefit of having extra autonomous agents is lost.

The goal of self-confidence is to calibrate a user’s trust in an autonomous system in order

to avoid misuse and disuse. Several papers indicate that trust can be enhanced by providing
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the user with richer, more insightful assurances from the autonomy about its internal processes
[3, 6, 4]. The more the user understands about the system, the easier it is for them to correctly
calibrate their trust. Self-confidence should easily allow the user to understand the autonomous
system’s capabilities and limitations. This can be particularly useful for both certification and

human-autonomy teaming.

3.2.1 Self-Confidence for Certification

Self-confidence could be particularly helpful during certification procedures for autonomous
systems. Current regulations based on exhaustive testing or formal verification and validation
methods can be impractical or impossible to apply to sophisticated, non-deterministic systems.
While outcome-based testing over a few representative samples may indicate performance of the
autonomy, they do not give the necessary insight into how the autonomy might react to unantic-
ipated circumstances. However, self-confidence coupled with some explanatory assurances could
allow the autonomy to be licensed in a way that is similar to how humans are licensed. The au-
tonomous system could be tested out in various scenarios, and at the same time queried about its
decisions and its confidence in its ability to perform the given tasks. A licensor could then make
a more informed decision than would be possible with just a sample-based testing approach, and
at the same time allow the autonomy to become licensed without having to undertake a costly or

impossible certification procedure [2].

3.2.2 Self-Confidence for Human-Autonomy Teaming

Self-confidence is also expected to enhance human-autonomy interaction and teaming. Many
of the challenges of human-autonomy teaming arise from the opaqueness of autonomy’s decision-
making and inappropriate reliance on autonomous systems [4]. Additional insights like self-confidence
can help foster trust and understanding between the human and autonomous team members, im-
proving the overall performance of the team [19]. Self-confidence can also help the user identify

the autonomy’s weak areas, allowing the human and autonomy to better compliment each other by
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allowing each to use the strengths of the other. This is especially important as human-autonomy
interaction begins to shift towards integrated systems that require dynamic cooperation and task

management [11].

3.3 Self-Confidence as an Assurance

Implementing self-confidence as an assurance requires understanding how it should affect the
user’s trust model (Figure 2.7). Self-confidence is specifically targeted at affecting the user’s belief
trust state, although it will also effect the user’s disposition over time. Specifically, self-confidence
as an assurance should mainly affect the competence belief state, and may have a small effect on
the Integrity, Benevolence, and Predictability belief states. This section will discuss the expected
effects on each of these user trust states, as well as the temporal and functional properties of the

self-confidence assurance.

3.3.1 Effect on Trust States

Self-confidence as an assurance is meant to affect the user’s belief in the competence of the
system. As discussed in section 3.2, it is designed to help the user assess the system’s capabilities.
As the user’s belief in the competence of the autonomy changes, so does their intentions to rely on
the autonomy. This results in changing of trust actions, which change how the autonomy operates
and thus changes the autonomy’s self-confidence. This closing of the loop between the user and
the autonomy through the feedback of assurances and trust actions should allow the team to more
quickly gain an efficient equilibrium, where the combined performance of the autonomy and the
user is at its best.

The self-confidence assurance will also affect have smaller side effects on the Benevolence, In-
tegrity, and Predictability states, as well as the user’s disposition towards similar autonomy. These
generally are because of the additional understanding of the system afforded by self-confidence. For
example, the user’s belief of the systems predictability may increase when the user sees that the au-

tonomy generated very different self-confidences for cases that looked similar to the user. Without
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self-confidence, the user might view the autonomy as unpredictable, but with the self-confidence
they may see that what they thought were to similar circumstances were actually very different to
the autonomy. Similarly, the user may change their view on the system’s benevolence because they
are more able to decide whether an ‘incorrect’ action was due to a misalignment between the user’s
and the autonomy’s intentions or if it was just simply a mistake. In the case of Integrity, just the
presence of the self-confidence assurance may increase the user’s trust in the system because of the
additional information the system is providing. Finally, the user’s disposition towards autonomy
may change based on whether or not the autonomy provides self-confidence to the user. All of these
secondary affects are not necessarily unique to self-confidence, but it is important to consider the

side affects of particular assurance before implementing it.

3.3.2 Time Frames

The term ‘reliance’ can often tend to be interpreted as simply a choice to use or not use the
system as a whole, which somewhat limits trust to only be useful at that decision point. However,
many autonomous systems are not simply ‘go/no go’ systems. This especially true in the areas
we are looking at, with humans in ‘on-the-loop’ roles or in human-autonomy teams. Trust, and
therefore reliance, is a dynamic state that changes over time. When self-confidence should change,
though, is problem specific. In general, we will talk about three time frames when it comes to
self-confidence: long term, in-task, and pre-task self-confidence.

Long term self-confidence refers to the autonomy’s self-confidence over many tasks. In the
same way that the human’s disposition towards a type of autonomy changes gradually over time, the
long term self-confidence refers to the autonomy’s general ability to execute a category of tasks. Pre-
task self-confidence refers to the self-confidence an autonomy has in executing a specific task before
it receives any feedback about the task. Finally, in-task self-confidence reflects the autonomy’s
moment-by-moment confidence in its ability to finish a task. The main difference between pre-
task self-confidence and in-task self-confidence is that in-task self-confidence takes into account

information it learned during the execution of a particular task. While these definitions depend on
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the definition of task (e.g. is the task a set of goals, or just one goal), they are meant to parallel
the important time frames in the user’s trust. As a task goes on, the autonomy’s self-confidence
may increase or decrease because of feedback it receives during the task, and the self-confidence
assurance should communicate that to the user. However, in cases where the user only checks on
the autonomy at the beginning of tasks, this temporal specificity may not be necessary. Regardless,
it is important to make sure that the assurance is temporally specific enough for the chosen time
frame. For this thesis, we will restrict the self-confidence assurance to be only the autonomy’s

pre-task self-confidence.

3.3.3 Properties

Sections 3.1 and 3.2 discussed what self-confidence is and what its purpose is. However, it is

not exactly clear what should be reported to the user!

, or how the certainty and goodness parts
of self-confidence interact. This section will assert the properties that the self-confidence assurance

will have.

e Self-confidence is a single metric Since self-confidence should be easy to interpret, we
define the self-confidence assurance to be a single metric to be reported to the user. We
define this metric to be on a scale of -1 to 1, where -1 is ‘complete certainty in an absolutely
bad outcome’, 1 is ‘complete certainty in an absolutely good outcome’, and 0 is ‘complete
uncertainty in the result being good or bad’. Whether this comes from uncertainty in the

analysis process or from known uncertainty in the outcome is not distinguished.

e As certainty decreases, goodness matters less to self-confidence In the limit of com-
plete uncertainty, it does not matter what the anticipated performance is, self-confidence

will always go to zero.

e As certainty increases, goodness matters more to self-confidence If the autonomy

is completely certain, the goodness of the anticipated performance is all that matters.

! See discussion in section 7.1.3 on how it should be reported



Chapter 4

Self-Confidence for Pursuit-Evasion Scenario Autonomous System

4.1 Autonomous System Overview

Before we begin to design the self-confidence for the system, we must understand the au-
tonomous system. As discussed in 2.5.2, the autonomous system is divided into two parts, the
autonomy and the machine. The autonomy is responsible for the high-level decision making and
the interaction with the user, and the machine is low-level software and physical hardware that
allows the autonomy to interact with the world. In this scenario, the autonomy is the software
handling the implementation of the MOMDP for decision-making, and the machine is the physical
UGV, as well as its low-level software that provides basic navigation. The self-confidences that
we will explore in this chapter are just those associated with the autonomy; we do not explore
self-confidences associated with the machine. This is in part due to the nature of POMDPs, and

will discussed more in 4.4.

4.1.1 The Autonomy

The autonomy is the part of the system responsible for the high-level decision making. As
described in sections 2.1-2.4, the autonomy creates a MOMDP model of the world from given
information: a graph representation of the road network, a specific model of chaser behavior and
machine behavior, sensor locations and characteristics, an initial belief of the location of both
the chaser and the UGV, and a specific reward function. It then uses the SARSOP algorithm to

generate a policy that it can use to look up the actions that it should take for any given UGV
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location and belief on the chaser’s location. The autonomy then uses this policy to send commands

to the machine, telling it to move to one state in the road network to another.

4.1.2 The Machine

The machine takes the commands generated by the autonomy and turns them into actions.
In this case, the machine is a Clearpath Robotics Husky™, shown in Figure 4.1. The Husky takes
the actions generated by the policy and translates them into goal positions along the road edges,
and then uses a path planner to generate velocity commands. It is also responsible for handling

the communication to the UGSs and the user interface.

Figure 4.1: The Clearpath Robotics Husky [20]

4.2 Self-Confidence Implementation

In Figure 4.2, we model the process that the autonomous system uses to execute an assigned
task. The first block is the interpretation block, where the autonomy takes the user’s commands
and information to generate a model of the world. In this case, the interpreter allows the user
to select from several stances (‘aggressive’,‘defensive’,‘moderate’,) that correspond to MOMDP
reward functions. It also allows the user to identify the chaser’s behavior in the same way (‘chas-
ing’,‘searching’,‘random walk’, etc). The rest of the model (the road network, the observations, and
the UGV state transition probabilities) are taken from pre-existing knowledge. The solver (in this

case, the APPL software running the SARSOP algorithm) takes the MOMDP model and generates
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a policy, which is then executed by the autonomy and the machine. Along with the policy, the
autonomy also generates an outcome distribution describing the probability of getting a specific
outcome, or cumulative reward. This outcome distribution is the autonomy’s anticipation of what

will happen, and does not necessarily match reality.
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Figure 4.2: The Self-Confidence Implementation Model

Then, taking the principles from chapter 3 and the user-autonomy system model in 2.5, we

define a set of factors that will effect the autonomous system’s self-confidence. These factors are:

e x1 Command Interpretation

e x5 Model Validity

e 13 Solver Quality

o 1,4 Outcome Assessment

e 15 Past Performance
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Command Interpretation, Model Validity, and Solver Quality are the autonomy’s confidence in the
interpreter, model, and solver elements. Past Performance is the autonomous system’s confidence in
its ability to complete the current task given how well it has done in previous experiences. Finally,
Outcome Assessment is the autonomous system’s confidence in achieving a good outcome. In this
case, the autonomy does include its confidence in its ability to execute the commands, as this is
already accounted for in the Model Validity factor. This is discussed in more detail in section 4.4.

The autonomous system’s self-confidence is a function of these factors, as shown in Equations

4.1 and 4.2.

Xse = w1, 2, T3, 34, @5, ... (4.1)

SC = fse(Xse) (4.2)

The next several sections will discuss each factor individually. Then Chapter 5 will go into detail

about the implementation of the outcome assessment factor for this scenario.

4.3 Command Interpretation

Command Interpretation asks the question: “Are the user and the autonomy ‘on the same
page?””. Since the autonomy’s ability to accomplish an assigned task depends on its ability to
understand the user’s intent, this factor is meant to convey the autonomy’s confidence in its under-
standing of the user’s intentions. This factor relates mainly to the certainty aspect of self-confidence.
Since the autonomy measures its performance against its understanding of the user’s intentions, it
must also be certain that its understanding is correct. This means that even if the autonomy is
completely confident in the goodness of its anticipated performance, its self-confidence will not be
high unless it also believes it is using the correct performance measure.

While self-confidence as a whole mainly effects the user’s Competence belief state, this factor

may also heavily effect the Benevolence belief state, as that is the state that describes the user’s
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perceived difference between the user’s and the autonomy’s intent. This factor will not change
unless the autonomy can observe something about the user’s intent. This will happen whenever
the user gives the autonomy new instructions, but may also change if the user gives the autonomy
an indication of the how the user thinks the autonomy is doing.

If the user is attempting to maximize a total expected reward (like the cumulative reward of
the POMDP model), one way the autonomy may learn the user’s intentions is through inverse rein-
forcement learning. Inverse reinforcement learning attempts to recover a reward function through
observations of an agent’s actions [21]. An autonomous system using this method to learn the
user’s intentions may report the statistics of this inference problem as the command interpretation
factor. In this scenario, however, the autonomy is limited to a set of predefined reward functions
that are meant to represent the user’s intent. In this case, the autonomy may simply compare its
outcome assessment to feedback that the user gives. For instance, if the autonomy thinks that it
is consistently doing very well at a repeating task, but the user consistently rates the autonomy’s

performance as ‘poor’, it may lower its command interpretation.

4.4 Model Validity

Model Validity is meant to assess the goodness of the underlying models that it uses to
make decisions. Since a decision is only as good as the information that led to it, model validity
is another factor in self-confidence. Model validity focuses heavily on the uncertainties in the
autonomy’s model of the world, and thus the certainty aspect of self-confidence.

Model validity mainly affects the user’s Competence belief state. Model validity changes any
time the autonomy has opportunity to evaluate the models that it is using. This may come at the
initialization, like acknowledging the affect of discretization on motion models. It may also change
as the autonomy makes measurements about its environment. If measurements do not match the
autonomy’s model, then model validity may decrease. For instance, in the very simple case of a
Kalman Filter, a measure of model validity might be the results of chi-square test for consistency

of measurement innovations [22].
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In this scenario, model validity is assessing the accuracy of the road network as a represen-
tation of the environment, the accuracy of the sensor models and observation probabilities, the
accuracy of the chaser’s motion model and corresponding transition probabilities, and the accuracy
of the UGV’s motion model and corresponding transition probabilities. In particular, all of the
transition models require both a time and space discretization of the the continuous of the road
network, which can lead to inaccuracy in the transition probabilities.

Normally certainty in execution might be a factor in self-confidence, but in this case it is not
included in the self-confidence factors. This is because model validity already accounts for certainty
in execution by considering the UGV’s motion model. In other words, the MOMDP model accounts
for uncertainty in the UGV’s actions and allows the solver to incorporate that information in its
decision making. Since the model and solver are already accounting for the fact that the execution
maybe uncertain, the affect of uncertainty in execution is included in the model validity factor.

There are many different ways to approach generating model validity. Some, like the surprise
index [23], measure model validity based on how ’surprised’ the autonomy is when it gets unexpected
observations (i.e. observations that are statistically unlikely to occur according to the autonomy’s
model). This is similar to the previously mentioned chi-square test for Kalman filters. However,
these types of assessments require in-task calculations based on sensor measurements or other
observations received online, and can not give an assessment before the task begins. Other metrics
focus on the generation of the model, attempting to capture the fundamental flaws of models (e.g.

linearized dynamics for nonlinear system, discretization of time/space, etc) [24, 25].

4.5 Solver Quality

Solver Quality assesses the autonomy’s ability to make appropriate decisions based on the
information it is given. In cases where the autonomy cannot solve the problem exactly, the auton-
omy must use approximations to find a solution. Solver quality asks if those approximations are
appropriate and if the solver can be relied upon to generate good solutions. This is the *uncer-

tainty in its reasoning processes’ part of self-confidence. In some cases, the autonomy may have
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too much information to handle effectively during time-constrained operations. In other cases, the
autonomy’s approximations may be wrong and cause the autonomy to make incorrect decisions.

Solver quality greatly effects the user’s Competence belief state. If the autonomy doesn’t
think that is competent enough to solve the problem it has been given, then that should be reflected
in the user’s Competence belief. Generally, the solver quality assessment changes whenever the
autonomous system reanalyses a situation. In some cases, like this scenario, the analysis all happens
before the task begins, and so the solver quality factor does not change throughout the task. In
other situations where the autonomy is constantly taking in new information and replanning, the
solver quality factor will change much more quickly.

In this scenario, the autonomy’s solver is the SARSOP algorithm. There are several ways
the solver quality factor could possibly be computed. For example, SARSOP does not do well with
very large or very complex state spaces. In fact, the state space size and connectivity between
states is a good indicator of whether or not the solver will be able to converge to a good solution
within a bounded time. For a problem with state space size n, SARSOP has to reason over a
n-dimensional belief state (the curse of dimensionality), as well as an exponentially-growing set
of reachable beliefs (the curse of history) [16]. While SARSOP reduces the curse of history by
attempting to only consider optimally reachable beliefs in its backup and pruning operations, it is
still an exponential problem.

Other metrics can be reported by the algorithm itself, for instance the SARSOP algorithm
reports lower and upper bounds on the expected cumulative reward. These converge to an expected
value as the solver converges towards the optimal policy, so a measure of solver quality might be
based on the distance between the two bounds. In chapter 6, examples of the solver succeeding and
failing are discussed in detail, as well as how convergence rate or state space size based confidence

measures might react.
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4.6 Outcome Assessment

Outcome Assessment evaluates how good the autonomy thinks the outcome of the task will
be. Even if the autonomy perfectly understands and analyzes the user’s problem, it may not be
within the autonomous system’s capabilities to achieve a good result. While very simple cases may
simply be success/failure, most cases have some sort of cost or reward function that allows the
autonomy to assess how well it expects to do. This is not just a measure of expected cumulative
reward, rather it is an assessment of the goodness of the expected outcome, and the goodness of
the distribution of possible outcomes in general.

This factor may be especially helpful to the user, as it allows the autonomy to tell the user
what is and what is not within its capabilities. Without this factor, the autonomy is generally
judged based on the task outcomes, and if it is a bad outcome the user’s trust in the autonomy
goes down. This is especially true during the user’s and autonomy’s first interactions; bad outcomes
at the beginning negatively effect the user’s trust significantly more than they do after the user has
been using the autonomy for a longer period of time [3]. With this factor, however, the user may be
able to see that the task was outside of the system’s capabilities. This allows the user to maintain
trust in the system, even though the system is not competent to perform the specific task.

In the very simple case of success or failure, the autonomy’s outcome assessment may simply
be the probability of success. However, most cases are not that simple, so other methods must
be used to assess the goodness of the distribution of possible outcomes. For this scenario, the
autonomy is able to generate a distribution P(outcome) over the possible outcomes for the task.
How the autonomy generates an outcome assessment from this distribution is discussed in more
detail in chapter 5.

This factor is especially interesting when we consider what would happen to self-confidence
if the autonomy is completely certain in its assessment. If the model is perfect, the solver is
perfect, and the reward function is an exact representation of the user’s intent, then the outcome

distribution generated by the autonomy is the true outcome distribution- an exact representation
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of what will happen in reality. In this case, since the model is perfectly valid, the solver is exact,
and the interpretation is perfect, the only self-confidence factors left are outcome assessment and
past performance. Since past performance is meant to be a correction factor aligning the generated
self-confidence with the autonomy’s true capabilities and the generated outcome function is the
autonomy’s true capabilities, past performance won’t factor in either. This is what happens to the
autonomy’s self-confidence in the limit of complete certainty as discussed in 3.3.3: all that matters
is the goodness of anticipated performance, which is what outcome assessment is.

Since the outcome distribution is the true outcome distribution, the outcome assessment
factor x4 is the true outcome assessment factor z{“¢. As stated above, the other self-confidence
factors do not matter to self-confidence, so the autonomy’s true self-confidence SC'%¢ is just a

function fs. of the true outcome assessment 7%, as shown in the left side of Equation 4.3.

Faelal i) = SC™ x SC = foo(Xye) (4.3)

However, the assumption of complete certainty in assessment is expected to never be true.
When it is not true, self-confidence SC' will just approximate SC?*%¢. This means that the self-
confidence function f,. of all of the factors X,. should approximate SC?“¢. This gives a nice test
to see how well different formulations of self-confidence and its factors actually work. This will be

illustrated in more detail in chapter 5.

4.7 Past Performance

Past Performance is unique in this set of factors; it does not come from any of the au-
tonomy’s assessment of the current task. Rather, it asks how well the autonomy has done in
similar circumstances. This allows the autonomy’s past experience to lower its self-confidence if it
hasn’t done well in similar circumstances, and raise its self-confidence if tends to underestimate its
performance. Alternatively, if the autonomy has never encountered a certain circumstance, past

performance may act as a prior by assessing the similarity between the current circumstance and
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past circumstances. If the circumstance is completely dissimilar to previous ones, it may reduce
the autonomy’s self-confidence, simply because it has no experience.

Since the other self-confidence factors are not exact, past performance could act as a correction
factor to more closely align the autonomous system’s self-confidence with the true self-confidence,
as in Equation 4.3. This requires the past performance factor to be able to assess the similarity
between the current task and the previous tasks and to generate a correction factor based on the
similarity as well as the actual outcome of previous tasks. One possible way similarity could be be
assessed is to use traces collected during task execution to infer task invariants [26]. The system
could then use the inferred invariants to assess the similarity of a task based on the presence or
absence of violations of those invariants in the current task. It also could be possible to apply
techniques from the reinforcement learning domain, where task similarity measures are used for

task transfer problems [27].



Chapter 5

Outcome Assessment for Road Network Scenario

Now that the factors of self-confidence have been identified for this particular scenario, we
can go into more detail into the actual creation and implementation of a self-confidence factor.
In section 4.6, we defined outcome assessment to be the assessment of goodness of a distribution
P(outcome) over the anticipated possible outcomes that the autonomy could achieve. This outcome
distribution is generated by the autonomy before the task begins and an example distribution is
shown in Figure 5.1. This section uses the research presented in the previous chapters to formulate

an outcome assessment factor on this distribution that can be reported to the user.
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Figure 5.1: An Example Outcome Distribution
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5.1 Design Insights

There are several key insights that go into the formulation of the outcome assessment factor.
The first is that in the limit of complete certainty in assessment, the autonomy’s self-confidence is
just a function of the outcome assessment factor, as shown in Equation 4.3 and discussed in section
4.6. This means it should also follow all of the properties that we’ve assigned to self-confidence as
a whole, ignoring the certainty aspect. For simplicity, we can let SC = fs.(x4) = x4 by defining
outcome assessment to on the same scale as the self-confidence assurance: [—1, 1], where x4 = —1
means ‘absolutely bad outcomes’ and x4 = 1 means ‘absolutely good outcomes’.

The next key insight is that this confidence factor is not just the expected utility of the
distribution. While the expected utility certainly does give some information about the goodness
of the distribution, is not all that is required. The goodness of a outcome distribution should be
a reflection of how likely the autonomy is to achieve a good outcome vs a bad one. This will be
discussed in depth after the outcome assessment equation has been introduced, and comparisons
will be made between it and other metrics, like expected utility, variance, and entropy.

The final key insight is that the autonomy and the user may interpret the goodness of a out-
come differently. The autonomy is a rational agent who attempts to maximize the expected utility.
Behavioral economic theory shows that humans often evaluate probabilistic outcomes differently
than a rational agent would, and so the autonomy’s rational evaluation of the outcome distribution

may not match the humans [28].

5.2 Outcome Assessment Formulation

Reference [29] proposes a model called Cumulative Prospect Theory (CPT) for describing
how humans assess uncertain outcomes. There are three main differences that separate CPT from
Expected Utility Theory, which is what the autonomy uses in its decision making (MOMDP’s
attempt to maximize the expected utility received). The first difference is that humans evaluate

outcomes relative to a reference point, rather than zero. The second difference is that humans
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weight losses (values below the reference point) differently than they do gains (values above the
reference point). A simple example of this is loss aversion, or the tendency for humans to weight
losses higher than they weight gains. The final difference is that human’s tend to overweight
the probability of extreme outcomes, and underweight the probability of average outcomes. CPT

combines these differences into a modified version of Expected Utility Theory given by Equation

5.1:

0 d teo d

U(f) = / U(r)dr(w(F(r)))err/O v(r)a(fw(l — F(r)))dr (5.1)
where f is the ordered distribution of all outcomes, z is an outcome (in this scenario a cumulative
reward), F'(z) is the cumulative probability of all outcomes up to z, v is a value function, and w is
a weighting function. The value function v maps outcomes to values, and the weighting function w
maps cumulative probabilities to subjective cumulative probabilities. Example v and w are shown
in Figures 5.2 and 5.3 If v(z) = z for all z, and if w(F(z)) = F(z) for all F(z), then this simply
reduces to E[Z]

Value v(z) Weighted Probability F(z)

4 Outcome z
-

Figure 5.2: Typical Value Function Figure 5.3: A Typical Weighting Function

Probability F(z)

This allows the autonomy to take into consideration the user’s irrationality when it comes
to interpreting uncertain outcomes. However, we already stated that we do not want to use the
expected value. Instead, we will use the ratio between two parts of the function. The two parts
we will compare are the upper and lower partial moments of the transformed outcome assessment

function around z* (v(z*) = 0), which is given in Equation 5.2, where Z = v(z) and (f) is the

perceived probability distribution over z:
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Jr 2f(2)az

[0 zf(3)dz
In short, this is the ratio of the probabilities of getting gains weighted by their magnitudes to

UPM/LPM = (5.2)

the probability of getting losses weighted by their magnitudes. This ratio is inspired by Reference
[30], which uses a similar measure to measure the goodness of an asset return distribution. At
its core, this is capturing the ratio between good perceived outcomes and bad perceived outcomes
relative to a reference value, which is the user’s lowest good outcome. When the moments are
balanced, this ratio is 1. It approaches 0 as the lower moment dominates the upper moment, and
oo as the upper moment dominates the lower moment. To transform this into an easily interpretable

scale, we use the logistic-log function given in Equation 5.3:

24 = 2/(1 + e{~kUoaUPM/LPM))y _ 4 (5.3)

This gives a final outcome assessment that maps outcome distributions to a number between
-1 and 1, representing the goodness of the distribution. Figure 5.4 shows the curve when k = 1,

where k is a parameter that controls the steepness of the curve around 0.

10 UPM/LPM Self-Confidence Metric
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Figure 5.4: The Outcome Assessment Curve
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The reasoning behind this metric is that it is important to know how likely it is to get an
outcome above or below the reference value, as well as the relative difference between the outcome
and the reference value. Alternative metrics such as the mean, variance, entropy, and skewness
were also considered, but lacked many desirable properties. While the difference between the mean
and the reference value does give indication of whether the expected outcome is good or bad, it does
not give enough information about the distribution of the outcome, i.e. how much probability was
above or below the reference value. Variance and entropy both give a good idea about how spread
out the outcome distribution is, but they do not communicate the relative value of the outcomes
compared to the reference value. Skewness and kurtosis both have similar problems because they
are moments about the mean. The difference between the outcome assessment metric and other

metrics are further shown in the examples in the next section.

5.3 Properties and Evaluation of Outcome Assessment

This metric has most of the properties of self-confidence that we previously asserted in sections
3.3.1 (ignoring the certainty aspects), and we will argue that is a good candidate to effect the user’s
Competence belief state. It is a single metric, reported just like self-confidence on a scale of -1 to
1, where -1 is ‘completely bad’, and 1 is ‘completely good’. As the outcome distribution gets worse
(losses become more probable), the metric approaches -1, and as gains become more probable the
metric moves toward 1.

The following outcome distributions have been chosen to explore the properties of the outcome
assessment metric. Each outcome distribution has all of the mass on one or two specific outcomes.
This is because each partial moment in the metric can be equivocated to a specific outcome and
probability which will give the same result. For simplicity, in each of these cases z* = 0, v(z) = z,
and w(F(z)) = F(z) unless specified.

In these first two cases, both of the outcome distributions have a mean at z = 10. However,
in Figure 5.5 P(z > 2z*) = 1, which means all outcomes are gains. In Figure 5.6, P(z > z*) = %,

which means half of the outcomes are losses. In both cases, any metric based on the mean would
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Figure 5.5: P(z =10) =1 Figure 5.6: P(z = —5,25) = 5

have the same outcome assessment, but the UPM/LPM metric differentiates between the two. In
the first case, the ratio is 10/0, and z4 = 1, because there is no way for the autonomy to achieve a
loss. In the second case, the ratio is %, which gives an outcome assessment of x4 = % Note that
it is a still a pretty good outcome, because on average the outcome is a good outcome, but it is not
as high because of the possibility of getting losses.

10 Outcome Distribution
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Figure 5.7: P(z =100) =1

In the next example, shown in Figure 5.7, the expected outcome is much higher than in Fig-
ure 5.5. In this case, reporting the mean of the function does show that the outcome distribution

in Figure 5.7 is better than the outcome distribution in Figure 5.5. However, both of these have
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the same outcome assessment: x4 = 1. While at first this might seem strange, it fits the definition
of outcome assessment. In both cases the autonomy is perfectly confident in its ability to achieve a
gain. Remember, self-confidence is simply meant to affect the user’s trust in the system’s capabili-
ties, and in these cases the autonomous system is always going to achieve above the user’s minimal

good outcome (reference value).
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Figure 5.8: P(z=—10) =1  Figure 5.9: P(z = —25,5) =1  Figure 5.10: P(z = —100) = 1
The next three figures (Figures 5.8-5.10) are similar to the first three, except that the expected
outcome is now negative. Similarly to above, the means are —10, —10, and —100, and the outcome
assessment is z4 = —1, —%, and —1. In the left and right outcome distributions, it is impossible
to receive a gain, but in the middle outcome distribution it is possible to receive a good outcome,
which raises the outcome assessment.
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Figure 5.11: P(z = —10,10) = 3 Figure 5.12: P(z = —100,100) = 3
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In Figures 5.11 and 5.12, both outcome distributions have the same expected utility of zero.
They also have the same outcome assessment, x4 = 0. This is because the gains are as good as the
losses are bad. In practice, these distributions often get interpreted differently than being exactly
equal, depending on the value and weighting functions that the users use. For instance, if v is loss
averse, both of these will result in negative outcome assessments.
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Figure 5.13: P(z = —10) = 1, P(z =10) = 2  Figure 5.14: P(z = —100) = 1, P(z =100) = 3
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In the last four figures, Figures 5.13-5.16, the outcome distributions are asymmetric. In the
first two, the means are 5 and 50 and the outcome assessments are x4 = 0.5 and 0.5, respectively.

In the second two, the means are —5 and —50 and the outcome assessments still x4 = —0.5 and 0.5,
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respectively. This is because self-confidence is simply measuring favorability of a distribution. In
these cases, the outcomes are equally distant to the reference so the ratio of the probabilities is the
only thing that matters. This is similar to the simple case of success/fail, and in fact in this case
this formula reduces to 2P(good) — 1, or more simply P(good) — P(bad). Like above, however, these
distributions get interpreted differently when including the user’s value and weighting functions.

The last four cases also showcase an interesting property of the outcome assessment metric:
it is just a relative metric. It doesn’t matter if the value of the outcomes are -1 and 1 or -1000
and 1000, x4 will still be the same. This is true for the other metrics that have been considered
as well; like mean, entropy, variance, etc. If the user truly values two outcomes to be completely
opposite (even after accounting for loss aversion and other preferences), outcome assessment will be
the same, regardless of the magnitude of the values of the outcome. Since the user’s value function
has already been accounted for, it would be incorrect for the autonomy to have a lower goodness of
outcome assessment in the [—1000, 1000] outcome distribution than the [—1, 1] based on the greater
loss, because the greater loss is balanced by the greater gain. (Had the user’s value function not
been accounted for, loss aversion could say that losing an extra 999 is worse than gaining 999, so
the autonomy’s outcome assessment should lower. But that has already been accounted for with
the value function.)

However, the autonomy could have different outcome assessments for those two distributions
for other reasons. One reason could be the stability of the outcome assessment to a change in z*.
A shift of £1 of z* in the first outcome distribution [—1, 1] could change the outcome assessment to
be either x4 = —1 or 4 = 1, because all of the outcomes would be losses or gains, respectively. But
the same shift in z* would barely affect x4 for the outcome distribution [—1000, 1000]. Whether or
not these two outcome distributions should have different outcome assessments is an open question,
but for now we will go with the UPM/LPM metric, which leaves them to be the same.

Overall, this outcome assessment measure is measuring a outcome-adjusted ratio between
the gains and the losses (good outcomes and bad outcomes), after accounting for human biases.

With an outcome assessment of 1, the autonomy will only get good outcomes, and with outcome
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assessment of -1, the autonomy will only get bad outcomes. For outcome assessments in between,
the autonomy weighs the probability of getting good outcomes vs bad outcomes weighted by their
‘goodness’ or ‘badness’- their relative distance to the reference value. It does not replace reporting
the expected utility, in fact this measure is meant to compliment the reporting of the expected

utility.



Chapter 6

Examples Scenarios and Discussion

In order to see how self-confidence works in an actual scenario, we generate a set of example
trial scenarios with different road networks and chaser behaviors. The road network is one of three
shapes, shown in Figures 6.1a-6.1c. Each road network has either 0 or 4 states between each node,
effectively increasing the lengths of the edges (travel time between adjacent nodes is the not same).
The chaser is given one of two behaviors: a chasing mode where it always moves one state closer to
the autonomy’s location at every time step, and a random walk mode where it randomly chooses
between adjacent states. These behaviors change the chaser’s transition probabilities P(y'|y) in
the MOMDP model. For each trial, the solver is allowed 10 minutes to generate a policy for
the autonomy to follow. The solver then simulates 1000 different trials with the chaser starting
randomly in the road network and the UGV starting at a predefined point. Finally, the solver takes
the results of this simulation to generate an outcome distribution for the trial.

Instead of going through all of the outcome distributions and the associated outcome as-
sessments, we will look at four different outcome distributions that are representative of the types
of distributions generated. For each of the four distributions, we discuss the factors that lead to
the distribution, the result of the outcome assessment metric, and how the other the other factors
should effect the autonomy’s self-confidence as well. We will specifically discuss the solver quality
metric, as tests with a real world simulation for model validity, and command interpretation are
still in the works.

The first predicted outcome distribution shown in Figure 6.2 has mostly good outcomes, with
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(a) The ‘Y’ Road Network (b) The Irregular Road Network (¢) The Grid Road Network

Figure 6.1: Example Road Networks: chaser in red, sensor in black, UGV in blue, and exit in green
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Figure 6.2: A mostly good outcome

the UGV being able to escape the road network. This generally happens in two circumstances. In
the first, the chaser is moving randomly, allowing the UGV to avoid the chaser. In the second, the
chaser is chasing, but the road network was large enough that the UGV can usually make it out.
The actual output assessment metric is x4 = 0.606. In these cases, the solver was able to converge
to an expected cumulative reward, meaning the UGV is following a close to optimal strategy.

The second predicted outcome distribution shown in Figure 6.3 has mostly bad outcomes.

This particular distribution has an outcome assessment of x4 = —0.54. These mostly happen on
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Figure 6.3: A mostly bad outcome

the ‘y’ road network when the chaser is moving randomly. This is because whether the UGV got
out or not mainly depended on where the chaser started. When the chaser starts on either the
UGV’s starting branch or the exit branch, the UGV usually ends up getting caught. However, if
the chaser starts on the other branch, then the UGV usually escapes. As with the first outcome
distribution, the solver was able to converge to an expected cumulative reward. This means that
the autonomy’s policy is very close to the optimal policy in this scenario.

In the predicted outcome distribution shown in Figure 6.4, the UGV never escapes the road
network. The only difference in outcome is how quickly the chaser catches the UGV. The outcome
assessment for this was obviously x4 = —1, showing that the autonomy is sure it would never get a
good outcome. This only happened on the ‘y’ road network when the chaser was chasing the UGV.
This was not unexpected, as no matter where the chaser starts, if it chases the UGV it is impossible
for the UGV to escape. Like the previous two distributions, the solver was able to converge quickly
to a solution under the 10 minute time limit.

In the final predicted outcome distribution, show in Figure 6.5, the autonomy anticipates
mixed results. While the UGV rarely gets caught, it also never makes it to the exit. Again, this

gives an outcome assessment of x4 = —1, but the majority of the outcomes come from the UGV
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Figure 6.4: A completely bad outcome

simply wandering around for 200 steps, which was the maximum simulation time. By that time, the
autonomy would have had plenty of time to both avoid the chaser and to make it to the exit, so it
implies that the autonomy was not actually moving towards the exit. The reason for this unusual
behavior is due to the nature of the SARSOP algorithm. As mentioned before, the SARSOP
algorithm attempts to approximate the optimal policy by exploring only the reachable belief space,
or the set of possible beliefs that could be achieved from a specific initial belief under the optimal
policy. However, this sampling algorithm never reached a belief where the UGV reached the exit.

This is due to two factors: the state space size/distance to the exit from the UGV’s starting
position, and the fact that in every case, the chaser was moving randomly. Because the state space
was so large, the distance between the UGV’s starting position and the exit was also very large.
The sampling algorithm never explored far enough to realize that there was an exit that could
provide a large positive reward. Since the chaser was not chasing the UGV, the UGV also had
very little motivation to move away from its starting position. Even though the output assessment
was completely negative, in this case the solver should not have been confident that it reached the
optimal policy (and it did not).

In these scenarios, just knowing the state space size was not enough to tell if the solver would
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Figure 6.5: A completely bad outcome as a result of a poor solution returned by the solver

converge. Convergence also depended on the chaser’s behavior. Although this can be remedied by
having the solver consider all possible starting positions for the UGV instead of the designated one,
it does show how assumptions in the solver can actually effect the efficacy of the solver metric.

In these scenarios we do not consider how the factors of command interpretation, model
validity, or past performance could be generated or effected. This is because the real world imple-

mentation of this scenario has not been implemented yet.



Chapter 7

Conclusions and Future Work

7.1 Future Work

The work is meant to guide the development of self-confidence for autonomous systems.
There is still much work that needs to be done in terms of both development and assessment.
Some areas of future research include testing current metrics with human trials to see if they
actually do influence trust in the way they are designed to, generating other factors like command

interpretation, and expanding self-confidence to other types of autonomy.

7.1.1 Application Studies with Human Users

The core goal of self-confidence is to effect the user’s trust in a way that calibrates it to the
systems actual capabilities. While self-confidence has been designed with this goal in mind, human
trials are still necessary to see how it will actually effect a user’s trust. Trust is a very complicated
subject, involving both rationality and emotions, and self-confidence is not expected to be the end-
all solution for managing the user’s trust. It is, however, expected to make a measurable impact
on the user’s trust and their overall interaction with autonomy.

There are two main methods for understanding a user’s trust. The first uses qualitative
surveys, and the second uses observations of user’s actions. For the first method, user’s are asked
to report feelings of trust and beliefs about the subject. References [31, 32, 33, 34] are examples
of studies measuring trust using different survey techniques. In particular, Reference [35] provides

a well-researched questionnaire consisting of twelve Likert Scale questions for evaluating the trust
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between people and autonomous systems.

The second method focuses on measuring user behavior to observe the user’s trust. Trust
actions are a specific set of actions or behaviors that can be used to observe trust. References
[5, 36, 37] provide examples of studies that use observations about the user’s actions to indicate
trust. Both of these methods require careful experimental setup so that the effect of trust can be

differentiated from other factors that influence the user’s reliance on the autonomy.

7.1.2 Self-Confidence for Other Systems

This work mainly focuses on the development of the outcome assessment factor of self-
confidence. While some ideas for the other self-confidence factors have been proposed, there is
still work done in developing the actual metrics. Command interpretation is a challenge, due to
the variety of possible user interactions as well as the opaqueness of humans in general, but un-
derstanding the alignment of the user’s and the autonomy’s intent is important. Model validity
has many developed techniques to draw from, but translating those metrics (like the previously
mentioned chi-square test and surprise index) into a confidence factor remains to be done. Solver
quality is very specific to the algorithms used, and can be hard to assess (for instance, how does the
autonomy recognize convergence to a local minimum?). Output assessment is also dependent on the
algorithm and its ability to predict possible outcomes (for instance, what does a non-probabilistic
planner report?), and like command interpretation is very dependent on the users intentions and
interpretations. Finally, past performance requires an understanding of similarity in previous cir-
cumstances, as well as a way of translating previous outcomes and their similarity to the current
task into a confidence metric of the current task.

It will be important to explore how these metrics can be used between systems so that
designers do not have to create autonomous system specific algorithms. This means all of the
previously mentioned challenges will need to be approached from both an autonomy-specific and
general perspective. Similarly, how self-confidence can be applied to other autonomous system

architectures is another important idea to explore. For instance, how would self-confidence work
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in behavioral /reactive autonomous systems? Can it even be applied to them? How would self-
confidence work in hierarchical systems, or in a swarm of agents? For instance, if one autonomous
agent controls a group of agents who report their individual self-confidence to the leader, how
would the leader report it’s self-confidence to the user? These are all open questions that should

be addressed, so that self-confidence is not misapplied to systems where it does not make sense.

7.1.3 Reporting

Another unaddressed issue is the problem of communicating self-confidence to the user. There
are many ways to present information to humans, and the way it is presented can make a large
difference in how it is interpreted. Framing effects and other cognitive biases can affect how a user
interprets a self-confidence assurance, which will change how the assurance affects the users trust
[38]. There are several related questions that should be explored.

The first is how self-confidence should be reported; whether it is just a number, an indicator
bar, a Chernoff face, or something else will effect how the user interprets it. Secondly, how does the
presence of other assurances or communications effect the user’s interpretation of self-confidence?
For instance, does it matter if it is reported alongside an expected utility, or some representation

of the autonomy’s plan?

7.2 Conclusion

The main contributions of this work are the design and evaluation of a framework for com-
puting the self-confidence assurance and the specific design, implementation, and analysis of the
outcome assessment factor of self-confidence. Self-confidence is designed to elicit appropriate trust
from the user by providing the user with the autonomous system’s assessment of its own capabilities.

In this thesis we have factored the computation into several different parts, corresponding
to the elements of the autonomous system. These factors attempt to capture the accuracy of the
autonomous system’s assessment of the task as well as its understanding of its expected perfor-

mance. While we show how self-confidence can be computed from the outcome assessment factor
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if the autonomy is completely certain in its assessment, how self-confidence is generated in general
from the individual factors remains an open question.

One of the difficulties of computing self-confidence is that the user is the one who determines
the goals and evaluates the outcomes of the task. In order for the autonomy to compute its self-
confidence in its ability to complete a task, it must understand the users intentions as well as the
user’s assessment of different outcomes. This is evident in the command interpretation, outcome
assessment, and past performance factors discussed in this thesis. Since there are many modes
of interaction between users and autonomous systems, this is often problem specific and requires
careful thought to capture the differences between the autonomy’s and user’s communication and
understanding of the problem.

Another difficulty in computing self-confidence is that it asks the autonomous system to
recognize where it may fail. Because this answer is generated from the autonomous system’s own
reasoning, it may fail to accurately assess its abilities and under- or over-report its self-confidence.
Even though self-confidence will not be a perfect understanding of the system’s capabilities, it
should still allow the user to calibrate their trust in the autonomous system more quickly than
without self-confidence.

Overall, this framework provides a definition of an autonomous system’s self-confidence and
a method for computing it from the evaluation of different elements of the system. While there
are still many open questions to address, this work provides a deeper understanding of the issues
in computing self-confidence, and should assist further research to improve the reporting of the

self-confidence assurance.
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