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Abstract— It is known that the problem of verifying the
inﬁnite-step opacity of nondeterministic ﬁnite transition systems
(NFTSs) is PSPACE-hard. In this paper, we investigate whether
it is possible to use classical bisimulation relation to come
up with abstract NFTSs and verify the inﬁnite-step opacity
of original NFTSs over their abstractions. First, we show
that generally bisimulation relation does not preserve inﬁnitestep opacity. Second, by adding some additional conditions
to bisimulation relation, we prove that a stronger version of
bisimulation relation, called here opacity-preserving bisimulation relation, preserves inﬁnite-step opacity. Therefore, if one
can ﬁnd an abstract NFTS for a large NFTS under an opacitypreserving bisimulation relation, then the inﬁnite-step opacity
of the original NFTS can be veriﬁed by investigating that
over the abstract NFTS. Finally, we show that under some
mild assumptions, the quotient relation between an NFTS and
its quotient system becomes opacity-preserving bisimulation
relation which provides a scheme for constructing opacitypreserving abstractions of large-scale NFTSs. We show the
effectiveness of the results using several examples throughout
the paper.

I. I NTRODUCTION
The notion of opacity is introduced in the analysis of
cryptographic protocols [6], and describes the ability that
a system has to forbid leaking secret information.
In the framework of discrete event systems (DESs), the
opacity problem has been widely investigated. In different
practical situations, opacity of DESs can be formulated as
whether a system can prevent an intruder from observing
whether the initial state (resp., the current state, each state
within K steps prior to the current state for some natural
number K, each state prior to the current state) of the system
is secret, i.e., the so-called initial-state [10] (resp. currentstate [7], K-step [8], and inﬁnite-step [9]) opacity. It is
known that the existing algorithms for verifying these types
of opacity have exponential time computational complexity
(cf. the above references and [14]), and it is unlikely that
there exist polynomial time algorithms for verifying them.
Particularly, the problems of determining the initial-state
opacity, the K-step opacity, and the inﬁnite-step opacity
of DESs are PSPACE-complete [10], NP-hard [8], and
PSPACE-hard [9], respectively. More related results are
referred to [2], [4], [11], [13], [15].

Among the above types of opacity, inﬁnite-step opacity
has the strongest ability to stop leaking secret information.
In this paper, we focus on this type of opacity.
Nondeterministic ﬁnite transition systems (NFTSs) consist
of ﬁnitely many states, inputs, and outputs, and play a
fundamental role in the veriﬁcation and control of hybrid
systems [3], [5], [12], [16], and model checking [1]. In
this paper, we formulate and study the inﬁnite-step opacity
problem of NFTSs. Note that by regarding an (input, output)pair at the same time step as an event, an NFTS can be seen
roughly as a DES. So the techniques used in [9], [14] can be
used to check the inﬁnite-step opacity of NFTSs as well, and
it is obtained that the problem of verifying the inﬁnite-step
opacity of NFTSs is also PSPACE-hard [9].
In this paper, we investigate the application of bisimulation
relation in verifying the inﬁnite-step opacity of NFTSs.
Intuitively, for two NFTSs Σ1 and Σ2 , Σ2 simulates Σ1 if
each output sequence generated by Σ1 can also be generated
by Σ2 ; Σ2 bisimulates Σ1 if Σ2 simulates Σ1 and Σ1
simulates Σ2 (cf. [5], [12]). Usually, bisimulation relation
can be used to abstract a large-scale system to a smaller one,
and if the smaller system bisimulates the larger one, then in
some sense the smaller system can take place of the larger
one in some of the analysis and synthesis (cf. [12], [16]). In
this paper, we ﬁrst deﬁne a new notion of opacity-preserving
bisimulation relation, then we use the proposed notion to give
some necessary and sufﬁcient conditions for the inﬁnite-step
opacity of NFTSs. Hence, if one can ﬁnd an appropriate
opacity-preserving bisimulation relation between the original
NFTS Σ1 and a small-scale NFTS Σ2 such that the size of Σ2
is remarkably smaller than that of Σ1 , then the inﬁnite-step
opacity of Σ1 can be checked by verifying the inﬁnite-step
opacity of Σ2 which is faster. In addition, we prove that under
some mild assumptions, the bisimulation relation between an
NFTS and its quotient system becomes opacity-preserving
bisimulation relation, which provides a constructive scheme
for computing opacity-preserving abstractions of large-scale
NFTSs.
The remainder of this paper is organized as follows. In
Section II, the basic concepts of NFTSs and bisimulation
relation are introduced. In Section III, we show the main
results of the paper. Section IV concludes the paper.
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II. P RELIMINARIES
We use the following notations throughout the paper:
• ∅: the empty set;
• N: the set of non-negative integers;
• [a, b] := {a, a + 1, . . . , b}, where a, b ∈ N, a ≤ b.
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State transition diagram of the NFTS in Example 2.1.

Note that although we focus on NFTSs, all results of this
paper remain valid for transition systems with inﬁnitely many
states, inputs, and outputs (e.g. control systems).
NFTSs are deﬁned as in [5], [12] with some modiﬁcations
to accommodate for secret states.
Deﬁnition 1: An NFTS Σ is a septuple (X, X0 , S, U, →
, Y, h) consisting of
a ﬁnite set X of states;
a subset X0 ⊆ X of initial states;
• a subset S ⊆ X of secret states;
• a ﬁnite set U of inputs;
• a transition relation →⊆ X × U × X;
• a set Y of outputs;
• an output map h : X → Y .
In this paper, we consider total NFTSs, i.e., for all x in
X and u in U , there exists at least one state x in X such
that (x, u, x ) ∈→. In this case, the transition relation →⊆
X×U ×X can be equivalently represented as a mapping from
X × U to 2X \ ∅. Elements of → are called transitions. Let
X ∗ be the set of strings of ﬁnite length over X including the
string  of length 0. For each α ∈ X ∗ , |α| denotes the length
of α. For each α ∈ X ∗ , for all integers 0 ≤ i ≤ j ≤ |α| − 1,
we use α[i, j] to denote α(i)α(i + 1) . . . α(j) for short. Sets
U ∗ and Y ∗ are deﬁned analogously. A string α ∈ X ∗ is
called a run of the system over input sequence β ∈ U ∗ if
|α| − 1 = |β|, α(0) ∈ X0 , and for all i ∈ [0, |α| − 2],
(α(i), β(i), α(i + 1)) ∈→. Transitions determined by α and
•
•

β(0)

β(1)

β(|β|−1)

β can be denoted as α(0) −−−→ α(1) −−−→ · · · −−−−−→
α(|α| − 1).
An NFTS can be represented as its state transition diagram, i.e., a directed graph whose vertices correspond to the
states and their associated outputs of the NFTS and whose
edges correspond to state transitions. Each edge is labeled
with the inputs associated with the transition, a state directly
connected from “start” means an initial state, a double circle
denotes a secret state. We give an example to depict these
concepts.
Example 2.1: Consider NFTS (X, X0 , S, U, →, Y, h),
where X = {a, b, c}, X0 = X, S = {b}, U = Y = {0, 1},
→= {(a, 1, a), (a, 0, b), (a, 0, c), (b, 0, b), (b, 1, b), (c, 0, c),
(c, 1, b)}, h(a) = 0, h(b) = h(c) = 1 (see Fig. 1).
Here, we recall the conventional notions of (bi)simulation
relations [12].
Deﬁnition 2 (simulation): Consider two NFTSs Σi =
(Xi , Xi,0 , Si , Ui , →i , Y, hi ), i = 1, 2. A relation ∼⊆ X1 ×
X2 is called a simulation relation from Σ1 to Σ2 if

1) for every x1,0 ∈ X1,0 , there exists x2,0 ∈ X2,0 such
that (x1,0 , x2,0 ) ∈∼;
2) for every (x1 , x2 ) ∈∼, h1 (x1 ) = h2 (x2 );
u1

3) for every (x1 , x2 ) ∈∼, if there is a transition x1 −→
1 x1
u2

in Σ1 then there exists a transition x2 −→2 x2 in Σ2
satisfying (x1 , x2 ) ∈∼.
Under a simulation relation ∼⊆ X1 × X2 from Σ1 to Σ2 ,
we say Σ2 simulates Σ1 , and denote Σ1 S Σ2 .
Deﬁnition 3 (bisimulation): Consider two NFTSs Σi =
(Xi , Xi,0 , Si , Ui , →i , Y, hi ), i = 1, 2. A relation ∼⊆ X1 ×
X2 is called a bisimulation relation between Σ1 and Σ2 if
1) a) for every x1,0 ∈ X1,0 , there exists x2,0 ∈ X2,0 such
that (x1,0 , x2,0 ) ∈∼;
b) for every x2,0 ∈ X2,0 , there exists x1,0 ∈ X1,0 such
that (x1,0 , x2,0 ) ∈∼;
2) for every (x1 , x2 ) ∈∼, h1 (x1 ) = h2 (x2 );
3) a) for every (x1 , x2 ) ∈∼, if there exists a transition
u1

x1 −→
1 x1 in Σ1 then there exists a transition
u2

x2 −→2 x2 in Σ2 satisfying (x1 , x2 ) ∈∼;
b) for every (x1 , x2 ) ∈∼, if there exists a transition
u2

x2 −→
2 x2 in Σ2 then there exists a transition
u1

x1 −→1 x1 in Σ1 satisfying (x1 , x2 ) ∈∼.
Under a bisimulation relation ∼⊆ X1 × X2 between Σ1 and
Σ2 , we say Σ2 bisimulates Σ1 (or vice versa), and denote
Σ1 ∼
= S Σ2 .
From Deﬁnitions 2 and 3, one can readily see that if Σ2
simulates Σ1 then each output sequence generated by Σ1 can
be generated by Σ2 as well; and if Σ2 bisimulates Σ1 then
the set of output sequences generated by Σ1 coincides with
the ones generated by Σ2 .
Here, we recall notions of quotient relation and quotient
systems [12] with some modiﬁcations which will be used
later to show one of the main results of the paper.
Deﬁnition 4: Let Σ = (X, X0 , S, U, →, Y, h) be an NFTS
and ∼⊆ X × X an equivalence relation on X satisfying
h(x) = h(x ) for all (x, x ) ∈∼. The quotient system of
Σ by ∼, denoted by Σ∼ , is deﬁned as the system Σ∼ =
(X∼ , X∼,0 , S∼ , U, →∼ , Y, h∼ ) satisfying
1) X∼ = X/ ∼= {[x]|x ∈ X};
2) X∼,0 = {[x]|x ∈ X, [x] ∩ X0 = ∅};
3) S∼ = {[x]|x ∈ X, [x] ∩ S = ∅};
4) for all [x], [x ] ∈ X∼ and u ∈ U , there exists transition
u
u
[x] −
→∼ [x ] in Σ∼ if there exists transition x̄ −
→ x̄ in
Σ for some x̄ ∈ [x] and x̄ ∈ [x ];
5) h∼ ([x]) = h(x̄) for every x̄ ∈ [x];
where for every x ∈ X, [x] denotes the equivalence class
generated by x, i.e., [x] := {y ∈ X|(y, x) ∈∼}.
It can be seen that for all x, x ∈ X, 1) either [x] = [x ]
or [x] ∩ [x ] = ∅; 2) x ∈ [x ] if and only if [x] = [x ]. Then
the set of all distinct equivalence classes corresponding to
∼ partitions set X. Note that in [12], there is no item for
S∼ , since the system Σ considered in [12] does not have
secret states. From Deﬁnition 4, one can readily verify that
the quotient system Σ∼ has no more states than Σ does.
Consider an NFTS Σ = (X, X0 , S, U, →, Y, h) and its
quotient system Σ∼ = (X∼ , X∼,0 , S∼ , U, →∼ , Y, h∼ ) deﬁned by an equivalence relation ∼⊆ X × X satisfying
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h(x) = h(x ) for all (x, x ) ∈∼. By deﬁning a quotient
relation
∼Q := {(x, [x])|x ∈ X} ⊆ X × X∼ ,

Σ1

1/1

(1)

the following result holds [12].
Proposition 2.2: Consider an NFTS Σ = (X, X0 , S, U, →
, Y, h) and its quotient system Σ∼ = (X∼ , X∼,0 , S∼ , U, →∼
, Y, h∼ ) deﬁned by an equivalence relation ∼⊆ X × X
satisfying h(x) = h(x ) for all (x, x ) ∈∼. Under quotient
relation ∼Q deﬁned in (1), Σ∼ simulates Σ. Moreover, Σ∼
bisimulates Σ under ∼Q if and only if Σ bisimulates Σ under
∼.
Later on, we provide similar results as in Proposition 2.2
but using so-called opacity-preserving bisimulation relation.
III. M AIN R ESULTS
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Fig. 2. State transition diagrams of two NFTSs in the proof of Proposition
3.1.

Σ1 . Hence bisimulation relation does not preserve inﬁnitestep opacity.

A. Opacity-preserving bisimulation relation
In this subsection, we provide one of the main results of
the paper. We ﬁrst deﬁne the notion of inﬁnite-step opacity
of NFTSs.
Deﬁnition 5: Let Σ = (X, X0 , S, U, →, Y, h) be an
NFTS. Σ is said to be inﬁnite-step opaque if for all x0 ∈ X0 ,
all α ∈ U ∗ , all runs x0 x1 . . . x|α| ∈ X ∗ over α, all
i ∈ [0, |α|], if xi ∈ S then there exists x0 , . . . , x|α| ∈ X
such that x0 ∈ X0 , xi ∈ X \ S, x0 . . . x|α| is also a run over
α, and h(xj ) = h(xj ) for all j ∈ [0, |α|].
Intuitively, if a system Σ is inﬁnite-step opaque, then the
intruder cannot make sure whether any state prior to the
current state is secret or not.
One of the main goals of this paper is to provide a
bisimulation-based method for verifying the inﬁnite-step
opacity of NFTSs. Particularly, for two NFTSs Σ1 and Σ2 ,
we are interested in providing a new stronger notion of
bisimulation relation such that Σ2 bisimulating Σ1 implies
that Σ1 being inﬁnite-step opaque is equivalent to Σ2 being
inﬁnite-step opaque. Hence the central problem we should
consider ﬁrst is whether the classical bisimulation relation
preserves inﬁnite-step opacity. We next show that generally
classical bisimulation relation does not preserve inﬁnite-step
opacity.
Proposition 3.1: Bisimulation relation in Deﬁnition 3
does not preserve inﬁnite-step opacity.
Proof: We provide a counterexample to prove the
statement. Consider two NFTSs Σi = (Xi , Xi,0 , Si , U, →i
, Y, hi ), i = 1, 2, shown in Fig. 2, where X1 = {1, 2} =
X1,0 , S1 = {1} = U , Y = {1, 2}; X2 = {1 , 2 , 3 , 4 } =
X2,0 , S2 = {1 }.
By Deﬁnition 5, system Σ1 is not inﬁnite-step opaque,
because for secret state 1, there exists no other state producing the same output as 1. Again by Deﬁnition 5, system
Σ2 is inﬁnite-step opaque, because for input sequence α :=
1 . . . 1 ∈ U2∗ , for every run x1 := . . . 1 . . . over α, there is
a unique run x2 := . . . 3 . . . over α such that they produce
the same output sequence, where 1 ∈ S2 and 3 ∈ X2 \ S2
are at the same time step.
On the other hand, it can be readily veriﬁed that under
relation ∼= {(1, 1 ), (2, 2 ), (1, 3 ), (2, 4 )}, Σ2 bisimulates

Since generally bisimulation relation does not preserve
inﬁnite-step opacity, we strengthen this notion to make it
inﬁnite-step opacity-preserving.
Deﬁnition 6 (opacity-preserving bisimulation): Consider
two NFTSs Σi = (Xi , Xi,0 , Si , U, →i , Y, hi ), i = 1, 2.
A relation ∼⊆ X1 × X2 is called an opacity-preserving
bisimulation relation between Σ1 and Σ2 if
1) a) for all x1,0 ∈ S1 ∩ X1,0 , there exists x2,0 ∈ S2 ∩ X2,0
such that (x1,0 , x2,0 ) ∈∼;
b) for all x1,0 ∈ X1,0 \ S1 , there exists x2,0 ∈ X2,0 \ S2
such that (x1,0 , x2,0 ) ∈∼;
c) for all x2,0 ∈ S2 ∩ X2,0 , there exists x1,0 ∈ S1 ∩ X1,0
such that (x1,0 , x2,0 ) ∈∼;
d) for all x2,0 ∈ X2,0 \ S2 , there exists x1,0 ∈ X1,0 \ S1
such that (x1,0 , x2,0 ) ∈∼;
2) for every (x1 , x2 ) ∈∼, h1 (x1 ) = h2 (x2 );
3) for every (x1 , x2 ) ∈∼,
u
a) for every transition x1 −
→1 x1 ∈ S1 , there exists
u

transition x2 −
→2 x2 ∈ S2 such that (x1 , x2 ) ∈∼;
u
b) for every transition x1 −
→1 x1 ∈ X1 \ S1 , there exists
u
transition x2 −
→2 x2 ∈ X2 \S2 such that (x1 , x2 ) ∈∼;
u
c) for every transition x2 −
→2 x2 ∈ S2 , there exists
u
→1 x1 ∈ S1 such that (x1 , x2 ) ∈∼;
transition x1 −
u
d) for every transition x2 −
→2 x2 ∈ X2 \ S2 , there exists
u
transition x1 −
→1 x1 ∈ X1 \S1 such that (x1 , x2 ) ∈∼.
Intuitively, 1) ensures that each initial secret (non-secret)
state in Σ1 has a corresponding initial secret (non-secret)
state in Σ2 such that they are in the relation, and vice versa;
3) guarantees that each transition to a secret (non-secret) state
in Σ1 has a corresponding transition to a secret (non-secret)
state in Σ2 , and vice versa. 1) and 3) make bisimulation
relation preserve inﬁnite-step opacity, which is shown in the
following theorem.
Theorem 3.2: Consider
two
NFTSs
Σi
=
(Xi , Xi,0 , Si , U, →i , Y, hi ), i = 1, 2. If there exists an
opacity-preserving bisimulation relation ∼⊆ X1 × X2
between Σ1 and Σ2 , then Σ1 is inﬁnite-step opaque if and
only if Σ2 is inﬁnite-step opaque.
Proof: Assume there exists an opacity-preserving
bisimulation relation ∼⊆ X1 × X2 between Σ1 and Σ2 and
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system Σ1 is inﬁnite-step opaque. Now we show that Σ2 is
also inﬁnite-step opaque.
For system Σ2 , we arbitrarily choose input sequence α ∈
U ∗ , states x2,0 ∈ X2,0 and x2,1 , . . . , x2,|α| ∈ X2 such that
α(0)

α(1)

α(|α|−1)

x2,0 −−−→2 x2,1 −−−→2 · · · −−−−−−→2 x2,|α| ,
and x2,i ∈ S2 for some i ∈ [0, |α|].
Since Σ1 simulates Σ2 , by 1c), 1d), 2), 3c), and 3d), there
exist x1,0 ∈ X1,0 , x1,j ∈ X1 , j ∈ [1, |α|] such that x1,i ∈ S1 ,
h1 (x1,k ) = h2 (x2,k ), k ∈ [0, |α|], and
α(0)

α(1)

α(|α|−1)

x1,0 −−−→1 x1,1 −−−→1 · · · −−−−−−→1 x1,|α| .
Since Σ1 is inﬁnite-step opaque, there exist x1,0 ∈ X1,0 ,
∈ X1 , j ∈ [1, |α|] such that x1,i ∈ X1 \ S1 , h1 (x1,k ) =
h1 (x1,k ), k ∈ [0, |α|], and
x1,j

α(0)

α(1)

α(|α|−1)

x1,0 −−−→1 x1,1 −−−→1 · · · −−−−−−→1 x1,|α| .
Since Σ2 simulates Σ1 , by 1a), 1b), 2), 3a), and 3b), there
exist x2,0 ∈ X2,0 and x2,1 , . . . , x2,|α| ∈ X2 such that x2,i ∈
X2 \ S2 , h1 (x1,j ) = h2 (x2,j ), j ∈ [0, |α|], and
α(0)

α(1)

α(|α|−1)

x2,0 −−−→2 x2,1 −−−→2 · · · −−−−−−→2 x2,|α| .
Hence h2 (x2,j ) = h2 (x2,j ), j ∈ [0, |α|], and Σ2 is inﬁnitestep opaque.
Symmetrically, assume that there exists an opacitypreserving bisimulation relation ∼⊆ X1 × X2 between Σ1
and Σ2 and system Σ2 is inﬁnite-step opaque, we can show
that Σ1 is also inﬁnite-step opaque.
Remark 1: Note that although we add in total 8 additional
conditions in Deﬁnition 6 to make bisimulation relation
inﬁnite-step opacity-preserving, these conditions are somehow necessary. That is, without some of them, bisimulation
relation may not preserve inﬁnite-step opacity any more. Taking the two NFTSs shown in Fig. 2 for example, bisimulation
relation ∼= {(1, 1 ), (2, 2 ), (1, 3 ), (2, 4 )} satisﬁes 1a), 1b),
1c), 2), 3b), and 3c), but does not satisfy 1d), 3a), or 3d).
Remark 2: Remark that the argument for simulation relation preserving inﬁnite-step opacity (one-sided relation) becomes invalid without any one of the conditions in Deﬁnition
6. In fact, opacity-preserving simulation relation coincides
with opacity-preserving bisimulation relation.
B. Opacity-preserving quotient relation
From the results in the previous subsection, one can
verify the inﬁnite-step opacity of the original system Σ1 by
verifying it over its abstraction Σ2 provided that there exists
an opacity-preserving bisimulation relation between Σ1 and
Σ2 . In this subsection, we show that the quotient relation
deﬁned in (1) between an NFTS and its quotient system
is an opacity-preserving bisimulation relation under certain
mild assumptions. Hence, one can leverage the existing
bisimulation algorithms in the literature [12] with some
modiﬁcations to construct opacity-preserving abstractions (if
existing).

Theorem 3.3: Let Σ = (X, X0 , S, U, →, Y, h) be an
NFTS and ∼⊆ X × X an equivalence relation on X
satisfying h(x) = h(x ) for all (x, x ) ∈∼. Assume that
for all x ∈ S and x ∈ X, if (x, x ) ∈∼ then x ∈ S. Then
∼Q is an opacity-preserving bisimulation relation between Σ
and Σ∼ if and only if ∼ is an opacity-preserving bisimulation
relation between Σ and itself.
Proof: By assumption we have for all x ∈ S and x ∈
X, if (x, x ) ∈∼ then x ∈ S. This is equivalent to that for all
x ∈ X, either [x] ⊆ S or [x]∩S = ∅, i.e., S∼ = {[x]|x ∈ S}.
(if:) Assume that ∼ is an opacity-preserving bisimulation
relation between Σ and itself. Next we show that ∼Q is also
an opacity-preserving bisimulation relation between Σ and
Σ∼ according to Deﬁnition 6.
For all x ∈ X0 ∩ S, we have [x] ∈ X∼,0 ∩ S∼ , and
(x, [x]) ∈∼Q , i.e., 1a) in Deﬁnition 6 holds.
For all x ∈ X0 \ S, we have [x] ∈ X∼,0 \ S∼ , and
(x, [x]) ∈∼Q , i.e., 1b) in Deﬁnition 6 holds.
For all [x] ∈ X∼,0 ∩ S∼ , we have [x] ∩ X0 = ∅, and
[x] ⊆ S, then there exists x̄ ∈ [x] such that x̄ ∈ X0 ∩ S, and
(x̄, [x]) ∈∼Q , i.e., 1c) in Deﬁnition 6 holds.
For all [x] ∈ X∼,0 \ S∼ , we have [x] ∩ X0 = ∅, and
[x] ∩ S = ∅, then there exists x̄ ∈ [x] such that x̄ ∈ X0 \ S,
and (x̄, [x]) ∈∼Q , i.e., 1d) in Deﬁnition 6 holds.
Now consider an arbitrary pair (x̄, [x]) ∈∼Q , i.e., x̄ ∈ [x].
Since (x̄, x) ∈∼ and ∼ is an opacity-preserving bisimulation
relation between Σ and itself, one gets h(x̄) = h(x) and
using Deﬁnition 4, one obtains h(x̄) = h∼ ([x]), i.e., 2) in
Deﬁnition 6 holds.
Now consider an arbitrary pair (x̄, [x]) ∈∼Q , i.e., x̄ ∈ [x].
u
→ x̄ ∈ S, where u ∈ U , we have
For every transition x̄ −
u
[x] −
→∼ [x̄ ] ∈ S∼ , and (x̄ , [x̄ ]) ∈∼Q , i.e., 3a) in Deﬁnition
6 holds.
u
For every transition x̄ −
→ x̄ ∈ X \ S, where u ∈ U , we
u
have [x] −
→∼ [x̄ ] ∈ X∼ \ S∼ , and (x̄ , [x̄ ]) ∈∼Q , i.e., 3b)
in Deﬁnition 6 holds.
u
For every transition [x] −
→∼ [x ] ∈ S∼ , where u ∈ U ,
u
there exists transition x̂ −
→ x̂ ∈ S such that x̂ ∈ [x], and
x̂ ∈ [x ]. Since (x̄, x̂) ∈∼, and ∼ is opacity-preserving,
u
→ x̄ ∈ S such that (x̂ , x̄ ) ∈∼,
there exists transition x̄ −
hence (x̄ , [x ]) ∈∼Q , i.e., 3c) in Deﬁnition 6 holds.
u
→∼ [x ] ∈ X∼ \S∼ , where u ∈ U ,
For every transition [x] −
u
there exists transition x̂ −
→ x̂ ∈ X \ S such that x̂ ∈ [x],


and x̂ ∈ [x ]. Since (x̄, x̂) ∈∼, and ∼ is opacity-preserving,
u
there exists transition x̄ −
→ x̄ ∈ X \ S such that (x̂ , x̄ ) ∈∼,
hence (x̄ , [x ]) ∈∼Q , i.e., 3d) in Deﬁnition 6 holds. Hence
∼Q is opacity-preserving.
(only if:) Assume that ∼Q is an opacity-preserving bisimulation relation between Σ and Σ∼ . Now we show that ∼
is also an opacity-preserving bisimulation relation between
Σ and itself according to Deﬁnition 6. Since ∼ is an
equivalence relation, we have (x, x) ∈∼ for all x ∈ X.
For all x ∈ X0 ∩ S, we have (x, x) ∈∼, i.e., 1a) in
Deﬁnition 6 holds. Similarly, 1b), 1c), and 1d) in Deﬁnition
6 hold.
By the deﬁnition of ∼, we have h(x1 ) = h(x2 ) for all
(x1 , x2 ) ∈∼. Hence 2) in Deﬁnition 6 holds.
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sition systems (NFTSs). We provided a stronger version of
bisimulation relation, called opacity-preserving bisimulation
relation, that preserves inﬁnite-step opacity. Therefore, one
can try to ﬁnd an abstraction of a large-scale NFTS based on
the relation and then verify the inﬁnite-step opacity of the
original NFTS by verifying it over its abstraction. We also
used a stronger version of quotient relation between an NFTS
and its quotient system to provide a scheme for constructing
opacity-preserving abstractions whose constructions will be
investigated more in the future.
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State transition diagram of the NFTS in Example 3.4.
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Fig. 4. State transition diagram of the quotient system of the NFTS in
Example 3.4 shown in Fig. 3.

Now consider an arbitrary pair (x1 , x2 ) ∈∼.
u
→ x1 ∈ S, where u ∈ U , we have
For every transition x1 −
u
[x1 ] −
→∼ [x1 ] ∈ S∼ . Since ∼Q is opacity-preserving, and
u
(x2 , [x1 ]) ∈∼Q , there exists transition x2 −
→ x2 ∈ S ∩[x1 ] =
[x1 ], then (x1 , x2 ) ∈∼, i.e., 3a) in Deﬁnition 6 holds.
u
→ x1 ∈ X \ S, where u ∈ U ,
For every transition x1 −
u
we have [x1 ] −
→∼ [x1 ] ∈ X∼ \ S∼ . Since ∼Q is opacityu
preserving, and (x2 , [x1 ]) ∈∼Q , there exists transition x2 −
→
x2 ∈ (X \ S) ∩ [x1 ] = [x1 ], then (x1 , x2 ) ∈∼, i.e., 3b) in
Deﬁnition 6 holds.
Symmetrically, 3c) and 3d) in Deﬁnition 6 hold. Hence,
∼ is an opacity-preserving bisimulation relation between Σ
and itself.
Remark 3: Note that the assumption in Theorem 3.3 is
necessary for showing the equivalence between ∼ being
opacity-preserving and ∼Q being opacity-preserving.
Example 3.4: Consider NFTS Σ = (X, X0 , S, U, →
, Y, h) shown in Fig. 3, where X = {1, 2, 3, 4, 5, 6, 7, 8} =
X0 , S = {1, 5}, U = {1}, Y = {1, 2}. It
can be readily seen that the equivalence relation ∼=
{(1, 1), (2, 2), (3, 3), (4, 4), (5, 5), (6, 6), (7, 7), (8, 8), (1, 5),
(5, 1), (2, 6), (6, 2), (3, 7), (7, 3), (4, 8), (8, 4)} ⊆ X × X is
an opacity-preserving bisimulation relation between Σ and
itself. Under this relation, the quotient system of Σ is Σ∼ =
(X∼ , X∼,0 , S∼ , U, →∼ , Y, h∼ ), where X∼ = X/ ∼= X∼,0 ,
X/ ∼= {{1, 5}, {2, 6}, {3, 7}, {4, 8}}, S∼ = {{1, 5}},
which is shown in Fig. 4. It can be easily seen that Σ∼
is inﬁnite-step opaque. Therefore, the original NFTS Σ is
also inﬁnite-step opaque due to the results in Theorem 3.3.
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