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With the rapid development of numerous wireless network technologies and the growing num-
ber of wireless devices in use globally, sharing the radio frequency spectrum has become a challenge
that must be addressed. In recent years, methods for detecting and classifying features in photos,
audio, and other types of data have been developed using Deep Neural Networks (DNN). DNN clas-
sification algorithms have demonstrated the ability to analyze audio signals with a similar structure
accurately for a variety of applications including music recognition, speaker identification, earth-
quake detection, and sound localization. Recently, DNNs have found applications in the wireless
networks domain, and radio frequency (RF) signal identification and classification is one of ideal
applications for this machine learning (ML) technology. Given that widely used wireless technolo-
gies such as Wi-Fi, LTE, and 5G-NR. share modulation schemes, it is beneficial to discern the type
of signal, rather than simply identifying the modulation scheme of a signal in order to improve
spectrum sensing capabilities. In this dissertation, a novel input feature engineering approach for
processing signal I/Q data is proposed and evaluated using different types of supervised neural net-
work architectures, such as the Deep Feedforward Neural Network (DFNN), Deep Convolutional
Neural Network (CNN), and Long Short-Term Memory (LSTM) Neural Network, to detect and
classify between 5G-NR, LTE, and Wi-Fi transmissions. The dissertation demonstrates that the
proposed feature engineering approach significantly outperforms existing methodologies and that
with the appropriate input features, simple neural network architectures can achieve high signal

classification accuracy.
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Chapter 1

Introduction

Over the previous decade, the quantity of wireless devices available has increased at an
exponential rate. According to Cisco’s Annual Internet Report, by 2023, more than 70% of the
world’s population will have mobile connectivity, and the number of mobile devices will reach 13.1
billion, including 1.4 billion with 5G connectivity [1]. In today’s digital mobile society, it is critical
to meet the demands of wireless users. The radio frequency spectrum is a precious resource that
must be managed well in order for a large number of wireless devices and technologies to coexist.
” According to FCC (2003a) notice of proposed rulemaking and order, spectrum utilization varies
from 15% to 85% with wide variance in time and space,” suggesting that the current spectrum
scarcity is primarily due to inefficient static spectrum management rather than a physical shortage
of spectrum, as stated by the authors in [2]. The existing radio spectrum policy assigns frequency
bands to specific users for a specified period of time and only licensed users are authorized to access
the spectrum while the unlicensed users are barred from utilizing allocated frequency bands even
when it is not in use by licensed users [3]. This results in an inefficient use of this valuable resource.
As a consequence, academic, commercial, and government researchers have been investigating new
paradigms for utilizing the wireless spectrum with greater efficiency.

One such paradigm that aids in the sharing and coexistence of different wireless technolo-
gies, such as the 3rd Generation Partnership Project (3GPP) 5th Generation Technology (5G),
Long-Term Evolution (LTE), and IEEE 802.11 (Wi-Fi), operating in the same spectrum of radio

frequencies is spectrum sensing. Spectrum sensing enables wireless devices to monitor spectrum



usage in a certain band and allows the RF transmitters and receivers to alter their communication
parameters [4] to enable shared spectrum access among different wireless protocols and technolo-
gies. As early as 2003, the Federal Communications Commission (FCC) recognized the value of
opportunistic spectrum access, also termed Dynamic Spectrum Access (DSA), in allowing licensed
and unlicensed users to share spectrum [5]. As the spectrum sharing paradigm evolves, spectrum
sensing is becoming increasingly important. Spectrum sensing algorithms and signal classification
neural networks are critical tools for achieving efficient spectrum sharing among various wireless
network technologies.

Broadly speaking, spectrum sensing can be divided into two types: narrowband sensing and
wideband sensing. Narrowband refers to a frequency range in which the frequency response is flat,
implying that fading is consistent across the signal bandwidth. Essentially, the signal bandwidth is
less than the coherence bandwidth of the channel. Wideband denotes a frequency range in which
the frequency response is not flat, implying frequency selective fading, and the signal bandwidth
exceeds the channel’s coherence bandwidth [6]. Energy detection [7], eigenvalue-based detection
8], [9], cyclostationary feature-based detection [10], [11], and matching filter detection [12], [13] are
examples of narrowband sensing approaches. Nyquist wideband sensing — where wideband signals
are sampled at the Nyquist rate — and sub-Nyquist wideband sensing — where wideband signals are

sampled at rates below the Nyquist rate — are two examples of wideband sensing approaches [14].

1.1 Spectrum Sharing

Spectrum sharing enables several users to utilize the same frequency bands, hence optimizing
the usage of the wireless communications channels while managing interference. Spectrum sharing
is vital as demand continues to grow and the wireless channels become congested. Smartphones,
the Internet of Things (IoT), military and public safety radios, wearable devices, smart vehicles,
and a number of other devices all share data, voice, and images across the same wireless bands of
the electromagnetic spectrum. Institutions such as National Institute of Standards and Technology

(NIST), the United States (U.S.) measurement authority, research projects at universities, such as



the Passive and Active Spectrum Sharing (PASS) project at the University of Colorado Boulder
[15], are developing measurement tools, data and methodologies to enable fair and efficient spec-
trum sharing. Additionally, forensic tools for detecting and reporting violations, with the goal of
establishing a ”fingerprint” of spectrum use in time and space, are being developed [16]. Spectrum

sharing approaches can be broadly classified [17] as follows:

e Spectrum Sensing (SS): An approach where the transmitters check to see if a wireless
channel is in use and transmit when the channel is empty, or seek to move to an unoccupied
channel. It is effectively a Listen Before Talk (LBT) approach. SS is susceptible to the
’hidden node’ problem, in which a competing device may be actively utilizing the spectrum

but at an imperceptible level, leading to interference.

e Cooperative Spectrum Sensing (CSS): A process in which the SS nodes exchange informa-
tion regarding sensed activity in order to obtain a more comprehensive view of the spectrum

usage. CSS minimizes, but does not eliminate the ’hidden node’ problem entirely.

e Geo-location Databases (GL-DB): A process in which each device determines its Global
Positioning System (GPS) coordinates and queries a database for available spectrum cor-

responding to its location.

e Beacon Signalling (BeS): A process in which a transmitter repeatedly transmits a known

signal to indicate spectrum use.

e Command-and-Control (C2): A process in which master nodes are in charge of actively

controlling and coordinating spectrum assignments.

The author in [18] briefly describes the types of spectrum bands and SS approaches. Spectrum
can be allocated according to frequency, time, space, or code division. Diverse protocols and
technologies that share a band frequently lack a standardized allocation of time and frequency
resources. This is particularly true in unlicensed bands, where Bluetooth, Wi-Fi, LTE, and a

number of other protocols frequently coexist. These protocols require devices to employ spectrum



sensing in order to make the most efficient use of available spectrum. Shared bands in both
unlicensed and licensed spectrum, the technologies deployed in these bands, the spectrum sharing
concerns, and current approaches to spectrum sharing, are summarized in order to highlight growing

importance of spectrum sharing.

1.2 Licensed bands

Coexistence is also possible in licensed bands between Primary Users (PU) and Secondary
Users (SU), where the SU may use the band only when the PU is not present - in this case, the SU
must detect the PU using spectrum sensing techniques. These techniques must be robust to avoid
interfering with the PU while optimizing channel utilization in the absence of the PU. Effective

spectrum sensing techniques must accomplish both objectives.

1.2.1 CBRS band

The FCC designated the spectrum between 3550 MHz and 3700 MHz as the Citizens Broad-
band Radio Service (CBRS) frequency for shared usage in the United States [19]. The United
States Navy operates in this spectrum band, which it utilizes for Air Traffic Control (ATC) aboard
aircraft carrier ships. However, the U.S. Navy has little use for the band away from the coasts,
and aircraft carriers are rarely present near any given location along the coast, so there is ample
opportunity to share this band with telecommunications providers on a time and space basis, pro-
vided that the secondary users can quickly cease using the band if an aircraft carrier’s ATC radar
is detected. A radio Base Station (BS) operating in the CBRS band must have a Spectrum Access
System (SAS), which is a frequency coordinator that dynamically handles spectrum sharing, with
Environmental Sensing Capability (ESC). ESC employs a straightforward energy detection tech-
nique: if the energy in the band exceeds a threshold, the SAS calculates that an aircraft carrier
is approaching and redirects all communications usage away from the CBRS band and onto other

bands to avoid interfering with its ATC system.



1.2.2 Television White Spaces

The term Television White Spaces (TVWS) refers to frequencies in the Very High Frequency
(VHF) and Ultra High Frequency (UHF) television broadcast bands that are either unassigned or
unused by existing broadcast or other licensees. Television transmissions use specific channels in
the VHF and UHF bands, with channel assignments differing by region. Not all authorized channels
are utilized for broadcast in any particular market, resulting in "White Spaces’ where a channel
that is not utilized for broadcast may be utilized for other purposes [20]. The IEEE 802.11af [21]
and IEEE 802.22 [22] standards were developed with the goal of utilizing Cognitive Radio (CR)
techniques to enable sharing of geographically unused spectrum allocated to the television broadcast
service in order to bring broadband access to hard-to-reach, low population density areas typical
of rural environments. In the United States, the FCC requires TVWS devices to determine their
own location using the GPS, consult a geographical database of television broadcasters, and use
only those television channels whose broadcasts are not intended to reach the SU location. This
is a method of sharing spatial spectrum that does not require spectrum sensing. However, TVWS
are underutilized, with relatively few commercial solutions available to capitalize on this spectrum

opportunity [23].

1.3 Unlicensed bands

Numerous bands do not need prospective users to register or get permits from regulators in
any way. Due to the availability of these unlicensed bands, Wireless Local Area Network (WLAN),
Wireless Personal Area Network (WPAN) technologies such as Wi-Fi and Bluetooth have been
developed. However, a lack of licenses and allocations forces users to employ coexistence techniques,

which invariably entail some type of spectrum sensing.



1.3.1 ISM Unlicensed Band

The Industrial, Scientific, and Medical (ISM) band, which spans 100 MHz between 2.4 GHz
and 2.5 GHz, is one of the widely used unlicensed bands. Various technologies and protocols such
Wi-Fi, Bluetooth, Zigbee, medical devices [24], WPANSs [25], cordless phones, IoT devices [26],
wireless sensor networks [27], and scientific measurement instruments utilize this unlicensed band.
Spurious and/or unintended emissions, such as those from microwave ovens [28] or leaky interfaces
[29] may also be observed in the ISM band. The spectrogram in Figure 1.1 shows the signals

captured from a microwave oven, along with Bluetooth and Wi-Fi signals in the 2.4 GHz ISM

band.
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Figure 1.1: Spectrogram of the signals in the 2.4 GHz ISM band



These systems lack a standardized mechanism for planning and allocating time and frequency
resources [30], posing a challenge that spectrum sensing mechanisms are designed to address. For
instance, Wi-Fi uses a technique called Carrier-Sense Multiple-Access with Collision Avoidance
(CSMA/CA) to avoid packet collisions. The CSMA /CA employs two strategies for spectrum sens-
ing: initially, a matching filter is used to attempt to detect a Wi-Fi preamble, which indicates the
presence of another Wi-Fi node on the channel. If the matching filter does not detect anything,
Energy Detection (ED) is used to detect any additional non Wi-Fi channel occupants, such as
Bluetooth broadcasts and microwave oven leakage. If the channel is found to be occupied in either
case, the Wi-Fi node seeking to access it will wait a random amount of time within a range speci-
fied by the IEEE 802.11 protocol before transmitting again. The Bluetooth Special Interest Group
report [31] indicates that approximately 6.4 billion Bluetooth devices, with 70% of those being
peripheral devices, would be shipped in 2025 compared to 4 billion devices in 2020, demonstrating
that ISM band utilization continues to increase and emphasizes the importance of spectrum sensing

and spectrum sharing technologies.

1.3.2 U-NII Unlicensed Band

The Unlicensed National Information Infrastructure (U-NII) frequency bands, as defined by
the FCC, are part of the radio frequency spectrum from 5.150 - 7.125 GHz. Since radars may use
portions of this band, other users must use Dynamic Frequency Selection (DFS) to access those
frequencies. Along with IEEE 802.11 technologies such as Wi-Fi 5, Wi-Fi 6, and Wi-Fi 6E, the band
is also used by technologies such as LTE-Unlicensed (LTE-U) and License-Assisted Access (LAA)
to provide additional downlink capacity for 4G LTE networks [32], and 5G New Radio (5G-NR).
LTE-U is a proposed extension of the LTE wireless standard, originally developed by Qualcomm.
It is designed to enable cellular network operators to offload some of their data traffic by utilizing
the unlicensed 5 GHz frequency range [33]. One of the variants of LTE-U is the LAA, which was

standardized by the 3GPP in Rel-13 [34].



1.4 Signal Classification

Signal classification is the process of assessing the type of a signal and is a form of spectrum
sensing. A device attempting to utilize shared spectrum needs to first discover whether individual
channels and time slots within these channels are already in use by other devices. Accurate spectrum
sensing enables more efficient use of the available spectrum and is also beneficial for informing
regulators and telecommunications operators on how the spectrum is being used.

Modulation schemes, such as 64 Quadrature Amplitude Modulation (QAM), 16 QAM, and
Quadrature Phase Shift Keying (QPSK) are shared by wireless network technologies such as 5G-
NR, LTE, and Wi-Fi, and recognizing the Radio Frequency (RF) signal’s technology provides
more information about the band’s occupancy than only recognizing the modulation process of the
signal. Current wireless classification methodologies primarily focus on identifying signals based on
modulation type, with the categorization of wireless network technologies becoming more popular
in recent publications.

Multi-class classification of signals is needed to identify and differentiate the transmissions
from various technologies such as Wi-Fi, LTE, and 5G-NR. To that end, it is possible to train a
Neural Network (NN) using In-phase and Quadrature (I/Q) samples or features extracted from 1/Q
data, at various Signal-to-Noise ratio (SNR) values, and surpass the classification capabilities of
analytical spectrum sensing methods. A NN is a subset of Machine Learning (ML) that mimics the
way biological neurons operate and aims to recognize the underlying relationships in a dataset. NN
are capable of inferring complex and nonlinear interactions between dependent and independent

variables making them highly suitable for identifying the patterns in a signal waveform.

1.5 Organization

Chapter 1 describes the importance of spectrum sensing, provides a summary of common
spectrum sharing bands, along with spectrum sensing and sharing approaches. Chapter 2 de-

scribes the current literature in spectrum sensing and signal classification using ML, limitations



of the current research, and contributions of the dissertation. Chapter 3 describes complex sig-
nals, Software-Defined Radio (SDR) and direct conversion receiver, the widely used ML and NN
architectures in this domain, and the proposed novel feature engineering approach for signal clas-
sification. Chapter 4 presents the results of the dissertation. Finally, conclusions and future work
are presented in chapter 5. The data collection process and the list of acronyms are found in the

appendix.



Chapter 2

Literature Review

2.1 Spectrum Sensing

The ability to receive, detect, and identify signals in a spectrum environment is a fundamen-
tal component of many wireless systems. Spectrum sensing is used in a wide variety of applications
in telecommunications and security, including interference mitigation, and cyber resilience. Spec-
trum sensing techniques enable the SU to determine the PU’s presence or absence on a particular

frequency channel. Conventional sensing techniques include:

e Energy Detection [7]: A technique where the energy of the sample is calculated by averaging
the squared magnitude of the Fast Fourier Transform (FFT) over the number of samples
and the result is the compared to a predetermined threshold. The PU is considered present
if the energy level exceeds the threshold; otherwise, the PU is considered to be absent.
Numerous methodologies have been developed to enhance energy detection performance

through the use of dynamic thresholds [35], [36].

¢ Eigenvalue-based Detection [8],[9]: Eigenvalue-based or Covariance-based detection tech-
nique determines the presence of a PU signal by analyzing the sample covariance matrix
of the received signal and performing a Singular Value Decomposition (SVD). This is de-
termined by examining the structure of the received signals’ covariance matrix. The PU
signals are correlated and can be distinguished from background noise. The eigenvalues

of this matrix can be calculated using the SVD method. The ratio of the maximum to
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minimum eigenvalues is then calculated and compared to a threshold value to determine

the presence or absence of the PU.

e Cyclostationary Feature Detection [10], [11]: The detection is based on certain features of
the received signal. Properties of the transmitted signal, such as the modulation rate and
carrier frequency, are periodic and are referred to be cyclostationary characteristics. This
approach outperforms energy-based detection techniques in terms of sensitivity. Addition-
ally, because these techniques are capable of discriminating between signals and noise, they
are less subject to noise uncertainty and so have a lower likelihood of false alarm than

energy detection-based systems.

e Matched-Filter Detection [12], [13]: A method where the incoming signal is compared to
pre-allocated and pilot samples acquired from the same transmitter. The test statistic is
computed using these pilot samples and is then compared to a threshold. If the signal

exceeds the threshold, it is considered present.

The radio frequency spectrum is a finite resource that must be managed efficiently. The FCC
policies regarding the radio spectrum are largely based on static management, in which the radio
spectrum is divided up and distributed for use via licenses. Due to the dramatic increase in wireless
communication, this static management has resulted in a spectrum shortage. Cognitive radio has
the potential to address this issue by dynamically managing the radio spectrum in order to ensure
equitable access to all users [37],[38]. A cognitive radio is capable of sensing its environment and
determining the presence of signals, and then adapting its parameters to maximize its transmission
throughput without interfering with the signals of licensed users. This function enables unlicensed
secondary users to sense the radio spectrum and identify available channels. The ability to accu-
rately detect the primary user’s signal is critical for secondary users to utilize idle licensed spectrum
in cognitive radio systems.

As early as the 1980s, researchers examined methods for classifying wireless signals based

on the modulation schemes. The author in [39] mentioned a method for real-time categorization
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of Amplitude-Shift Keying (ASK), Frequency-Shift Keying (FSK), and Phase-Shift Keying (PSK).
The approach was validated using computer simulations and found to be reliable and robust in
the presence of expected perturbing effects such as noise, mismatches in the center frequency or
bandwidth, and cross-talk between adjacent frequency channels. In [40], the authors proposed
algorithms that incorporated time domain parameters in addition to the standard envelope and in-
stantaneous frequency to detect the modulation type of a signal. The simulations, which included
Gaussian noise perturbation, mismatch in the center frequency and bandwidth, supported theo-
retical arguments that the new parameters improve modulation type discrimination under noisy
conditions.

The authors in [41] proposed a method for determining the type of digital modulation scheme
based on the signal’s known amplitude, phase, and frequency differences. The three properties were
normalized and used to classify the waveforms according to their digital modulation scheme using
a decision tree. In [42], the authors suggested a method for classifying MPSK modulation schemes
based on particular predicted values for each MPSK modulation scheme, and then comparing the
quasi-log likelihood ratio for the waveform to determine the PSK modulation order.

However, conventional sensing techniques such as energy detection and matched filter detec-
tion have several limitations such as the inefficiency of energy detectors at low SNR values, and
impracticality of matched filter detection [43]; hence, several researchers have investigated the use
of machine learning classifiers to detect the primary user’s state, particularly in the context of

cooperative spectrum sensing.

2.2 Machine Learning for Spectrum Sensing and Signal Classification

In this section, an overview of the literature on spectrum sensing and signal classification
using ML is provided. Classification is a type of supervised learning technique used in machine
learning. It is the process of dividing a collection of data into distinct categories. The objective of
classification predictive modeling is to approximate the mapping function between discrete input

variables and discrete output variables and ascertain the category to which the new input data



13

belongs. A classification problem may be a binary classification problem, in which data is classified
into two classes, or a multi-class classification problem, in which data is classified into more than
two classes.

For modulation scheme categorization, a combination of Spectral Correlation Density (SCD)
and a neural network was provided by authors in [44]. Combining analytical feature extraction
with a neural network to classify waveforms based on the obtained features was discovered to be
a useful method. M. Hong et al. [45] proposed using the SCD function to categorize numerous
users. Authors in [46] proposed that spectrum sensing based on ML techniques could provide high
detection accuracy with low complexity that adapt to the environment by optimizing additional
features.

O’Shea et al. [47] used a Convolutional Neural Network (CNN) to classify 11 modulation
schemes, and the results were compared to Naive Bayes, Deep Neural Networks, K-nearest neighbor
(KNN), Support Vector Machine (SVM), and a decision tree. Residual Neural Network (ResNet)
was used to classify 24 modulation schemes by the authors in [48]. Their samples were subjected
to fading and carrier frequency offset due to multipath fading. In [49], the authors demonstrated
the successful use of a CNN as a feature extractor and a bidirectional Long Short-Term Memory
(LSTM) to classify sources of transient radio interference and compared it to a method that used
a SVM instead of an LSTM. They found that the CNN-LSTM classifier outperformed the CNN-
SVM classifier in terms of classification accuracy for all classes. Li et al. [50] proposed utilizing a
combination of CNN with one dimension for feature extraction and a Gated Recurrent Unit (GRU)
to classify signals into 31 categories (4 modulation types, different channel coding methods, different
frequency bands). Authors in [51] proposed a deep learning-based signal detector that utilizes the
underlying structural information of modulated signals and demonstrates its ability to achieve state-
of-the-art detection performance without prior knowledge of the channel state or background noise.
Additionally, the effect of modulation scheme and sample length on performance was analyzed, and
finally, the cooperative detection system based on deep learning was demonstrated to outperform

conventional cooperative sensing methods.
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In [52], authors proposed the use of distributed deep reinforcement learning for CSS in cog-
nitive radio networks with correlated fading to learn the optimal CSS. To reduce the size of the
solution space in large networks, the coordination graph technique is utilized to decompose the
problem into a max-plus problem. Multiple machine learning-enabled solutions were proposed by
authors [53] to address the challenges associated with complex sensing models in cooperative spec-
trum sensing for non-orthogonal multiple access transmission mechanisms. These solutions include
unsupervised learning algorithms such as K-Means clustering and Gaussian mixture models, as
well as supervised learning algorithms such as Directed Acyclic Graph - Support Vector Machine
(DAG-SVM), K-Nearest Neighbor, and Neural Networks. Additionally, the sensing accuracy were
examined in terms of the number of secondary users, the volume of training data, the average
signal-to-noise ratio of receivers, the ratio of primary users’ power coefficients, as well as the train-
ing and test times. The authors observed that supervised learning algorithms achieved better
sensing accuracy than unsupervised learning algorithms, and DAG-SVM algorithm performed the
best among the tested supervised learning algorithms.

Authors [54] used CNN to extract features from the observed signal to improve sensing
performance. More accurately, a novel two-dimensional dataset of the received signal was created,
and three CNN models, including LeNet [55|, AlexNet [56], and VGG-16 [57], were trained for
CSS. Additionally, sensing performance comparisons were made between the three CNN-based
CSS schemes. Four supervised machine learning algorithms were compared in [58] based on their
Receiver Operating Characteristic (ROC) and Area under the ROC Curve (AUC). In a high-noise
environment, the Naive Bayes classifier, SVM, the Gradient Boosting Machine (GBM), and the
Distributed Random Forest (DRF) all achieved a more accurate sensing than energy detection
and their performances were evaluated in a variety of channels with varying signal-to-noise ratios.
Their simulations demonstrated that all four algorithms outperformed the Neyman-Pearson classic
detection method [59], and that the Naive Bayes Classifier was the most suitable algorithm of the
four for spectrum sensing.

The authors [60] develop an STFT-CNN method for spectrum sensing based on the Short-
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Time Fourier Transform (STFT) and CNN. The proposed method takes advantage of the signal
samples’ time-frequency domain information to achieve state-of-the-art detection performance. The
method is particularly well-suited for signals from a variety of primary users and does not require
a priori information. In their experiment, the authors assume that primary users transmit QPSK
signals. Additionally, the proposed algorithm’s signal-to-noise ratio robustness and generalization
ability are analyzed. At -15 dB SNR, their proposed method achieves a detection probability of

90.2% with a false alarm probability of 10%.

2.2.1 Wireless Network Technology Classification

The authors in the above literature categorized wireless signals primarily on the basis of
modulation schemes and the signals were not categorized according to the radio technologies com-
monly used for communication, such as IEEE 802.11 (Wi-Fi) and 3GPP LTE/5G. Identifying the
access technology rather than just the modulation scheme provides additional information about
the occupancy of a radio band, enabling more efficient spectrum management and detection of
interference.

In this section, the current literature on classifying the signals based on the wireless network
technology via machine learning is discussed. The literature is categorized based on the type of
signals classified corresponding to the two major wireless technology standards, i.e., IEEE 802

wireless standards and 3GPP standards, as shown in figure 2.1.

Wireless network technology
classification of RF signals

Between |IEEE 802 Between 3GPP and
wireless standards I[EEE 802.11 standards

Figure 2.1: A taxonomy of commercial wireless network technology of RF signals

Signal classification scheme 1 - between IEEE 802 wireless standards: In this category, the



16

signals are classified between IEEE 802.11 (Wi-Fi), IEEE 802.15.1 (Bluetooth), and IEEE 802.15.4
(Zigbee) standards. Signal classification scheme 2 - between 3GPP and IEEE 802.11 standards: In

this category, the signals are classified between IEEE 802.11 and LTE standards.

2.2.2 Between IEEE 802 Wireless Standards

The authors of [61] employ a random forest classifier technique in conjunction with a SVM
to recognize and classify IEEE 802.15.1, IEEE 802.15.4, and IEEE 802.11 b/g/n signals in order
to establish the source of interference in the 2.4 GHz ISM band. The authors generated the
signals with Commercial off-the-Shelf (COTS) hardware in a variety of controlled and uncontrolled
conditions, primarily using the Received Signal Strength Indicator (RSSI) data from the signal
bursts for time and frequency domain feature extraction. Signals with varying SNR were used
for training the models and the models were trained in different locations such as an office area,
lab area with equipment, etc., and while the accuracy level depended on the test environment,
on average they achieved greater than 90% classification accuracy. The performance of SVM and
random forest classifier models were comparable in their experiments. The authors of [62] employ
CNN to classify signals in the 2.4 GHz ISM band into Bluetooth, Zigbee, and IEEE 802.11 b/g
technologies. Their sensing bands include ten Bluetooth channels, two Zigbee channels, and three
Wi-Fi channels, totaling 15 output classes. The model was trained on IQ data that had been
converted to the frequency domain through the FFT. The input SNR was adjusted from -20 dB
to +20 dB. Classification of the Zigbee and Bluetooth channels achieved 95% accuracy on average
for SNR greater than -7 dB and classification of Wi-Fi channels achieved 95% on average for SNR
greater than 0 dB. The CNN model was designed by the authors based on the paper referenced in
[47]. The authors of [63] use CNN to recognize and classify IEEE 802.11n, Zigbee, and Bluetooth
signals. COTS devices were used to transmit the signals, and a spectrum analyzer was used to
acquire the IQ data. For training the model, the authors used a range of scenarios, including
homogeneous Wi-Fi, Zigbee, and Bluetooth, as well as heterogeneous Wi-Fi and Zighee, Wi-Fi and

Bluetooth, and Zigbee and Bluetooth. The SNR was varied between 0 and 30 dB, and a classification
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accuracy of approximately 92% was achieved for SNR greater than 10 dB. Additionally, the authors
compared the models’ performance using a variety of machine learning algorithms, including SVM,
Naive Bayes Classifier and others, and found that CNN produced the best results. The authors of
[64] distinguished between IEEE 802.11 b/g/n protocols using KNN and Naive Bayes models. RSSI
values were utilized to identify the pattern of a channel’s activity and inactivity for the various
IEEE 802.11 protocols, and thus classify them. The I/Q data was obtained using a spectrum
analyzer, and the signals were transmitted using COTS hardware. Their results showed that Naive
Bayes provided better identification accuracy of about 85.9% compared to the K-nearest neighbor’s

accuracy of 82.05% in a heterogeneous environment.

2.2.3 Between 3GPP and IEEE 802.11 Standards

The authors in [65] classify between IEEE 802.11g and LTE signals using CNN. COTS hard-
ware was used to generate the data and the model was trained with both the I/Q samples and
FFT transformation of the I/Q samples separately. The SNR of the samples ranged from 0 dB to
45 dB. A classification accuracy of greater than 90% was achieved when the SNR was greater than
10 dB and the accuracy was as high as 99% when SNR was 45 dB. The CNN model trained with
FFT data performed better than the model trained with raw [/Q samples, especially at low (less
than 15 dB) SNR values. The authors then used this capability for enhancing coexistence between
simulated LTE and Wi-Fi transmissions in a shared spectrum. In their experiment, the LTE trans-
missions initially lasted for 20 milliseconds (ms) and remained idle for 2 ms and as soon as the
neural network identified the presence of Wi-Fi transmissions during the idle time, the LTE system
reduced its transmission duration from 20 ms to 10 ms and increased its idle time from 2 ms to
10 ms to allow more transmit opportunity (TxOP) for Wi-Fi. In [66], the authors classify between
DVB-T, LTE, and Wi-Fi technologies using random forest decision trees, a fully connected neural
network (FNN) and a CNN across multiple heterogenous environments and to study the difference
in performance between manual and automatic feature extractions. The authors have achieved an

accuracy of up to 99%.
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In [67], the authors used various autoencoders, such as a deep standard autoencoder, LSTM
autoencoder, and variational autoencoder to distinguish between LTE and IEEE 802.11 ac, IEEE
802.11 ax signals as a way of detecting anomalous RF signals in the wireless spectrum and compared
the performance of well-known autoencoder architectures for the classification task. They used
real-world LTE I/Q data, captured using an SDR, to train all the autoencoder models and tested
against various combinations of LTE and IEEE 802.11 ax, IEEE 802.11 ac signals, including multiple
modulation and coding scheme (MCS) values, and a precision of 99.9% and a recall of 88.1% were
achieved in their models. The authors identified that the exponential linear unit (ELU) was the
best activation function for this task when compared to other activation functions and one of their
models required a training time of only 47 seconds to achieve an F'1 score of 0.93, making it suitable

for online training and deployment.
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Table 2.1: Summary of the current literature for wireless network technology classification

autoencoder

Wireless technology | Input data Model(s) used | Classification | Maximum
classified metric(s) performance
achieved
IEEE 802.11 b/g/n, | RSSI values SVM, Random | Accuracy 96%, 98% re-
Bluetooth, Zigbee [61] forest classifier spectively
IEEE 802.11 b/g, Blue- | I/Q values CNN Accuracy 99%
tooth, Zigbhee [62]
IEEE 802.11n, Blue- | I/Q values CNN Accuracy 93%
tooth, Zigbee [63]
IEEE 802.11 b/g/n [64] | RSSI values Naive Bayes, | Accuracy 85.9%, 82.05%
KNN respectively
LTE, IEEE 802.11g [65] | I/Q, FFT CNN Accuracy 99%
IEEE 802.11, LTE, | RSSI, I/Q, FFT, | DFNN, Ran- | Accuracy 87.4%, 88.6%,
DVB-T [66] Spectrogram dom Forest 99%, respec-
Classifier, tively
CNN
IEEE 802.11ac, IEEE | I/Q values with | Deep stan- | Precision, Re- | 99.9%, 88.1%,
802.11ax, LTE [67] phase and ampli- | dard, LSTM | call, F1 score | 0.93, respec-
tude features and variational tively

2.3

Limitations in the current methodologies

The current literature do not consider newer protocols such as IEEE 802.11ax and 5G. The

majority of the literature focuses on older IEEE 802.11 protocols, such as IEEE 802.11g, and there

is little information on how to use neural networks to classify newer communication protocols. Fur-
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thermore, the majority of the available literature focus on classifying IEEE 802 Wireless Standards,
and there is limited research on identifying and classifying 3GPP and IEEE wireless standards.
In literature where the authors classify between 3GPP and IEEE wireless standards, the over-
the-air signal data captured is not representative of various real-world scenarios, such as active
wireless traffic between a server and a client. For instance, in [66], the authors captured Wi-
Fi beacons and compared them to LTE recordings from a base station. Additionally, current
methodologies are heavily reliant on the signal strength of the data being captured and do not
perform well in scenarios where cellular and WLAN signals are transmitted at comparable signal
strengths. The field of signal classification based on wireless network technology is relatively new,

with little research conducted, enabling opportunity for further research.

2.4 Contributions of this Dissertation

The use of neural networks for spectrum sensing and classification of RF signals is gain-
ing prominence. As a result, it is essential to evaluate a variety of well-known neural network
architectures and input feature engineering techniques for performing this task efficiently. The

contributions of this dissertation are as follows:

2.4.1 Novel Input Feature Proposal and Evaluation

Current literature in this domain mainly use images, raw I/Q signal data, or RSSI values
as the input features. This dissertation proposes a unique technique for feature engineering I/Q
data and compares it to established methods. The purpose of analyzing various input features is
to determine the optimal technique for processing the I/Q data in order to achieve efficient signal

classification.

2.4.2 Baseline Model for RF Signal Classification using Neural Networks

Current literature in this domain mainly use the CNN for the classification of signals. More-

over, they do not consider the latest iteration of the WLAN and 3GPP technologies such as the
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IEEE 802.11ax and 5G (or 5G-NR), respectively. Most of the literature use simulated RF sig-
nals, which do not represent the real-world signals accurately. This dissertation evaluates various
well-known NN architectures such as the Deep Feedforward Neural Network (DFNN), CNN, and
Recurrent Neural Network (RNN); in particular, LSTM, to classify between real-world Wi-Fi (IEEE
802.11ax), LTE, and 5G signals captured over-the-air and identify an effective NN architecture, if
any. Capturing over-the-air signals enables neural networks to be trained on data that accurately
represents signals in the real world and helps to establish a baseline model for the classification

task.



Chapter 3

Methodology

3.1 Overview

This chapter describes the equipment, the methodologies used to obtain real-world RF signal
datasets, the ML algorithms used in the domain of wireless technology classification and finally, the
NN architectures used in the dissertation. A supervised classification approach is adopted for the
wireless network technology classification, where the NN models are trained on labeled datasets.
The required wireless signals were generated using COTS hardware and the transmissions were
captured in the form of I/Q data using an SDR. The experiment was set up such that the signals
captured from different protocols and technologies had an overlapping modulation scheme, which
in this case is 64QAM, to ensure that the wireless access technology can be classified even with the
same modulation scheme of the signals. The following signals were captured over-the-air for this

dissertation:

e Wi-Fi: IEEE 802.11ax
o LTE

e 5G-NR

The data collection process is described in Appendix A. The I/Q data were captured at a

sampling rate of 20 MS/s for all the signals.



23

3.2 Software-Defined Radio (SDR)

For the majority of radio’s existence, tasks such as tuning to a certain frequency and demodu-
lation were performed by physical hardware with sophisticated circuitry. This meant that a radio’s
capabilities were either extremely limited and predetermined before development, or were hidden
under a layer of complexity that necessitated the use of trained operators. SDR abstracts away the
majority of this complexity. While an SDR still requires an antenna and amplifier, it digitizes the
raw data, which are then processed on a computer. The USRP™ B200mini-i SDR, shown in Figure
3.1, was utilized to capture the RF signals for this research. The B200mini-i has a frequency range
of 70 MHz to 6 GHz and an industrial-grade Xilinx Spartan-6 XC6SLX75 Field Programmable
Gate Array (FPGA). The RF front end uses the Analog Devices AD9364 Radio-Frequency Inte-
grated Circuit (RFIC) transceiver and supports up to 56 MHz of instantaneous bandwidth. The
device is powered by a high-speed Universal Serial Bus (USB) 3.0 connection, which allows data to
be streamed to the host computer and has a 12-bit Analog-to-Digital Converter (ADC). As with
other USRP SDRs, the B200mini-i is interfaced via the open-source USRP Hardware Driver (UHD)

Application Programming Interface (API).

o
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Figure 3.1: USRP™ B200mini-i SDR [68]
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3.2.1 In-phase and Quadrature (I/Q) data

Quadrature signals, often referred to as I/Q signals, or IQ data, are frequently employed in
RF applications. They serve as the foundation for modulation and demodulation of complex RF
signals, both in hardware and software, as well as for complex signal analysis. When two periodic
signals differ in phase by 90 degrees, they are said to be in 'quadrature’ The signal that is ’in phase’
or the reference signal is referred to as 'I’, whereas the signal that is 90 degrees out of phase is
referred to as 'Q’.

A sinusoidal wave, s(t), is given by the equation:
s(t) = Ax cos(2nFt + ¢) (3.1)

where, A is the amplitude, F' is the frequency, ¢ is the time, and ¢ is the phase shift. A sine wave
and a cosine wave together form a quadrature signal due to their 90 degree phase shift as shown in
Figure 3.2. By convention, the cosine wave is considered to be the in-phase component, whereas
the sine wave is defined as the quadrature component.

Let z(t) be the modulated RF carrier. It is given by:

z(t) = I * cos(2m ft) + Q * sin(2m ft) (3.2)

where, I,QQ are the amplitudes of the cosine and sine wave, respectively.

Y.

Figure 3.2: Sine and Cosine wave [69]



25

Modulated RF signals may be created using time-varying I and Q signals. With the I(t) and
Q(t) baseband signals, an RF signal with any form of modulation may be generated by varying
the amplitudes of the cosine and sine waves that are summed together. Figure 3.3 illustrates the

process of quadrature modulation.
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Figure 3.3: Quadrature modulation process [70]

To demodulate an RF signal, the same method is used in reverse. I(t) and Q(t) baseband
signals can be created by combining an RF signal with a quadrature signal from the local oscillator.

Figure 3.4 illustrates the process of quadrature demodulation.
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Figure 3.4: Quadrature demodulation process [70]

3.2.1.1 Phasor Representation

The I/Q convention is a way of describing the magnitude and phase of a signal, which leads
to the concept of complex numbers and their ability to be represented on a complex plane. When

a sinusoidal wave is depicted as a vector in the complex plane, it is known as phasor. The I/Q data
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is represented using a complex number in the form, I 4+ Qj. The Figure 3.5 is known as a 'phasor
diagram’, where a complex number is treated as a vector. The magnitude and phase of the signal

is calculated as follows:

Magnitude = \/I?2 + Q2 (3.3)

Phase = tan™! (Q/I) (3.4)

Imaginary (Q)

L 3
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Figure 3.5: Phasor diagram [71]

3.2.2 Direct-Conversion Receiver

SDRs typically use a Direct-Conversion Receiver (DCR) architecture. The block diagram of

a DCR is shown in Figure 3.6.
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Figure 3.6: Architecture of a Direct-Conversion Receiver

A direct-conversion receiver, sometimes referred to as a homodyne or zero-IF receiver, is a
particular form of receiver design. Receivers that use direct conversion architecture convert an
RF signal to a 0 Hz signal. They are sometimes regarded as low-cost solutions due to the fact
that they require minimal components. Typically, direct-conversion receivers filter and amplify an
RF input signal received. The signal is then combined with a Local Oscillator (LO) signal of the
same frequency as the RF input signal. Thus, the input signal is transformed to a 0-Hz signal at
the mixer’s output. Although the combination of the RF and LO signal frequencies appears at
the mixer’s output, this product is filtered away by the mixer’s low-pass filter. The demodulated
baseband output is then processed. Direct-conversion receivers are frequently combined with two
mixers to form an I/Q demodulator. Both mixers are driven by the same LO. However, the LO
signals to each mixer are 90 degrees out of phase. Following I/Q demodulation, the signal is input

to an ADC to obtain the digital representation of the I and Q components.

3.2.3 Nyquist-Shannon Theorem

The Nyquist-Shannon sampling theorem is a key signal processing theorem that acts as a link
between continuous-time and discrete-time signals. It presents a necessary condition for a sample
rate at which a discrete sequence of samples may capture all of the information contained in a

continuous-time signal with finite bandwidth. The theorem states, "If a function z(t) contains no
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frequencies higher than B hertz, it is completely determined by giving its ordinates at a series of
points spaced 1/(2B) seconds apart” [72]. Alternatively, it can be stated as: the sampling rate
must be at least twice the bandwidth of a signal. It is important to note that a baseband signal’s
bandwidth is equal to its maximum frequency, and the bandwidth of a bandpass signal is equal
to the difference between its upper and lower bounds [73]. Due to the fact that a complex signal
has twice the information, namely the I and Q components, as compared to a real signal sample,
the Nyquist theorem for complex sampling requires that the sampling rate be at least equal to the

signal’s bandwidth instead of twice the bandwidth.

3.2.4 Noise and Clipping

Noise is defined as any unwanted signal (typically random) that is added to the desired
signal, causing it to deviate from its original value. All electrical systems generate noise. There are

numerous types of noise [74]:

e Thermal Noise: A temperature-dependent noise generated by the physical movement of

electrons within an electrical conductor.

e Flicker Noise: Also known as 1/f noise, occurs in nearly all electronic devices and is caused
by a variety of factors, including impurities in a conductive channel, noise generation and
recombination in a transistor as a result of base current, and so on. It has a power density

that is inversely proportional to the signal’s frequency.

e Burst Noise: Electronic noise generated by device defects in semiconductors, which makes
it random and mathematically unpredictable. It is characterized by abrupt transitions

between two or more levels.

e Quantization Noise: It’s produced when an infinite number of analog voltages are converted
to a finite number of digital codes. Quantization noise is the effect of representing a
continuous analog signal with a discrete number. Quantization noise is the term used to

describe the rounding error [75].
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These types of noise can enter the signal chain in a variety of ways [74], including:

ADC (adds thermal and quantization noise).

Amplifiers (causes thermal and 1/f noise).

Voltage references

Non-ideal power supply

Internal or external clocks

Defective Printed Circuit Board (PCB)

Sensors

Clipping is a type of distortion that occurs when a signal exceeds a specified threshold. It can
occur when a signal is recorded by a sensor with a limited data range, or at any other point in the
transformation of an analog or digital signal. It can be caused by exceeding the input differential
voltage range of the amplifier. For example, clipping and distortion in a signal captured by an SDR
is observed when the gain on the SDR is set too high and too close to a transmitter due to the

SDR operating in a non-linear region as shown in Figure 3.7 and Figure 3.8.
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3.2.5 Discrete Fourier Transform

The Discrete Fourier Transform (DFT) is an algorithm to transform a signal in the time-
domain into a signal in the frequency-domain. It represents a signal in terms of its constituent

frequencies. If z[n] is a sequence of N complex numbers, the DFT of z[n] is given by:

N-1 g
X[j] =3 zpe R (3.5)
n=0

The output, X[j], is a sequence of N complex numbers that represent the amplitude and
phase of a sinusoidal wave with a frequency of k/N cycles per time unit. The DFT is computed
using the FFT algorithm since it is an efficient method for computing the DFT as it reduces the

time-complexity of the computation from O(N?) to O(NlogN).

3.3 Machine Learning Algorithms

ML is a method for computers to learn and improve without being explicitly programmed.
ML algorithms are well-known for their ability to solve problems requiring pattern recognition,
anomaly detection, and prediction using historical data. ML is becoming ubiquitous and is finding
applications in many fields in recent times.

The following is a summary of the most frequently used machine learning methods utilized

by researchers in the field of wireless network technology classification of signals:

3.4 Support Vector Machine

SVM is a supervised machine learning technique that can be used for data classification and
regression analysis. The method was first published in 1963 [76] and has since evolved. One of
the most popular versions that is being used today was introduced by Vapnik and Cortes [77] in
1995. The SVM algorithm’s purpose is to generate a decision boundary (hyperplane) that divides
various classes while maximizing the separation distance (margin). The data for categorization can

be separated linearly or non-linearly.
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Figure 3.9: SVM margin for linear binary classification

Figure 3.9 shows the hyperplane (H,) and margins (H1, H2) for an SVM trained for classifying
two linearly separable data. The samples on the margin are called the support vectors. If there are

n elements in a dataset, the dataset can be represented as:

{(zi,yi) | zi € RP,y; € (—1,1)}i, (3.6)

where z; is a vector of dimension p and y; indicates the class 1 or —1 to which the data z;
belongs.

If H, is the hyperplane, its equation is given by:

H,=wlz =0 (3.7

where w is a vector normal to the hyperplane.
Given H,, two other hyperplanes H; and H3 can be selected such that H, is equidistant from

H, and H,, which are given by:

H=wlz=1, Hy=wlz=-1 (3.8)
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Data points that are on or above the boundary H; have label 1 and data points that are on or

below the boundary Hj have label -1. The margin m between the two hyperplanes is given by:

2

m =
[|wl]

(3.9)

The goal of the algorithm is to maximize the margin m. Finding the optimal hyperplane is an
optimization problem and among the possible hyperplanes, the hyperplane with the smallest ||wl||

is selected as it has the largest margin.

3.5 Naive Bayes Classifier

This is a Bayes’ theorem-based categorization algorithm. It is assumed that the presence of
a particular feature in a class is independent of any other feature. If z, given by z = {z1, z2....z, },
is a feature vector of length n is to be classified, the probability of z belonging to a class A is given

by:

(3.10)

where p(A|z) is the probability of class A given input z, p(A) is the probability of class A,

p(z|A) is the probability of input z given class A, and p(z) is the probability of input z.

3.6 K-Nearest Neighbor

KNN is an algorithm that classifies data based on a similarity measure, i.e., distance function.
The algorithm assumes that similar things exist in close proximity. If « is the input to be classified,
the class to which it belongs is given by the most common class among its K nearest data points,
measured by a distance function. One of the distance functions is the Euclidean distance. The

Euclidean distance between two points, z and y, is given by:
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(3.11)

where z; and y; are the input point and an existing data point respectively and n is the

number of features in the data.

The distance is calculated for all the existing data points and the input data is assigned a class

which is the most common among the K nearest data points.

3.7 Artificial Neural Networks

An Artificial Neural Network (ANN) is a subset of ML designed to solve complex problems
such as speech recognition, pattern recognition, make predictions and so on. ANNs use artificial
neurons that are modeled loosely after the human brain to interpret the input data, perform
calculations, and provide an output. Neurons are the building blocks of neural networks and were
first introduced in 1958 [78].

Inputs Weights Computational unit Output

(I I | (I

v
<

0 — activation function

Figure 3.10: Components of an artificial neuron (perceptron)

An artificial neuron, shown in Figure 3.10, consists of the following components:

e Inputs — the data input in the form of a vector
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e Weights — the values that determine the strength of the input connection to the neuron

and are updated during training

e Computational unit — calculates the summation of the product of the inputs and weights
and passes it as an input to an activation function, which generates a value depending
on the type of activation function used. Some of the activation functions include sigmoid
function [79], softmax function [80], Rectified Linear Unit (ReLU) [81], and hyperbolic

tangent.

e Output — the value output by the activation function

The neural networks are constructed from 3 types of layers: the input layer consisting of the input
data, the hidden layer consisting of the neurons and the output layer for the output. Neural
networks with multiple layers are called deep neural networks. There are several types of neural

network architectures as shown in Figure 3.11:
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The following are some of the widely used architectures of neural networks, and the architectures

evaluated for the purpose of signal classification in this dissertation:

3.7.1 Deep Feedforward Network

Introduced in 1965 [83], the DFNN, also known as a Multilayer Perceptron (MLP), was the

first deep neural network to be developed.

Input Layer € R? Hidden Layer € B® Hidcen Layer € R® Output Layer € R?
Figure 3.12: Deep feedforward network architecture

As the name suggests, there are multiple layers of perceptrons that are fully connected to
each other between the adjacent layers and the input data is fed from the left of the neural network

to the right. The training of the MLP model proceeds in two phases:

e In the forward phase, the input signal propagates forward, neuron by neuron, through the
network and an output is obtained at the end of the network. The output 'y’ at a neuron
'm’ is a function of the input signals, associated weights, and its activation function, given

by:

Ym =h (f: Tiw; + b) (3.12)

i=1
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where z; and w; represent the i** input and weight connected to the neuron, respec-
tively, b is the bias unit, h is the activation function and n is the number of inputs in the

previous layer.

e In the backward phase, the neurons are trained using the backpropagation algorithm [84].
An error signal is generated by comparing the output of the network (estimated output)

with the desired output. The error ‘e’ at the m'h neuron is given by:

where z,, is the expected output and y,, is the actual output at the neuron.

The resulting error value is propagated backward from the output layer towards the input

layer and the weights are adjusted using the gradient descent algorithm [85].

The training process is repeated until the mean square error (MSE) of the neural network is mini-

mized.

3.7.2 Convolutional Neural Network

The CNN is a prominent image processing algorithm that was first introduced in 1989 [55].
Although the approach is most commonly used for image analysis, it can also be utilized for other
data analysis and classification challenges. CNNs are adept at seeing patterns in data and extracting

relevant information.
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Figure 3.13: Architecture of a CNN

In a CNN, a convolution layer follows the input layer as shown in Figure 3.13. The convolution
layer consists of a set of filters. Filters are relatively small matrices compared to the input matrix,
for example a 3x3 matrix, and are initialized with random numbers. The filters slide over the input
matrix at defined steps known as strides. A stride of 1 implies that the filter shifts by 1 unit. As
the filter slides over the input matrix, the dot products between the filter and the input matrix are
computed. The convolution operation between a 2D input matrix 'x’ and a 2D filter matrix ’c’ is

given by:

(@*c);; =ali,j]*cli,j] =YY =az[m,n]cli—m][j —n] (3.14)
m n
where m,n are the height and width of the filter, respectively.
The dot product is then passed to an activation function, such as the Rectified Linear Unit (ReLU),
and the output is stored. The filter moves to the next input patch and the process is repeated until

the filter covers the entire input matrix. The ReLU function is given by:

h(a) = maz (0,a) (3.15)

where a is the activation function’s input.
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The output of the convolution layer is a feature map that detect the patterns in the input. The

lth

output ’y’ at [*® neuron is given by:

y=nh ((z *xc); i+ bz) (3.16)

where h is the activation function and b; is the bias unit.
The feature map is followed by a pooling layer. The pooling layer consists of a small matrix, such
as 2x2 matrix, which is used to reduce the dimensions of the feature map while retaining the im-
portant information. The most common type of pooling is max pooling, which selects the highest
value from a patch of the feature map it slides over. The number of convolution and pooling layers
is a configurable parameter and is not limited to one. Following the pooling layer, the CNN consists
of a fully connected layer. The output from the pooling layer is flattened to a vector and is fed to

the fully connected layer. The final layer of the CNN is the output layer.

3.7.3 Recurrent Neural Network

The RNN is a model that has feedback loops and uses inputs from the previous stages to
influence the current values. These models are useful for processing sequential data, such as audio,
video, and so on. The RNNs feed the output of units as inputs to the units in the next time-step

as depicted in Figure 3.14.
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Figure 3.14: Architecture of a traditional RNN

In traditional RNNs, the repeating units have a simple structure, such as a single tanh layer

as shown in Figure 3.15:

hea = > h

tanh

Xt

Figure 3.15: Repeating unit in a traditional RNN

One of the problems of traditional RNNs is the exploding gradients problem. The gradient is
the value that is used to update the neural network’s weight. As the sequence of units get longer,
the chain of parameter multiplication gets longer and when several weights are multiplied, the losses
become highly sensitive to the weights resulting in steep slopes in the cost function. Updating the
weights with a large slope values causes the weights to become too large, which negatively affects
the optimization of the model. The other problem traditional RNNs suffer from is the vainishing

gradient problem. The vanishing gradient problem is when the gradient shrinks as it backprop-
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agates through time. As a result, the difference between the updated weights and the previous
weights become small in the initial layers of the model resulting in optimization issues in the earlier
layers. This causes the RNN to have a short-term memory. To alleviate the exploding gradients
and short-term memory problems found in the traditional RNNs, Long Short-Term Memory LSTM
and GRU architectures were created. LSTMs and GRUs are special forms of RNNs that use gated
modules to retain the important values in a sequence of data points. These architectures are widely

used in applications such as speech analysis.

3.7.3.1 Long Short-Term Memory

Introduced in 1997 [86], the LSTM is a special form of RNN that is designed to store informa-
tion for long periods of time compared to a traditional RNN. The structure of an LSTM unit/cell

is as shown in Figure 3.16:

Cell state
___________________________________________ L
Ct1 —>»Ct
Forget gate
ht-1 —> ht

Input gate Output gate

Figure 3.16: Repeating unit in an LLSTM

In the first step, the forget gate layer decides the information to be discarded from the previous

cell state C;—1. The input vector X; is concatenated with the previous unit’s hidden state vector
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hy. The output of the forget gate layer is given by:

fe=0 Wy [h1,2] + by) (3.17)

where W are the weights associated with the forget gate layer, h;—; is the previous cell’s

hidden state (or output), z; is the input to the current cell, by is the bias unit.

In the second step, the new information to be stored is decided. The input gate layer decides the
values to be updated, the tanh gate layer creates a vector with new values that could be added to

the cell state. The output of the input gate layer is given by:
it =0 (Wi . [h¢_1, .’l?z] + bi) (3.18)

The output of the tanh gate layer, adjacent to the input gate layer, is given by:

C; = tanh (We - [he—1, ] + be) (3.19)

where W;, W are the associated weights and b;, b are the bias units of the input gate layer

and the tanh gate layer respectively.

In the third step, the cell state is updated. The previous cell state Cy—; is multiplied by f; to
discard previous information and the resulting value is added to the product of i; and C;.

The new cell state is given by:

Ci=fixCi_1+i1%C (3.20)

The output from the output gate layer o, is used to determine the portion of cell state to be used

in the final output. It is given by:

op =0 (W, [hy—1, 2] + by) (3.21)
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where W, and b, are the weights and bias associated with the output gate layer respectively.

The cell output h; is given by:

ht = 0t * tanh (Cg) (322)

LSTM uses the gates to select the information to be stored or discarded during the input sequence

processing and the cell output h; can be used for predictions.

3.8

ML Model Evaluation

Evaluation metrics are vital for selecting machine learning models and a critical part of ML

since the techniques are used to determine the efficiency with which a model predicts outcomes

or classifies input data. An evaluation metric is a mathematical quantifier of the model’s quality.

The following metrics will be used to evaluate the classification efficiency of the neural networks

described in Section 3.7:

e Accuracy: The outcome of a classification task is either correct (True) or erroneous (False).

Classification accuracy is expressed as a percentage of correctly classified data:

Number of correct predictions
Accuracy =

2
Total number of predictions (3:23)

Accuracy is suitable for evaluation only when the dataset is balanced, i.e., when there are
equal number of samples in each class. For example, in a sample of 100 items, if 95 belong
to class A and 5 belong to class B, a prediction of class A yields 95% accuracy. However,
this model is no better than a model without any predictive capabilities. Hence, accuracy

cannot be used with imbalanced datasets.

Confusion Matrix: Given an N-class classification model, a confusion matrix is a N * N

matrix that summarizes the classification model’s performance. One axis contains the
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predicted classes/labels by the model, while the other axis contains the actual classes.

There are four possible outcomes from a confusion matrix:

* True Positive (TP): Sample is predicted as positive and is truly positive

* False Positive (FP): Sample is predicted as positive, however, it is truly negative

x False Negative (FN): Sample is predicted as negative, however, it is truly positive

* True Negative (TN): Sample is predicted as negative and is truly negative

The confusion matrix, shown in Figure 3.17, can be summarized as follows:

Actual labels

Positive

Negative

Predicted labels Positive

True Positive

False Positive

Negative

False Negative

True Negative

Figure 3.17: Confusion Matrix

A false positive is known as a Type-I error and a false negative is known as a Type-II error.

e ROC: Is a graphical representation, shown in Figure 3.18, of a classifier system’s diagnostic

capability as its discriminating threshold is varied. The ROC curve plots the True Positive

Rate (TPR) against the False Positive Rate (FPR) at various classification thresholds.

TPR is given by:

TPR

FPR is given by:

FPR

TP

“TP+FN

FpP

“FP+TN

(3.24)

(3.25)
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AUC: Measures the two-dimensional area underneath an ROC curve and is a performance
metric that aggregates a model’s performance over all possible categorization thresholds.
An AUC score of 0.0 indicates that a model’s predctions are all incorrect and a score of 1.0

indicates that all predictions are correct.

A
1
%
o‘*(’\>
&
TPR
AUC
0 FPR 1

Figure 3.18: ROC curve and AUC

Precision and Recall: Precision measures the proportion of positive prediction results that
are correct. Precision is given by:

Precision = 7’P1:|-—PF‘P (3.26)

Recall measures the proportion of actual positives that were predicted correctly. Recall is
given by:
TP

Recall = m (327)

Precision and Recall metrics are useful when the dataset is imbalanced.

F1 score: Indicates both the precision and robustness of a model and is defined as the
harmonic mean of precision and recall. It is given by:

Pl 94 Precision x Recall (3.28)
seore = Precision + Recall '

The F1 score metric is used when a dataset has imbalanced classes.
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3.9 Signal Classification Methodology

The ability of neural networks to recognize and classify signals is highly dependent on the
quality of the captured data. The accuracy of classification is affected by parameters such as the
signal strength of the transmitter, SDR gain and location during data collection, as well as the
date rate between a server and client. For example, it is straightforward to distinguish between
Wi-Fi and LTE when a Wi-Fi’s signal strength is greater than LTE’s or vice versa. In general,
due to the proximity of a wireless access point compared to an LTE base station, over-the-air
recordings of Wi-Fi IQ data have a higher amplitude than LTE IQ data, and using the IQ data
directly as an input to the neural network results in a high classification accuracy (greater than
85%). Additionally, it is straightforward to distinguish between two technologies when one of the
captures include wireless data traffic and the other only has synchronization signals, such as a Wi-
Fi beacon. In these instances, good classification results can be obtained without calculating and
utilizing signal properties such as FF'T, signal amplitude or phase features as an input to the neural
networks. However, these examples represent only a small portion of any real-world scenario. In
situations where the signal strengths of various signals are comparable and the recordings include
wireless data traffic, which more accurately reflects real-world over-the-air signals, using IQ data
alone is insufficient to achieve a good classification result, since the IQ data readings from various
signal sources have similar values, and the neural networks struggle to differentiate the signals.

As discussed in Chapter 2, the majority of authors used either raw IQ data or spectrograms
as input to their machine learning models. The authors in [66] demonstrated that using raw
IQ data as the input to neural networks produced results similar to those obtained when using
spectrograms. The authors in [65] demonstrated that calculating the FFT for the IQ data and
utilizing it as an input resulted in improved classification accuracy. The authors demonstrated
in [67] that using raw IQ data in conjunction with amplitude and phase values resulted in high
accuracy. In this dissertation, the different feature engineering techniques were compared, and it

was found that the input features used in [67] were better for classifying real-world data than the
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other methods. However, the results were unsatisfactory because the classification accuracy was
less than 80% in the majority of the classification scenarios and model training took a significant
period of time. While providing the neural networks with signal features such as amplitude, phase,
and FFT enhances classification accuracy, these features alone are insufficient for understanding
the underlying pattern of signals from different wireless technologies. Hence, there is a need for

novel approaches to process the IQ data that can extract the underlying pattern of a wireless signal.

3.9.1 Proposed 1Q Feature Engineering

The goal of the proposed feature engineering process is to determine the underlying pattern
of the IQ data. The method allows for a robust and reliable signal classification across a variety of
real-world scenarios, including classifying signals with the same modulation schemes, similar signal
strengths, similar wireless traffic, etc., for determining the wireless network technology using the

1Q data of a signal. The proposed novel feature engineering for processing IQ data is as follows:

Algorithm 1 Novel Feature Engineering for IQ Data Processing
10
j« N where, 500 < N < 1000
while j <lengthof IQ) do
FeatureA < p(IQ[i] : 1Q[7])
FeatureB « o(IQ[i] : IQ[7])
i—i+ N
jeJj+N
end while
Featurel < Real(FeatureA)
Feature 2 < Imag(FeatureA)
Feature3 < \/Real(FeatureA)? + Imag(FeatureA)?

—1 | Imag(FeatureA)
Feature4 < tan Real(FeatureA) |

Featureb <+ FeatureB

The proposed feature engineering approach greatly accelerates signal data processing by low-
ering the total number of samples in the data by a factor of N, while identifying signal variations by
calculating the mean and standard deviation N samples at a time. NN is a parameter that specifies

the number of data points to consider when extracting the signal’s pattern and aggregating the
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values. In this case, where real-world signals are classified, it was determined through experimen-
tation that a value of N between 500 and 1000 is optimal for the data recorded for the dissertation;
values less than 500 or greater than 1000 did not produce as good a result because the mean and
standard deviation calculations would be based on either too few or too many samples, respectively,

resulting in an inaccurate representation of the underlying pattern.

3.9.2 Neural Network models

The data for training the models were captured using the Universal Software Radio Peripheral
(USRP) B200mini-i SDR and include over-the-air IQ recordings of Wi-Fi (IEEE 802.11ax), LTE,
and 5G. The signals were transmitted such that they had a common modulation scheme, 64 QAM,
and were captured at a sampling rate of 20 million samples per second for a duration of 1 second
each. The models were implemented in Python 3 using the Keras library, a high-level API for
neural networks, with the TensorFlow framework in the back-end. The machine used for the
implementation is the Dell Aurora R11 desktop, which has an Intel core i9-10900K CPU, NVIDIA
RTX 3090 GPU, and 32 GB of RAM. The dataset was divided into training, validation and test
datasets. Out of the 20 million samples captured per signal category, 70% were used for training,
15% for validation and 15% for testing the models. The DFNN, CNN, and LSTM models were
developed to evaluate various prevalent NN architectures and determine the optimal architecture
for signal classification, if any.

The NN architectures used in the dissertation for binary classification of signals, i.e., Wi-Fi
vs. LTE, Wi-Fi vs. 5G, LTE vs. 5QG, with the novel input features are summarized in Tables 3.1,

3.2, and 3.3.



Table 3.1: Deep Feedforward Network Architecture for Binary Classification

Layer Output dimensions Activation function
Input (None, 5) n/a

Dense (None, 512) ReLU

Dense (None, 350) ReLU

Dense (None, 256) ReLU

Dense (None, 128) ReLU

Dense (None, 64) ReLU

Dense (None, 32) ReLU

Dense (None, 1) Sigmoid

Optimizer: Adam

Loss function: Binary Crossentropy

Table 3.2: Deep Convolutional Network Architecture for Binary Classification

Layer Output dimensions Activation function
Input (None, 5, 1) n/a

ConvlD (None, 4, 64) ReLU
MaxPooling1D (None, 2, 64) ReLU

ConvlD (None, 2, 48) ReLU

ConvlD (None, 2, 48) ReLU

Flatten (None, 96) n/a

Dense (None, 64) ReLU

Dense (None, 32) ReLU

Dense (None, 1) Sigmoid

Optimizer: Adam
Padding: Same

Loss function: Binary Crossentropy




Table 3.3: Deep LSTM Network Architecture for Binary Classification

Layer

Output dimensions

Activation function

Input

LSTM
LSTM
LSTM
LSTM
LSTM

Dense

(None, 1, 5)
(None, 1, 256)
(None, 1, 128)
(None, 1, 64)
(None, 1, 32)
(None, 1, 16)
(None, 1)

n/a
ReLU
ReLU
ReLU
ReLU
ReLU
Sigmoid

Optimizer: Adam

Loss function: Binary Crossentropy
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The NN architectures used in the dissertation for multi-class classification of signals, i.e.,

Wi-Fi vs. LTE vs. 5G, with the novel features as input are summarized in Tables 3.4, 3.5, and 3.6.

Table 3.4: Deep Feedforward Network Architecture for Multi-class Classification

Layer

Output dimensions

Activation function

Input
Dense
Dense
Dense
Dense
Dense
Dense

Dense

n/a

ReLU
ReLU
ReLU
ReLU
ReLU
ReLU

Softmax

Optimizer: Adam

Loss function: Sparse Categorical Crossentropy



Table 3.5: Deep Convolutional Network Architecture for Multi-class Classification

Layer Output dimensions Activation function
Input (None, 5, 1) n/a

ConvlD (None, 4, 64) ReLU
MaxPooling1D (None, 2, 64) ReLU

ConvlD (None, 2, 48) ReLU

ConvlD (None, 2, 48) ReLU

Flatten (None, 96) n/a

Dense (None, 64) ReLU

Dense (None, 32) ReLU

Dense (None, 3) Softmax

Optimizer: Adam
Padding: Same

Loss function: Sparse Categorical Crossentropy

Table 3.6: Deep LSTM Network Architecture for Multi-class Classification

Layer Output dimensions Activation function
Input (None, 1, 5) n/a

LSTM (None, 1, 256) ReLU

LSTM (None, 1, 128) ReLU

LSTM (None, 1, 64) ReLU

LSTM (None, 1, 32) ReLU

LSTM (None, 1, 16) ReLU

Dense (None, 3) Softmax

Optimizer: Adam

Loss function: Sparse Categorical Crossentropy



Chapter 4

Results

This chapter presents the results of signal classification using neural networks. The neu-
ral network models were trained and tested on IQ data collected over-the-air from Wi-Fi (IEEE
802.11ax), LTE, and 5G signals, and the IQ data were classified according to the wireless access
technology. The Wi-Fi Access Point (AP) and LTE eNB hardware were configured and network
clients, or User Equipment (UE), were connected to the radios to set up the Wi-Fi and LTE network
connections. The test-beds were used for generating user traffic and capturing the Wi-Fi and LTE
signals of the same modulation scheme over-the-air. Since 5G-NR radios are subjected to export
control as of this writing and have access restrictions, the test UE was connected to a 5G network
deployed to the general public by telecommunications service providers, such as T-Mobile, to gen-
erate user traffic and capture over-the-air 5G-NR signals. Figure 4.1 shows the generalized block
diagram for capturing the real-world over-the-air signals. Appendix A contains detailed information

about the data collection procedure.
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Figure 4.1: RF signal data capture overview

Two classification categories were used to evaluate the models: binary classification and multi-
class classification. Given that feature engineering enabled improved classification performance than
using only the IQ data, as demonstrated by the authors in [67], [18], and [65], the classification
performance of the NN models when using the proposed novel feature engineering approach was
compared to the performance when using one of the best existing feature engineering techniques:
1Q data, amplitude, and phase features as input, as described in Section 3.9. It can be observed that
using the proposed features reduces the training time significantly while increasing the classification

accuracy due to the reasons mentioned in Section 3.9.1.

4.1 Binary Classification

In this category, the I1Q data was classified between Wi-Fi and LTE, Wi-Fi and 5G, 5G and
LTE, respectively, to evaluate the classification efficiency in a scenario where a spectrum is shared
between two different types of wireless access technologies. The performance of the various NN
models described in Section 3.9.2 were evaluated using the metrics described in Section 3.8 for the

above three scenarios.
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4.1.1 Deep Feedforward Network Performance

The performance of the DFNN model for the above three classification scenarios with the

two input feature approaches are shown in Figures 4.2 and 4.3.

Deep Feedforward Network - Binary Classification

Input feature - Proposed Novel Feature
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Figure 4.2: DFNN binary classification performance with the proposed novel input features
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Deep Feedforward Network - Binary Classification

Input feature - IQ Data with amplitude and phase
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Figure 4.3: DFNN binary classification performance with I/Q, amplitude and phase input features
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It can be observed from the above figures that the DFNN performance for signal classification
is significantly higher when using the novel input features when compared to using IQ data with
amplitude and phase features. With the proposed input features, an F1 score of 0.98 for both
Wi-Fi vs. LTE and Wi-Fi vs. 5G classification and a score of 0.89 for LTE vs. 5G classification
was achieved, whereas an F1 score of 0.75 for Wi-Fi vs. LTE and LTE vs. 5G classification and
a score of 0.88 for Wi-Fi vs. 5G classification was achieved. The computational time needed for
training the models using the proposed input features was under 30 seconds per scenario, whereas
the model needed as high as 2847 seconds (47 minutes) per scenario for training when using the

alternate input features.

4.1.2 Deep Convolutional Network Performance

The performance of the CNN model for the above three classification scenarios with the two

input feature approaches are shown in figures 4.4 and 4.5.
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Figure 4.4: CNN binary classification performance with the proposed novel input features
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Deep Convolutional Network - Binary Classification

Input feature - IQ Data with amplitude and phase
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Figure 4.5: CNN binary classification performance with I/Q, amplitude and phase input features
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It can be observed from the above figures that the CNN performance for signal classification
is significantly higher when using the novel input features when compared to using IQ data with
amplitude and phase features. With the proposed input features, an F1 score of 0.97 for Wi-Fi
vs. LTE classification, 0.98 for Wi-Fi vs. 5G classification and a score of 0.88 for LTE vs. 5G
classification was achieved, whereas an F1 score of 0.74 for Wi-Fi vs. LTE and LTE vs. 5G
classification and a score of 0.88 for Wi-Fi vs. 5G classification was achieved. The computational
time needed for training the models using the proposed input features was under 45 seconds per
scenario, whereas the model needed as high as 3237 seconds (54 minutes) per scenario for training

when using the alternate input features.

4.1.3 Deep LSTM Network Performance

The performance of the LSTM model for the above three classification scenarios with the two

input feature approaches are shown in Figures 4.6 and 4.7.
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Deep LSTM Network - Binary Classification

Input feature - IQ Data with amplitude and phase
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Figure 4.7: LSTM binary classification performance with I/Q, amplitude and phase input features
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It can be observed from the above figures that the LSTM model was successfully able to
classify between the signals in all the three scenarios when using the proposed input features. An
F1 score of 0.98 for Wi-Fi vs. LTE and Wi-Fi vs. 5G classification and a score of 0.88 for LTE
vs. 5G classification was achieved. The computational time needed for training the models using
the proposed input features was under 45 seconds per scenario, whereas the model needed as high
as 3237 seconds (54 minutes) per scenario for training when using the alternate input features.
However, when using the IQ data with amplitude and phase features, it failed to classify the signals
in the Wi-Fi vs. LTE and LTE vs. 5G scenario, and achieved an F1 score of 0.88 when classifying
between Wi-Fi and 5G, and needed 15,921 seconds (265 minutes) to train.

In all of the cases above, classification performance was greater when the proposed input
features were used, and the various NN architectures performed similarly, with DFNN being the
best of the three models.

The results of the binary classifications for Wi-Fi vs. LTE performance are summarized in

Table 4.1.

Table 4.1: Wi-Fi vs. LTE

I/Q with amplitude and
Models Novel Input Features

phase features

Accuracy | Precision | Recall | F1 Score | AUC | Accuracy | Precision | Recall | F1 Score | AUC

DFNN | 97.80% 97.06% 98.59% | 0.98 0.98 77.81% 84.30% 68.36% | 0.75 0.78
CNN 97.38% 96.30% 98.55% | 0.97 0.97 | 76.37% 81.91% 67.69% | 0.74 0.76
LSTM | 97.51% 97.87% 97.14% | 0.98 0.98 50.01% 0% 0% 0 0.5

The results of the binary classifications for Wi-Fi vs. 5G performance are summarized in

Table 4.2.
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I/Q with amplitude and

Models Novel Input Features
phase features
Accuracy | Precision | Recall | F1 Score | AUC | Accuracy | Precision | Recall | F1 Score | AUC
DFNN | 97.69% 97.33% 98.07% | 0.98 0.98 88.31% 89.48% 86.81% | 0.88 0.88
CNN 98.13% 97.95% 98.31% | 0.98 0.98 88.12% 88.18% 88.04% | 0.88 0.88
LSTM | 97.73% 98.04% 97.40% | 0.98 0.98 88.34% 88.64% 87.97% | 0.88 0.88

The results of the binary classifications for LTE vs. 5G performance are summarized in Table

4.3.
Table 4.3: LTE vs. 5G
I/Q with amplitude and
Models Novel Input Features
phase features
Accuracy | Precision | Recall | F1 Score | AUC | Accuracy | Precision | Recall | F1 Score | AUC

DFNN | 89.05% 87.72% 90.85% | 0.89 0.89 76.0% 77.91% 72.52% | 0.75 0.76
CNN 87.43% 85.08% 90.78% | 0.88 0.87 | 75.0% 76.85% 71.57% | 0.74 0.75
LSTM | 87.29% 82.36% 94.34% | 0.88 0.87 | 49.99% 0% 0% 0 0.5
4.2 Multi-class Classification

In this category, the IQQ data was classified between Wi-Fi, LTE, and 5QG, to evaluate the

classification efficiency of the NN models, described in Section 3.9.2, in a scenario where a spectrum

is shared between three widely used wireless access technologies. The performance were evaluated

based on the metrics described in Section 3.8.

4.2.1

Deep Feedforward Network Performance

The performance of the DFNN model for multi-class classification with the two input feature

approaches are shown in Figures 4.8 and 4.9.
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Deep Feedforward Network - Multiclass Classification

Input feature - Proposed Novel Feature
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Figure 4.8: DFNN multi-class classification performance with the proposed novel input features
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It can be observed that the DFNN model with the proposed input features significantly
outperforms the model with I1/Q, amplitude and phase features. F1 scores of 0.88, 0.97, 0.88
were obtained for Wi-Fi, LTE, 5G, respectively using the novel features, whereas scores of 0.74,
0.60, 0.74 were obtained for Wi-Fi, LTE, 5G, respectively when using the alternate features. The
computational time required for training the model using the proposed input features was under 20

seconds, whereas the model needed as high as 4808 seconds (80 minutes) for training when using

the alternate input features.

4.2.2 Deep Convolutional Network Performance

The performance of the CNN model for multi-class classification with the two input feature
approaches are shown in Figures 4.10 and 4.11.
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Figure 4.10: CNN multi-class classification performance with the proposed novel input features
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Deep Convolutional Network - Multiclass Classification

Input feature - 1Q Data with amplitude and phase
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Figure 4.11: CNN multi-class classification performance with I/Q, amplitude and phase input

features

It can be observed that the CNN model with the proposed input features significantly out-
performs the model with I/Q, amplitude and phase features. F1 scores of 0.87, 0.97, 0.86 were
obtained for Wi-Fi, LTE, 5G, respectively using the novel features, whereas scores of 0.74, 0.60,
0.74 were obtained for Wi-Fi, LTE, 5G, respectively when using the alternate features. The com-
putational time required for training the model using the proposed input features was under 40
seconds, whereas the model needed as high as 3079 seconds (51 minutes) for training when using

the alternate input features.

4.2.3 Deep LSTM Network Performance

The performance of the LSTM model for multi-class classification with the two input feature

approaches are shown in Figures 4.12 and 4.13.
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It can be observed that the LSTM model with the proposed input features significantly
outperforms the model with I1/Q, amplitude and phase features. F1 scores of 0.88, 0.97, 0.88
were obtained for Wi-Fi, LTE, 5G, respectively using the novel features, whereas scores of 0.74,
0.60, 0.74 were obtained for Wi-Fi, LTE, 5G, respectively when using the alternate features. The
computational time required for training the model using the proposed input features was under
125 seconds, whereas the model needed as high as 32211 seconds (536 minutes) for training when
using the alternate input features.

In all of the cases above, classification performance was greater when using the proposed
input features, and the various NN models performed similarly, with DFNN being the best of the
three models. Because the proposed input features significantly reduce training time, it is now
feasible to train models on low-cost devices with limited computing capacity.

The results of the multi-class classifications are summarized in tables 4.4 and 4.5

Table 4.4: Wi-Fi vs. LTE vs. 5G using the novel input features

Models Novel Input Features

Accuracy Precision Recall F1 Score AUC

Wi-Fi | LTE 5G | Wi-Fi | LTE 5G | Wi-Fi | LTE | 5G | Wi-Fi | LTE | 5G

DFNN | 90.92% 87.91% | 97.44% | 87.57% | 88.18% | 96.38% | 88.23% | 0.88 0.97 10.8810.91 0.98 10.91

CNN 89.97% 87.39% | 96.22% | 86.29% | 87.15% | 97.38% | 85.50% | 0.87 0.97 | 0.86 | 0.90 0.98 |0.89

LSTM | 90.63% 90.02% | 97.67% | 84.92% | 85.39% | 95.56% | 91.04% | 0.88 0.97 |10.88 ] 0.90 0.97 10.91

Table 4.5: Wi-Fi vs. LTE vs. 5G using I/Q with amplitude and phase features

Models I/Q with amplitude and phase features

Accuracy Precision Recall F1 Score AUC

Wi-Fi | LTE 5G Wi-Fi | LTE 5G | Wi-Fi | LTE | 5G | Wi-Fi | LTE | 5G

DFNN | 69.22% 70.74% | 57.14% | 84.26% | 78.22% | 63.57% | 65.87% | 0.74 0.60 | 0.74 | 0.81 0.70 | 0.80

CNN 67.47% 69.75% | 54.45% | 84.73% | 79.01% | 62.57% | 60.84% | 0.74 0.58 |0.71 | 0.81 0.68 |0.78

LSTM | 69.22% 70.67% | 57.49% | 83.18% | 78.44% | 62.62% | 66.61% | 0.74 0.60 |0.74 | 0.81 0.70 | 0.80




Chapter 5

Conclusions

The quality of the data collection is important for signal classification using IQ data. The
comparisons revealed that the models with the proposed input features outperformed other input
features significantly when classifying over-the-air Wi-Fi, LTE, and 5G signals.

Additionally, when the proposed input features were employed, the models were trained
hundreds of times faster compared to previous methodologies. This allows the models to be trained
on low-cost devices with limited computational power and supports model deployment in a dynamic
RF environment. The models developed using the novel input features were highly consistent, as
demonstrated by the high precision, recall, and F1 score values across all test scenarios.

Furthermore, it was demonstrated that the processing of the IQ data is critical for achieving
high classification performance. Complex and advanced neural network architectures are not re-
quired to accurately classify I1Q data; rather, a simple architecture such as the DFNN is sufficient

when the suitable input features are provided.

5.1 Future Work

Binary classifications such as Wi-Fi vs. LTE and Wi-Fi vs. 5G achieved greater than 95%
classification accuracy using the proposed feature engineering approach. However, classification of
LTE vs. 5G achieved approximately 90% accuracy, which could be improved further.

Additional signal processing techniques can be developed to further improve classification

performance, especially for multi-class classification. Future research can evaluate the effect of
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various SNR levels on classification accuracy, especially for multi-class classification.
Another area of future research is determining whether the number of unique transmitters in

a given area can be detected using IQ data and neural networks.
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Appendix A

Data Collection Procedure

A.0.1 Determining optimal SDR gain value

One of the main sources of noise in an SDR is the Analog-to-Digital converter (ADC). The noise
from the ADC can be categorized into thermal and quantization noise [74]. The USRP B200mini-i
has a 12-bit ADC, however, all the IQ samples from the USRP are sent over the USB interface as
complex 16-bit signed integers (16-bit for [ and Q, respectively) [87], corresponding to a maximum

available IQ data points of 2'°

on either side of the zero-value as one bit is used for the sign. The
SDR gain value was chosen to ensure a good dynamic range of the input signal and avoid clipping
of potentially higher-powered signals and hence, the gain value selected should ensure that the
captured signed integer was close to a 13-bit depth recording, i.e., 2-bits lower than the available
15-bits (1 bit is used by the sign), and the maximum IQ data point was approximately a 2'% signed
integer value, i.e. 8192. The gain on the SDR was varied from the maximum value of 76 dB to the
minimum value of 0 dB to identify the best value corresponding to 2'2 positive signed integer value
at both the SDRs and recording scenarios. Figure A.1 shows the variation in the maximum real

and imaginary values of a recorded signal, as well as how many maximum values were captured on

a le6 scale.
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Evaluating optimal SDR gain value
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Figure A.1: Example of SDR gain selection for data capture

The ideal gain range is annotated as seen in Figure A.1. The number of maximum real and
imaginary values of the captured signal reduced to 0, even though the maximum real and imaginary
signed integer values were over 30,000 each, which corresponds to a bit-depth of 2!° for the received
I/Q data, implying that only a few samples approached the maximum bit-depth. The gain value
was selected as a value between the bit-depth of 2!% and the point at which the number of maximum
real and imaginary values began to increase. Gain values outside the annotated range were excluded

because they resulted in signal clipping or a reduction in the signal’s dynamic range.

A.0.2 Wi-Fi signal data

A laptop was connected to an AP, and IEEE 802.11ax signals with Modulation and Coding
Scheme (MCS) index of 7, which corresponds to 64-QAM modulation scheme with 5/6 coding, were

captured as shown in Figure A.2. Table A.1 summarizes the hardware utilized to capture the data.



Over-the-air
Wi-Fi
transmission
Transmitter Receiver
Access .
Point Client laptop

L SDR host
laptop

Figure A.2: Wi-Fi data capture overview

Table A.1: Hardware and software used for the Wi-Fi data collection

# | Name Description

1 | Extreme Networks AP650 | Access Point

2 | Macbook Air Wi-Fi client

3 | USRP B200mini-i Software Defined Radio

4 | VERT2450 Wi-Fi antenna with 3 dBi omni-directional gain
5 | UHD Python API Exposes UHD API to Python
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The spectrogram and time-series plot of an IEEE 802.11ax signal are shown in Figure A.3 and

Figure A.4, respectively.
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Figure A.3: Spectrogram of IEEE 802.11ax signal
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Time-series plot for IEEE 802.11ax
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Figure A.4: Time-series plot of IEEE 802.11ax signal

The Table A.2 describes the parameters of the Wi-Fi signals that were captured, along with

the SDR’s gain and sampling rate used for the data collection.

Table A.2: Wi-Fi signal details

Parameter Value

Frequency band 5815 - 5835 MHz

Protocol IEEE 802.11ax

Transmission mode | TDD, Downlink

Modulation MCS 7, 64 QAM
RSSI -65 dBm
Bandwidth 20 MHz

SDR Sampling rate | 20 MS/s

SDR Gain 50 dB
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A.0.3 LTE signal data
A UE was connected to an LTE network and LTE data was captured such that the signal’s

SNR was greater than 20 dB, which corresponds to 64-QAM modulation scheme, was captured as

shown in A.5. Table A.3 summarizes the hardware utilized to capture the data.

Over-the-air
LTE
transmission
Transmitter Receiver
) (]
UE
eNB

L SDR host
laptop

Figure A.5: LTE data capture overview

Table A.3: Hardware and software used for the LTE data collection

# | Name Description

1 | Nokia FWEA3 eNB eNB

2 | Samsung Galaxy S10e | LTE client

3 | USRP B200mini-i Software Defined Radio

4 | ANT-LTE-WS-SMA LTE dipole antenna with 5.9 dBi omni-directional gain

5 | UHD Python API Exposes UHD API to Python

The spectrogram and time-series plot of an LTE signal are shown in Figure A.6 and Figure A.7,

respectively.
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The Table A.4 describes the parameters of the LTE signal that was captured, along with the

SDR’s gain and sampling rate used for the data collection.
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Table A.4: LTE signal details

Parameter Value
Frequency band 1832.5 - 1852.5 MHz
Protocol LTE

Transmission mode | FDD, Downlink

Modulation 64 QAM
SNR 30 dB
RSRP -66 dBm
RSRQ -9 dB
Bandwidth 20 MHz

SDR Sampling rate | 20 MS/s

SDR Gain 12 dB

A.04 5G-NR signal data

The UE was connected to a 5G network that was deployed to the general public by telecommu-
nications service provider, such as T-Mobile, and the 5G-NR signal data was collected over-the-air.
The signal’s SNR was approximately 18 dB. Table A.5 summarizes the hardware utilized to capture

the data.
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Figure A.8: 5G-NR data capture overview

Table A.5: Hardware and software used for the 5G-NR data collection

# | Name Description
1 | Google Pixel 5a 5G-NR client
2 | USRP B200mini-i Software Defined Radio

3 | ANT-5GWWS1-SMA | 5G low-band dipole antenna with 0.7 dBi omni-directional gain

4 | UHD Python API Exposes UHD API to Python

The spectrogram and time-series plot of a 5G-NR signal are shown in Figure A.9 and Figure

A.10, respectively.
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Figure A.9: Spectrogram of 5G-NR. signal
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Figure A.10: Time-series plot of 5G-NR signal

The Table A.6 describes the parameters of the 5G-NR signal that was captured, along with the

SDR’s gain and sampling rate used for the data collection.

Table A.6: 5G-NR signal details

Parameter Value
Frequency band 622 - 637 MHz
Protocol 5G-NR

Transmission mode

FDD, Downlink

Modulation 16 QAM, 64 QAM
SNR 18 dB

RSRP -86 dBm

RSRQ -12dB

Bandwidth 15 MHz

SDR Sampling rate | 15 MS/s

SDR Gain 45 dB




Appendix B

List of Abbreviations

Acronyms

3GPP 3rd Generation Partnership Project. 1, 7, 16, 20
5G 5th Generation Technology. 1

5G-NR 5G New Radio. 7, 8

ADC Analog-to-Digital Converter. 23, 27, 29
ANN Artificial Neural Network. 34

AP Access Point. 53, 83

API Application Programming Interface. 23
ATC Air Traffic Control. 4

AUC Area under the ROC Curve. 14, 46

BeS Beacon Signalling. 3

BS Base Station. 4

C2 Command-and-Control. 3

CBRS Citizens Broadband Radio Service. 4



CNN Convolutional Neural Network. 13-15, 20, 21, 38, 49, 57, 66, 67

COTS Commercial off-the-Shelf. 16, 22

CR Cognitive Radio. 5

CSMA /CA Carrier-Sense Multiple-Access with Collision Avoidance. 7

CSS Cooperative Spectrum Sensing. 3, 14

DAG-SVM Directed Acyclic Graph - Support Vector Machine. 14

DCR Direct-Conversion Receiver. 26

DFNN Deep Feedforward Neural Network. 21, 37, 49, 55, 63, 64, 66, 69, 70

DFS Dynamic Frequency Selection. 7

DFT Discrete Fourier Transform. 31

DRF Distributed Random Forest. 14

DSA Dynamic Spectrum Access. 2

ED Energy Detection. 7

ESC Environmental Sensing Capability. 4

FCC Federal Communications Commission. 2, 4, 7, 11

FFT Fast Fourier Transform. 10, 16, 31, 48

FN False Negative. 45

FP False Positive. 45

FPGA Field Programmable Gate Array. 23
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FPR False Positive Rate. 45

GBM Gradient Boosting Machine. 14

GL-DB Geo-location Databases. 3

GPS Global Positioning System. 3, 5

GRU Gated Recurrent Unit. 13, 42

I/Q In-phase and Quadrature. 8, 27

IoT Internet of Things. 2, 6

ISM Industrial, Scientific, and Medical. 6, 7

KNN K-nearest neighbor. 13, 33

LAA License-Assisted Access. 7

LBT Listen Before Talk. 3

LO Local Oscillator. 27

LSTM Long Short-Term Memory. 13, 21, 42, 49, 60, 67, 69

LTE Long-Term Evolution. 1, 7

LTE-U LTE-Unlicensed. 7

MCS Modulation and Coding Scheme. 83

ML Machine Learning. 8,9, 12, 13, 22, 31, 34

MLP Multilayer Perceptron. 37

NIST National Institute of Standards and Technology. 2
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NN Neural Network. 8, 9, 21, 22, 49, 51, 54, 63, 64, 69

PASS Passive and Active Spectrum Sharing. 3

PCB Printed Circuit Board. 29

PU Primary Users. 4, 10

QAM Quadrature Amplitude Modulation. 8, 22, 49, 83, 87

QPSK Quadrature Phase Shift Keying. 8, 15

ReLU Rectified Linear Unit. 39

ResNet Residual Neural Network. 13

RF Radio Frequency. 8, 20, 24

RFIC Radio-Frequency Integrated Circuit. 23

RNN Recurrent Neural Network. 21, 40

ROC Receiver Operating Characteristic. 14, 45, 46

RSSI Received Signal Strength Indicator. 16, 17, 20

SAS Spectrum Access System. 4

SCD Spectral Correlation Density. 13

SDR Software-Defined Radio. 9, 18, 22, 23, 49

SNR Signal-to-Noise ratio. 8, 12, 16, 71, 87, 90

SS Spectrum Sensing. 3

STFT Short-Time Fourier Transform. 14
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SU Secondary Users. 4, 5, 10

SVD Singular Value Decomposition. 10

SVM Support Vector Machine. 13, 14, 16, 31

TN True Negative. 45

TP True Positive. 45

TPR True Positive Rate. 45

TVWS Television White Spaces. 5

U-NII Unlicensed National Information Infrastructure. 7

U.S. United States. 2

UE User Equipment. 53, 87, 90

UHD USRP Hardware Driver. 23

UHF Ultra High Frequency. 5

USB Universal Serial Bus. 23

USRP Universal Software Radio Peripheral. 49

VHF Very High Frequency. 5

WLAN Wireless Local Area Network. 5, 20

WPAN Wireless Personal Area Network. 5
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