From Text to Life:
Optimized Pacemaker Therapy Through Formal Methods

and Safe Reinforcement Learning
by
John W. Komp
B.S., Michigan Technological University, 1983

M.S., University of Minnesota, 2011

A thesis submitted to the
Faculty of the Graduate School of the
University of Colorado in partial fulfillment
of the requirements for the degree of
Doctor of Philosophy
Department of Computer Science

2024

Committee Members:
Ashutosh Trivedi, Chair
Majid Zamani

Fabio Somenzi

Michael Rosenberg

Zhihao Jiang



ii
Komp, John W. (Ph.D., Computer Science)

From Text to Life:

Optimized Pacemaker Therapy Through Formal Methods and Safe Reinforcement Learning

Thesis directed by Prof. Ashutosh Trivedi

Since their invention in 1958, implantable pacemakers have revolutionized the treatment
of cardiac diseases, significantly enhancing patient quality of life. With each subsequent gener-
ation, advances in miniaturization of electronics, batteries, and sensors have facilitated smaller,
more capable pacemakers. These innovations have brought faster arrhythmia detection and intro-
duced novel therapies, but they also come with challenges. Tailoring these complex therapies to
individual patients often requires the expertise of highly skilled cardiac clinicians, leaving many
patients with suboptimal care based on generalized models. Moreover, increasing device complex-
ity extends development and verification times, delaying the availability of new therapies. Despite
these challenges, patient safety remains paramount.

Recent advances in reinforcement learning (RL) offer promising solutions to address these
challenges. RL has demonstrated the ability to discover innovative solutions to complex problems at
scale. Applied to pacemaker design, RL offer a transformative paradigm for managing complexity,
reducing development time, and enabling personalized therapies, all while upholding the highest
safety standards. Through RL’s scalable exploration capabilities, new therapies can be discovered,
and existing ones can be tailored to meet individual patient needs. However, the safe application
of RL hinges on the precise construction of the reward mechanisms—often expressed as finite-state
machines known as reward machines—that guide the behavior of RL agents. Errors in defining
these learning objectives can result in flawed training and incorrect system operation.

This dissertation addresses the critical problem of rigorously and unambiguously expressing
the requirements for cardiac pacemakers in a form that can be effectively processed by RL algo-

rithms. Formal logic provides a robust framework for specifying system behaviors, and automated
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methods for translating these requirements into reward machines can significantly enhance the re-
liability of RL-based system design. A key contribution of this dissertation is the formalization of
cardiac pacemaker requirements using a real-time formal logic called Duration Calculus (DC).
We further explore techniques to translate these formal specifications into reward machines, en-
suring that RL algorithms trained to maximize these rewards produce strategies that satisfy the
original requirements.

While formal logic offers a precise method for defining RL learning objectives, the manual
process of capturing requirements in this format is often labor-intensive and error-prone. To address
this, the dissertation investigates the potential of Al technologies—such as recurrent neural
networks and large language models—to extract formal logic and reward machines from expert
demonstrations provided by skilled cardiac clinicians.

RL’s exploratory nature can lead it to make incorrect actions leading to grave consequences.
To enhance safety, we also develop approaches to restrict the choices available to RL agents using
safety shields derived from formal requirements. These shields ensure that the strategies generated
by RL algorithms comply with critical safety and performance criteria.

By integrating formal logic, reinforcement learning, and cutting-edge Al techniques, this
dissertation establishes a robust foundation for the next generation of intelligent cardiac pacemaker

design, while ensuring both safety and personalization.
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Chapter 1

Introduction

Since their inception in 1959, implantable pacemakers have transformed cardiac disease treat-
ment, enhancing patient quality of life through successive technological advancements in miniatur-
ization and cardiac therapy. However, the increasing complexity of these devices presents challenges
in development, verification, and personalized care, often relying on generalized patient population
models that can lead to suboptimal outcomes. Reinforcement learning (RL) is emerging as a
promising solution to these challenges by enabling innovative, scalable approaches to personalized
therapy, reduced development timelines, and complexity management. Central to the safe and
effective application of RL in pacemaker design is the precise construction of reward mechanisms,
such as reward machines, which guide RL agents’ behavior. This dissertation focuses on addressing
the critical issue of rigorously formalizing cardiac pacemaker requirements to ensure their effective

integration with RL algorithms, paving the way for safer, more personalized cardiac therapies.

1.1 Optimized Pacemaker Therapy Through Safe Reinforcement Learning

Implantable medical devices have revolutionized patient health, freeing patients from bulky
external equipment that limited their daily activities, significantly improving their quality of life.
The first such device, a cardiac pacemaker, was implanted in 1959 [56]. That simple device was
the genesis of the implantable medical device industry now spanning a vast array of medical dis-
ciplines including cochlear ear implants, neurological stimulation for chronic pain reduction, brain

stimulation to treat Parkinson’s disease, and drug pumps for regulation of blood sugars. These



device continue to evolve smaller and more sophisticated sensors that are providing new sources
of real-time data about the patient’s disease state underutilized by today’s therapies. Through in-
situ, real-time analysis of data, current therapies can be continually optimized and new therapies

devised providing patients a fuller, symptom free life.

1.1.1 Implantable Cardiac Pacemakers

The first pacemaker provided very basic support, sustaining patients suffering from low heart
rates. Electronics technology was primitive, limiting what therapies could be provided while avail-
able batteries suitable for implant were large with limited charge capacity requiring frequent re-
placement. As a result, the devices were large and bulky; a cosmetic issue for some patients. Yet
the devices were incredibly impactful, allowing patients freedom to live normal lives outside of a
clinic. Technology has rapidly advanced since then. Modern pacemakers are a fraction of the orig-
inal size while having 32 bit low power CPUs which allow for more complex therapies and battery
lives extending the time between replacements to over twenty years for many patients.

While pacemaker technical capabilities have increased substantially from the original device,
pacemaker therapies remain based on treating the average patient. Additionally, a patient’s disease
state changes as they age. Current pacemakers do not have the ability to detect and update their
pacing parameters leaving the patient with degraded cardiac support until their next clinical visit,
potentially six months to a year away.

With the accelerating advancements in electronics, sensors, data analysis, and artificial intel-
ligence, patients and clinicians are driving a demand for even more complex devices that can provide
therapy unique to the individual patient’s disease state. Meeting this need requires shorter prod-
uct development cycles and complex therapy algorithms while meeting significantly more stringent

regulatory requirements for proving safety and efficacy.



1.1.2 Reinforcement Learning for Pacemaker Design

Reinforcement Learning (RL) [13§] is a sampling-based optimization method where a learning
agent discovers optimal solutions driven by scalar reward signals. It is well suited to the task of
getting novel new therapies to market faster, optimized to the individual patient. RL has a history
of finding creative solutions for many complex tasks such as playing Go [128], video games [109] 158],
integrated circuit routing [106], and identifying cancer in X-rays [87]. Self driving automobiles [79]
and autonomous drones [147, [159] have highlighted RL’s innate ability to recognize patterns not
obvious to humans in real-time data from multiple sources that result in novel control solutions for
handling unexpected events.

Pacemakers have multiple real-time sensors that track a patient’s coronary output and phys-
ical activity available for exploitation by RL’s novel capabilities. Continuous analysis of this data
enables new therapy options and optimization of existing therapies. As an optimization example,
Mobitz II heart block may reduce ventricular beats by one-third leaving the patient feeling tired
and prone to fainting. Current pacemakers provide the missing beat but at a slower rate than the
patient’s intrinsic rhythm, helpful but not optimal. With RL, the patient’s actual rhythm can be
identified and matched continuously, providing optimal cardiac output. As the patient’s disease
state changes, RL’s learning ability allows for recognition of changing patient conditions, correctable
through continual therapy modifications, ensuring appropriate treatment between clinical visits.

The success of RL relies on high-quality feedback in the form of scalar rewards. These re-
wards are often generated by an observer, commonly expressed in the form of finite state machines
known as reward machines [72], which embodies knowledge of desired learning objective. Re-
ward machines are typically designed manually and are prone to human error [47, 129]. Incorrect
rewards can lead RL agents to learn unintended behaviors [35] and potentially incorrect medical
treatment [I15]. This dissertation addresses the critical problem of rigorously and unambiguously
expressing the requirements for cardiac pacemakers in the form of reward machines that can be

effectively processed by RL algorithms.



1.2 Thesis Statement

There is increasing demand for enhancing the capabilities of pacemakers, reducing develop-
ment time, and providing adaptive therapy, all while maintaining the high patient safety standards
required by the FDA. Recent progress in RL has demonstrated its potential for creative design
exploration and adaptive control design at scale. However, the safe application of RL relies on
the correct design of reward mechanisms that capture both safety requirements and non-functional
specifications. Traditionally, formal methods offer a principled approach to designing safety-critical
systems, emphasizing the importance of formal requirement specifications at every stage of the
design process. This thesis develops the foundations for principled applications of RL in the design

of implantable cardiac pacemakers, grounded in formal methods.

Thesis Statement}

Reinforcement learning, grounded in formal methods, can be safely and effectively applied to
the design of implantable cardiac pacemakers.

1.3 Contributions

The pacemaker and human heart form a complex, closed-loop system that is time-critical
and requires real-time logic to express the pacemaker’s requirements. Duration Calculus [30] (DC)
is a highly expressive and succinct logic capable of capturing specifications involving dense-time
durations. A key contribution of this thesis is the DC-based encoding of pacemaker requirements, as
detailed in the Boston Scientific pacemaker specification document [86]. Subsequently, we focus on
developing an automated approach to faithfully translate these requirements into reward machines
and shields for RL agents, laying the foundations for a safe and effective RL-based approach to

pacemaker design.



These key elements for enabling pacemaker therapy optimization are addressed in this the-
sis: translation of natural language specifications to formal specifications, formal specification of

pacemakers, correct rewards machine synthesis, and safe, in-situ RL training.

1.3.1 Formal Specifications From Natural Language Explanations

While formal specifications have been shown to reduce design errors by eliminating the am-
biguity of natural language while enabling rigorous testing methodologies [I56) [113], most specifi-
cations are written in natural language. The manual translation process to a formal specification
is difficult due to a lack of formal language proficiency among those doing the translation [62].
Automating the translation process provides a natural way to formalize natural language specifica-
tions to access the testing benefits of formal languages. This dissertation automates translation by
combining the inherent language translation abilities of large language models, to extract candidate

formal logic formula, with the logic synthesis of discounted semantics [7] to repair LLM mistakes.

1.3.2 Formal Pacemaker Specifications

Temporal formal logics provide a succinct language for expressing the evolution of systems
over time. The language syntax of formal logic results in concise, grammatically well-formed formu-
las that can be converted directly to equivalent finite state machines that can be validated through
well established formal testing methods such as deductive theorem proofs. Duration Calculus (DC)
is a highly expressive logic that adds several unique temporal operators allowing capture of complex
timing relationships. The expressiveness of DC’s temporal operators, however, prevent translation
to finite state machines. Through restriction of DC’s temporal operators, subsets of DC regain
translation to finite state machines. The first formal pacemaker specification is presented using

restricted DC.



1.3.3 Reward Design for Safe Reinforcement Learning

This thesis presents and validates two reward machine creation methods that overcome the
difficulties correct scalar reward design. First, a rewards machine can be extracted directly from the
formal specifications. To achieve this, a translation process from specification to state machine will
be explored. Secondly, it will be shown that a rewards machine can also be created using Al systems
specializing in sequential data, recurrent neural networks and large language models. In this novel
implementation expert demonstrations of desired environmental control are used for training an Al
based rewards machine. This approach enables a unique new design process where experts directly
define how the final design should work by capturing the expert’s functional knowledge as traces

or steps through a process.

1.3.4 Correct Reward Machines For RL Pacemaker Training

RL is not infallible, however. The Go playing RL was trained using the strategies of the Go
grand masters. When an opponent used naive and simple strategies not in the original training
data, the RL could easily be beaten [I53]. Rewards machines, created from expert demonstrations
or design specifications, used to train an RL controller may be incorrect or incomplete leaving gaps
in the training process where the trained RL controller is required to make inferences. In a safety
critical device, this would be unacceptable as there’s no guarantee the chosen action is a safe action.
Likewise, to optimize a patient’s therapy, RL needs the ability to explore alternate therapy settings
in order to observe the effects to the patient. If unconstrained, actions taken by the RL could easily
cause patient harm.

Safety shields guard against inappropriate actions by the RL. The shield reviews each RL
action, replacing those which are unsafe with an appropriate alternative that maintains safe oper-
ation. With a shield in place, the RL is free to explore where it’s actions can never violate safety
properties and incorrectly trained RL remain safe while optimizing patient therapy [55]. This will

be demonstrated in this dissertation with a real-world example of pacemaker therapy optimization.



14 Thesis Organization

Patient safety is of paramount importance that cannot be overstated. Chapter [2 reinforces
the need for avoiding patient risk by providing a historical background on software safety failures,
regulatory oversight, and safety research.

Chapter [3| introduces the basics of the cardiac electrical system, how disease can disrupt
proper operation and corrective pacing therapy. This cardiac and pacemaker background knowledge
enables the reader to better understand the case study results.

Chapter [ present an overview of Markov Decision Processes, automata, Formal logic, and
reinforcement learning. It closes with an overview of the most common design process to stress
how the design process has a direct impact on patient safety through error introduction.

Beginning with Chapter |5 each subsequent chapter builds on the previous in a journey from
describing a process or therapy in a natural language to ultimately demonstrating a unique real
world patient pacemaker therapy optimized to the individual patient.

Chapter [5|explores solutions to the error prone process of capturing desired performance from
subject matter experts and formal requirements into verifiably correct representations.

Chapter [] dives further into formal specifications through the introduction of a formal lan-
guage capable of describing complex real-time behavior. To demonstrate utility of this approach,
several formal language pacemakers specifications will be created and validated.

Chapter[f]addresses the issue of creating a rewards machine for RL training with two methods.
First, a formal specification is converted to a rewards machine automaton. The second is unique
in showing a neural net trained with expert demonstrations can be used as a rewards machine.

Chapter [§] completes the journey from specification to safe therapy with shielded RL. This

chapter ends with a unique real-world demonstration of optimizing a pacemaker therapy.



1.5 Acknowledgment of Research Collaboration

This thesis is based on the results of four research papers focused on applications of Al in
the specification and design of pacemakers. Each paper is a collaboration between researchers with
unique skills in formal languages, reinforcement learning, and pacemaker design. Their contribu-

tions were instrumental and integral to the success of the research presented.

o FBuvent-triggered and time-triggered duration calculus for model-free reinforcement learn-
ing [43]. This paper introduced subclasses of DC, used to create a single chamber pacemaker
formal specification. Using this specification, the translation method from to a finite state

machine based rewards machine was demonstrated.

e Correct-by-construction reinforcement learning of cardiac pacemakers from duration calcu-
lus requirements [44]. This paper extends the work of the previous paper to dual chamber

pacemakers showing DC is capable of specifying complex timing relationships.

o Integrating explanations in learning LTL specifications from demonstrations [63]. This
paper demonstrates extraction of formal requirements from natural language descriptions

by combining large language models with robust semantics.

o Show, don’t tell: Learning reward machines from demonstrations for reinforcement learning-
based cardiac pacemaker synthesis [81]. This paper demonstrates creation of a rewards

machine embodied as a sequential neural network from expert demonstrations.



Chapter 2

A Brief History of Medical Device Safety

Before beginning, a brief history on why patient safety is paramount and how the industry,
research, and regulation have evolved over the years to address patient harm. The results have
been mixed when using the standard design process. Applying RL with guarding to prevent errors
may have a higher impact in creation of safe and effective treatment.

The story of the Therac-25 is a classic case history showing how a temporal software defect
can escape detection during testing and cause severe patient harm in the field. Occurring from
1985 to 1987 and extensively documented in 1995 [91], the system overdosed multiple patients with
x-rays. The failure was ultimately found to be caused by failure of the system specification and
verification testing to account for unintended use by experienced users. While the user interface was
specified and tested for appropriate input, the real-time nature of user input was not recognized.
When the user interface was integrated with the system, unrecognized emergent properties were
created. User input was signified by the return of the on-screen cursor to a home location. The
cursor location would be periodically checked while background tasks continue to configure the
x-ray source. Due to the length of time needed to perform some of these background tasks, an
experienced user could move the cursor, edit dosage parameters and return the cursor to the home
screen without system recognition of the user changes, leaving the system in an unsafe condition
while all safety checks continued to indicate no safety violations.

Standard validation and verification testing was performed on Therac-25 with no failures

while the emergent properties escaped into use. As can be found in Leveson’s [91] failure analy-
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sis, multiple parts of the software quality process failed to identify the emergent behavior. Key
contributors to the failure of the Therac-25 were a failure to recognize and specify the temporal
relationship between concurrently running software functions, poor software architecture, and a
naive approach to the system hazard analysis.

While Therac-25 is a well documented example of medical device failure where the device
software operated incorrectly or otherwise contributed to unexpected operation, it is not a solitary
event. As documented by Wallace [152], over the years 1983 to 1997, from 2003 through 2012 [52],
and from 2014-2018 [123], software errors continue to escape into use. From 1983-1991 medical
device recalls due to software was 6%. This increased to an average of 10% over the years 1992—
1997[2]. FDA analysis of recall data spanning 2008-2012 showed medical device software recalls
had continued to increase to an average of 15% [152]. While not definitively proven, the reasons
behind the steady increase are thought to be due to the increase in the use of software in medical
devices, an improved failure reporting system, and increased vigilance by the world-wide medical
regulatory bodies.

The US Food and Drug Administration, the FDA, uses a medical device classification system
from Class I to Class III to denote patient risk of an adverse outcome using the deviceﬂ . Class I is
the lowest classification while Class III covers all devices that may cause severe adverse outcomes
including death should a failure occur including devices and equipment that provide life sustaining
support. Sarkissian et al. [123] looked at all causes of recalls for Class III devices over the span
of 2014-1018. Function (29%) and Behavior (22%) were the most prevalent symptoms of software
failure. When software failures were categorized by fault class, logic (43%) and calculation (24%)
were the primary contributors.

Medical product manufacturers demonstrate product quality, efficacy, safety, and confor-
mance to the FDA via a Design History File (DHF) in compliance with the Quality System Record

(QSR) as codified in the Code of Federal Regulations, Title 21, Food and Drugs (21 CFR) part

! Medical device classification in Europe [42] is slightly different. See Rules 9, 10, and 11. This paper will use the
FDA classification system
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820 [53]. Documentation of the development process is described in §820.30 where the FDA defines
in general how to perform and document design verification, conformance to product specifications
(§820.30(f)), and validation, conformance to user requirements (§820.30(g)). The QSR defines what
documentation is required to show compliance with 21 CFR. It does not define how to perform the
steps of the process nor is software as a design component specifically addressedlﬂ .

Recognizing the impact of software on the safe operation of medical devices, in 2002, the
FDA [50] published a guidance on software development and testing. This document specifies
general good design practices for software development as taught in a university level software
system engineering course. It recognizes the importance of user needs based requirements and
product requirements along with testing to verify meeting those requirements. It does not define
or specify how those requirements are obtained or shown to be complete.

In 2006 the International Electrotechnical Committee (IEC) began to address software quality
in medical devices publishing IEC-62304 to cover the development of medical software. Like the
FDA guidance, this document specifies a standard development process based on good system
engineering principles. Again, like the FDA guidance, it does not define specifics on how to show
requirements are complete and accurate nor address prevention of errors in design implementation.

Despite these initiatives, concern for faulty medical device software continued to grow. From
2005 through 2009 there were 56,000 adverse events reported to the FDA for external infusion
pumps leading to 87 device recalls [5I]. 70 of those recalls were designated Class II with the
remainder considered Class I, the most severe. FDA analysis of these failures showed deficient
software design led to improper device operation or enabled incorrect operation by the user. This
prompted the FDA to launch the “Infusion Pump Improvement Initiative” in 2010 [51]. The
primary two elements established in the initiative focus on increased analysis of device safety
during the design process through creation of safety assurance cases [78] and a joint effort between
the FDA, device manufacturers and university researchers to design more robust devices, known

as the Generic Infusion Pump project. The project’s goal was to define a reference specification

%2 The European equivalent governing document is Council Directive 2017/745 [42]
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for an external infusion pump whose safety properties could be validated through formal modeling.
Project research was archived on the infusion pump initiative web siteﬂ . Contributions appear to
have ended in 2015 with no further additions.

In 2007 the North American Software Certification Consortium (SCC) initiated the Pace-
maker Formal Methods Challenge hosted by the McMaster University Software Quality Research
Lab (SQRL)ﬁ . Boston Scientific contributed an older dual chamber model pacemaker specifica-
tion to use as requirements for a generic device [86]. The aim of the challenge was to show how
applications of formal methods could lead to higher integrity software. A seminar to review the
results of the challenge to date was convened at Schloss Dagstuhl [I04] In 2012. Covering the topics
of formal method certification, model-based development, medical domain unique aspects, tooling
and pragmatics, researchers involved in the challenge reported on their research and progress. The
overarching results of the seminar showed that formal methods and tools were not yet at a ma-
turity level sufficient for deployment in development and testing of medical devices in commercial
practice.

Based on papers published, extending applications of formal methods from generic cyber
physical systems specifically to medical device software was an active area of research during the
ten year period of 2005-2015. The volume of papers published since then has diminished signifi-

cantly.

3 Ceneric Infusion Pump Project web site: https://rtg.cis.upenn.edu/gip/
4 see project website at http://sqrl.mcmaster.ca/pacemaker.htm
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Chapter 3

Foundations of Cardiac Pacing Therapy

The heart is the most important organ in the body. Without its continuous beats pushing
oxygenated blood through the vascular system, life ceases. Cardiac disease diminishes the heart’s
ability function properly and can progress to the point where the heart fails. When disease af-
fects the electrical pathways of the heart, cardiac implantable electronic devices (CIEDs), such as
cardiac pacemakers and implantable cardioverter-defibrillators (ICDs) can be implanted to restore
functionality and improve the patient’s prognosis and QOL. These small, battery power devices
monitor the electrical activity of the heart looking for signs of incorrect cardiac function, providing
a corrective or supportive electrical signal to the myocardium when needed.

Since the invention of the first simple bradycardia pacemaker in the 1950’s, CIED design has
become increasing complex. Where the first devices were not programmable and simply provided
a continuous beat in a single chamber, modern multi-chamber devices are highly programmable
tailoring their functionality to the individual patient needs and physiology while providing a con-
tinually adaptive pacing rate as the patient goes about their daily activities where the natural heart
rate will change based on physical exertion. Commensurate with this increase in complexity has
been an increase in design requirements leading to specifications spanning hundreds of pages of
natural language requirements covering all aspects of the provided therapy and safety protocols.

The goal of cardiac pacing therapy is to replace a biological component of the cardiac cycle
that has failed, is operating intermittently, or to mitigate an incorrect conduction pathway that is

causing irregular heartbeats. Pacemakers perform this by applying voltage to the heart at regular
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time intervals that are coordinated with the cardiac cycle. Pacing at an incorrect point in that cycle
can lead to an irregular heartbeat or patient death. The paths taken by pacing pulses through the
heart are not electrical conductors where electrons move through a matrix as an electrical engineer
would recognize but a complex biological mechanism gating ions between cells. To understand
how a pacemaker works starts with an understanding of the cardiac cycle and the heart’s electrical
pathways. What follows is a brief overview of the heart conduction system and diseases that
can disrupt normal operation. For a deeper understanding of pacemakers and the heart conduction
system I refer readers to Clinical Cardiac Pacing, Defibrillation and Resynchronization Therapy [77]

and An Introduction to the Cardiac Action Potentials [141].

3.1 The Cardiac Cycle

The myocardium is the muscular structure of the heart and is a chemically activated elec-
trical circuit. It is composed of oblong and stacked brick-like myocyte cells, separated by lateral
membrane channels through which potassium (K) and sodium (Na) can pass. The permeability of
the membrane is regulated by calcium (Ca). Pacing charge is carried by K* and Na™ ions, flow-
ing from cell to cell along the membrane network, causing each cell to depolarize from its resting
state of approximately 85-90mV when sufficient charge accumulates within the cell. Depolarization
across a sheet of cells is primarily directional along the longitudinal axis through the intercalated
discs located on the axial ends of the cardiomyocytes. The direction of depolarization is anisotropic
conduction, transmitting three times faster axially than radially, moving downward from the atria
through the ventricles and outward from the endocardium to the epicardium. The amount of charge
needed to trigger a myocardium cell, called the action potential (AP), varies with the cell’s location
and function in the heart. Directionality and potential variances are important in maintaining a
coordinated contraction of all the cells of each heart chamber.

The AP of a cell can be viewed as a transient voltage gradient passing through the my-
ocardium described through five phases: 0 - upstroke (depolarization), 1 - early repolarization, 2

- plateau, 3 - final repolarization, and 4 - resting. These are depicted in Figure [3.1] showing the
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Figure 3.1: Ventricular Action Potential

morphology of the ventricular AP. The phases of the atrial AP are the same though their ampli-
tudes and durations are shorter. Upstroke occurs when the cell membrane channel opens to allow
an inrush of Na™ ions to depolarize the negatively charged cell. The depolarization process will
rapidly overshoot neutral charge becoming slightly positively charged, ending as the Na™ mem-
brane channel closes. Early repolarization is a rapid bleed off this overshoot as the cell moves back
towards a negative charge. Before the positive overshoot has fully depleted, Ca regulation of the
cell membrane leads to a charge plateau. Finally, the K™ membrane channel opens and the cell
rapidly completes its final repolarization returning to the initial negative charge. The cell remains
in this resting state until the next depolarization cycle. The overall time from start of upstroke to
return to rest is approximately 200-300ms [77, [122].

An important aspect of the action potential to pacing therapy is denoted in Figure [3.1] as
absolute refractory period (ARP) and the relative refractory period (RRP). During the ARP the
majority of the Na™ channels are inactive thus preventing start of another AP. The RRP covers
the majority of Phase 3 as more Nat channels recover and a new AP is possible, though requiring
a higher Phase 0 amplitude correlated to the level inactive channels.

A region of specialized myocardium located at the top of the right atrium wall known as the
sinoatrial node, or SA node, functions as the heart’s natural pacemaker. It sets the heart rate by
regularly triggering atrial depolarization. The cells in this region are a mix of atrial contractile
and pacemaker cells, with the mix of pacemaker cells more dense towards the center of the region.

Origin of the depolarization is not fully understood. The leading theories are DiFrancesco’s Funny
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Current, Iy, where this current grows to eventually push the SA node’s AP over the threshold to
trigger Phase 0 depolarization and Lakatta’s theory of a calcium clock model where interactions
between myocardial membranes and clusters of Ca receptors [I141] cause a rise in the AP to exceed
the threshold. Experimental results impairing either of these effects has shown impact to pacing
function and both mechanisms may be involved.

The purpose of atrial contraction is to assure sufficient filling of the ventricles before the
ventricles contract to push blood through the body. To coordinate the timing between the atrial and
ventricular contractions, the pacing signal from the sinus node must be delayed before continuing
to the ventricle to prevent a premature ventricular contraction (PVC) before ventricular filling is
complete. Serving this purpose is the atrioventricular (AV) node, a small cardiac structure located
between the right atrium and ventricle at the beginning of the ventricular conduction pathways or
His bundle located in the intraventricular septum. The AV node provides a delay before starting
the ventricular depolarization through a smaller resting potential and slower upstroke velocity (Na™
inrush rate). This delay can be seen in the ECG as the time from the end of the P-wave to the
start of the Q-wave. Like the SA node, the AV node has some pacemaker cells and can generate
intrinsic ventricular beats in the absence of SA functionality.

When a group of cells are viewed as an aggregate, the action potential can be seen as a
transient voltage gradient across the group. This gradient is what is displayed by surface electro-
cardiograms (ECG or EKG) measured across the torso, as depicted in Figure and intracardiac
electrograms (EGM) measured at a point directly on the myocardium. The cardiac cycle begins
with contraction of the left and right atria. The P-wave seen in an ECG waveform is the rapid
depolarization of the atria. Ventricular depolarization occurs next, designated as the QRS Com-
plex in Figure [3:2] The final segment of a pacing pulse ECG is the T-wave. This represents the
repolarization of the ventricles. Atrial repolarization occurs during ventricular depolarization and
is not visible in ECG or EGM due to the much larger ventricular signal.

Allowing for only cell-to-cell propagation of the AP through the contractile myocytes would

be too slow for coordinated contraction of a heart chamber. This is overcome with the cardiac
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Figure 3.2: ECG of a single cardiac cycle

conduction pathways providing a high speed means to move the AP through the atria and ventricles
ensuring the all the myocyte cells of each chamber beats together. These pathways are specialized
cardiac cells that have lower thresholds to Phase 0 allowing them to quickly distribute the AP
along their length. The Ventricular pathways are more organized and distinct with the interaction
between the left and right bundle branches and the local myocytes being highly regulated through
Purkinje fibers extending off the bundle branches into the endocardial tissue. Purkinje cells are
highly resistive to receiving AP from the surrounding contractile myocytes to prevent retrograde

conduction of the AP back into the conduction pathways.

3.2 Failures of the Heart

Coordinated propagation of AP through the myocardium is fundamental to heart health;
disruption of this function leads to cardiac arrhythmias. Arrhythmias exhibit themselves as loss of
intrinsic beats, lack of rate change due to activity or stress, slow rates, rapid rates, and extraneous
beats. These conditions come from improper operation of the SA and AV nodes, impairment of
AP conduction, and retrograde conduction.

Heart failure is a separate cardiac disease where the heart becomes enlarged and less efficient
at pumping blood. The walls of the ventricles become thick and less contractile while coordination
between the left and right ventricles decreases. Patients with heart failure typically exhibit an
excess of sodium leading to water retention and additional health complications such as pulmonary

edema and degraded quality of life.
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Figure 3.3: Categories of Cardiac Conduction System Arrhythmias

Coronary artery disease is a contributor to some forms of conduction arrhythmia as plaque
builds in the coronary arteries. A myocardial infarction (heart attack) occurs when plaque build up
causes a coronary artery to become occluded and prevent blood flow to a portion of the myocardium.
If not treated rapidly, the impaired blood flow leads to cellular death (myocardial necrosis), leaving

an infarcted region of tissue that is non-contractile and electrically non-conductive [49].

3.2.1 Conduction System Diseases

Cardiac arrhythmias have many causes including aging, congenital defects, viral infection,
infarction, and coronary artery disease. Degradation or failure of the heart’s conduction system can
lead to arrhythmias where the heart can beat too slowly (bradycardia) or too quickly (tachycardia).
Figure categorizes the types of conduction failures that can lead to either or both of these
conditions in a patient. The left half of the figure presents the ways that a pacing signal can
fail to propagate leading to a slow heart rate or missing beats. The right half shows failures of
the conduction system where the heart accelerates improperly due to overly excitable pacemaker
functions or circular paths that allow an AP to continue propagating through the myocardium.

Understanding the nature of these conduction issues is important to pacing therapy for recog-
nizing the type and cause of the arrhythmia and deciding the appropriate time to pace. Following

Figure [3.3] this section is an overview of the bradycardia and tachycardia arrhythmias.
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3.2.1.1 Bradycardia

By consensus, heart rates below 60 beats per minute are considered bradycardia [I31]. A low
heart rate is not necessarily unhealthy. Sleeping heart rates for healthy people can fall into the 50s
or lower while physical fit people can strengthen their hearts, making them more efficient on each
contraction thus requiring less beats to maintain needed blood flow resulting in normal bradycardia
heart rates. For symptomatic patients, bradycardia rates do not supply sufficient blood to sustain
activity and those patients may be lethargic, tire quickly or have episodes of fainting (syncope).

Bradycardia can be caused by failure of the SA node (sinus bradycardia) or the AV node
(ventricular bradycardia). Reviewal of patient ECG will show missing P waves or QRS complexes
depending on which type of failure is present. When there is complete failure of the natural
pacemaker function or transmission of the resultant AP, a patient may exhibit an escape rhythm

where other myocardial tissue containing pacemaker function cells generate a slower rate beat [38].

Sinus Node Disease. Sinus Bradycardia is the result of Sinus Node Disease (SND), a failure
of the pacemaker function to properly maintain a constant beat at a rate necessary to sustain normal
patient activity [59, [66]. SND may occur at any age and prevalence increases sharply with age. In
the general population of 45 and older, the prevalence is 0.8 per 1000 (0.08%), increasing to 1 in
600 (0.16%) for those 65 and older [73], and over age 70 has increased to 270 in 6004 (4.5%) [L00].

Failure of the pacemaker function is classified into levels of incompetence. Sinus node arrest is
prolonged asystole leading to significant pauses between atrial beats where no AP is generated by the
SA node. When asystole occurs, an escape rhythm AP may occur. Sinoatrial exit block describes
impairment of the AP from leaving the SA node and is classified by degrees the impairment. With
first degree block, the AP conduction is delayed leading to sinus bradycardia. There are two types of
second degree block which prevent AP exit at a periodic interval. With Type 1 second degree block
the time between two adjacent P waves, the P-P interval, gradually shortens on each subsequent
beat until a beat is lost, the P-P interval returns to its full duration and the pattern repeats. Type

2 is similar to Type 1 except the P-P interval remains constant until a beat is lost. With third
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degree block multiple consecutive APs are generated within the SA node but blocked from exiting

to the conduction system [66].

Atrioventricular Node Block. AV block prevents sinus AP from propagating from the
atrium into the ventricle. The block may occur in the AV node or the conductive His bundle that
propagates the AP through the ventricle. There are three types of AV block.

First-Degree AV block is a prolongation of the P-R interval to a value greater than 200ms.
The P-R interval remains constant and all P waves are followed by a QRS complex. The delay may
originate in the AV node or the His bundle [38] [151].

Much like second-degree SND, second-degree AV block results in loss of QRS complexes
with a constant periodicity. With type I second-degree AV block, also known as Mobitz I or
Wenchenbach, the P-R interval grows progressively longer until a QRS is lost. The interval then
resets to its shortest value and the cycle repeats. The source of type I block is almost always located
in the AV node though in rare cases it may originate in the His bundle. Type IT AV block or Mobitz
IT describes a constant P-R interval that may be normal or prolonged with at least two conducted
P waves before loss of a P wave. The periodicity of the dropped P wave will hold constant and
is given as a ratio (e.g. 2:1, 3:2 block). Type II block originates in the His bundle except for 2:1
which is a variant of Mobitz I that originates in the AV nodel [38] [I51].

Third-degree AV block is also known as complete heart block (CHB). All AP conduction is
blocked. Most patients with third-degree block are sustained with escape rhythm. The ECG of
such patients shows complete dysynchrony between P waves and elongated QRS complexes with
P waves usually occurring at a higher rate than the QRS complexes. Block may occur in the AV

node or the His bundle [38] [I51].

Bundle Branch Block. The His bundle bifurcates into the right and left bundle branches
providing the conduction pathways for each of the ventricles. The left bundle further bifurcates into
the anterior fascicle and posterior fascicle. Bundle branch block (BBB) may occur in any of these

branches and is described as unifascicular, bifascicular, or trifascicular disease depending on the
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number of branches blocked [I01]. When a block occurs, AP propagation through the remainder
of the conduction pathway for the associated ventricle is disrupted.

The right and left bundle branches are isolated via the intraventricular septum. An AP
can slowly conduct between the two branches but in a healthy patient the AP is still conducting
through the higher speed branch cells leaving the conduction path cells in refractory by the time
AP from the opposing branch has propagated through the septum. Thus, the slow path AP does
not cause additional depolarization. When a branch is blocked however, this slower conduction
path now sources the AP into the blocked path causing dysynchrony between the ventricles due to
the increased propagation delay of the AP to the blocked ventricle. Left BBB is common for heart

failure patients [38, [40].

Chronotropic Incompetence. Chronotropic incompetence (CI) is primarily an age related
form of bradycardia where the patient’s maximum heart rate is insufficient to support exertion [25].
It is not a defect of the SA or AV nodes but a gradual, age related decrease in S-adrenergic [135]
responsiveness of the sympathetic nervous system [34], the body’s signaling system for heart rate
change. [(-adrenergic [I35] responsiveness is the primarily signaling associated with the fight or

flight response. Heart failure patients administered S-blocker medication may also exhibit CI [161]

3.2.1.2 Tachycardia

Tachycardia describes conditions where the heart rate accelerates to a high rate without an
external stimulus such as physical activity or adrenaline and may occur in any chamber of the heart.
The clinical consensus heart rate for tachycardia diagnosis is 100 beats per minute and above [131].
Tachycardia is not always a sign of heart disease. Sinus tachycardia, where the rate is being set by
the SA node in response to exercise, is normal, but resting sinus tachycardia above the 100 beat
threshold is considered symptomatic.

As a cardiac disease, tachycardia typically presents as flutter or fibrillation in the atria,
ventricles, or both. Fibrillation is a life threatening arrhythmia where the atria or ventricles beat

non-rhythmically due to chaotic electrical activity [126]. The affected chamber may cease pumping
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blood. Flutter is another high rate arrhythmia where the atria or ventricles beat at a rapid and
regular rate greater than 240 beats per minute [37, [126]. The ECG waveform for flutter will
typically show a sine wave-like morphology. Patients suffering from flutter can be asymptomatic
or may notice heart palpations.

Where bradycardia is a disease of AP loss, tachycardia is a disease of rapid AP propagation.
In the right half of Figure tachycardia arrhythmias are classified by their manifestation related
to how the rapid AP are generated. Abnormal AP formation describes when alternate pacemaker
cells begin spontaneously generating AP asynchronous to the SA node. Reentrant conduction
describes multiple alternate pathways where a propagating AP can re-stimulate myocytes after

they’ve completed refractory in a self sustaining loop.

Abnormal AP Formation. Pacemaker cells can be found anywhere in the conduction
system from the SA Node down to the Purkinje fibers. They are identifiable by their lower (less
negative) resting voltage and narrower AP waveform. The lower resting voltage gives them the
propensity to self depolarize, starting an AP propagation. What keeps healthy heart from devolving
into chaos is the rate of self discharge decreases for pacemaker cells further away from the SA.
Because the SA node self discharges first, its AP propagation reaches and resets all slower pacemaker
cells further down the conduction pathways [I45]. This phenomenon explains why a patient with
CHB or BBB can still have ventricular activity when the SA node AP is blocked. The slower
pacemaker cells further down the conduction pathway take over, though at a slower rate.

Abnormal automaticity is a breakdown of this order where other cells begin to self depolarize
at a rate faster than AP from the SA Node has propagated to them. The underlaying cause of
this disease is not fully understood. The errant cells may be other pacemaker cells or traditional
contractile cells that do not normally function as a pacemaker. Experimental results appear to
point to a malfunction of the cell timing currents such that they modify the AP morphology of the
cell and relaxing the self depolarization threshold [I1, 13} [I45]. Premature Ventricular Complexes

(PVCs) are normally benign versions of this phenomenon [99]
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Figure 3.4: Conduction Paths

Triggered Activity occurs when the ionic flows of Ca and Na® during the cardiac cycle
become unbalanced and the cell spontaneously begins depolarization. Early afterdepolarization
(EAD) occurs during the phase 2 or phase 3 (plateau and repolarization) portions of the AP
waveform [IT) 13| 145]. This is sometimes referred to as R-on-T due to the ECG morphology
where the new ventricular contraction R wave is seen riding on the refractory T wave from the
previous contraction [I18]. Delayed afterdepolarization (DAD) occurs when the cell spontaneously
depolarizes during phase 4 due to an overload of Ca. DAD is a typical cause for superventricular

tachycardia and atrial fibrillation [11] [13]

Reentrant Conduction. Reentrant conduction is categorized into three forms: circus,
reflection, and Phase 2 [I1], [76] and are typically created when a slower, alternate pathway allows
for an AP to return to already contracted myocytes after they’ve completed phase 3 refractory

and repeating the AP conduction through the original pathway. In a healthy individual, shown in
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Figure the normal pathway (black arrow) beats the slower pathway (red arrow) to the circuit
merging location. The faster pathway’s AP propagated into the slower pathways exit, inducing
normal depolarization and blocking the slower path’s AP conduction. Figure shows Phase 2
retrograde conduction. Here the faster path has failed and is bidirectionally blocked. The slower
pathway becomes the method of AP conduction, splitting when reaching the exit point to continue
down the original faster pathway while also moving backwards through the remainder of the blocked
faster conduction pathway until reaching the blocked location. Figure depicts Circus reentry, a
form of fibrillation, where the fast path block is unidirectional and only allows conduction opposite
the normal fast path flow. In this condition, the slower path AP propagation moves retrograde
through the fast path and the block returning to the slow path starting point, restarting the slower
pathway again forming a continual loop [T, 13].

Reflection conduction is shown in Figure [3.4d] While this form of reentry is still an open
research question [I3], Rozanski [I21] demonstrated the pathway in experimental work. In reflection
reentry, there is an area of slow conduction between two locations. The left end in the figure is
the origin of the AP propagation. The left-to-right propagation is slowed while passing through
the middle area before reaching the right side. The right side depolarizes and the AP begins to
propagate back through the middle area. When it reaches the left side, the original conduction
pathway has already exited refractory and, thus, is retriggered beginning another AP propagation.
This form of reentry differs from circus as the AP propagation path is ‘reflected’ back through the
same tissue from which it came.

Phase 2 reentrancy is so named due to distortion of the phase 2 portion of the AP waveform
in affected cells [I1], 13]. This form of reentry does not require special pathways but is a focal
reentrancy caused by individual cells with abnormal phase 2 waveforms. These distorted waveforms

can cause adjacent repolarized normal cells to depolarize and begin a new cycle of AP propagation.
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3.3 Pacemakers - A Brief Overview

When the heart’s conduction system fails, coordinated contraction of the heart is impaired
and the patient’s health is compromised. A patient suffering from acute conduction blockage or
interruption due to drugs, viral infection, or recovery from surgery leaving the heart weak may
receive a temporary external pacemaker to provide support while the heart recovers. Chronic
cardiac disease sufferers may be prescribed a Cardiac Implantable Electronic Device (CIED). CIEDs
describes a category of implantable cardiac devices including bradycardia pacemakers, implantable
cardiac defibrillators (ICDs) for tachycardia, cardiac resynchrony therapy (CRT) devices for heart
failure patients, and ECG loop recorders for symptom diagnostics.

A pacing system consists of a pacemaker, colloquially known as ‘the can’, and wires (leads or
pacing leads) to connect the pacemaker output to the myocardium. Pacemakers today are composed
of a two part titanium shell containing the battery and electronics along with a connector or header
block where the pacing leads attach. They are commonly implanted in a subclavical pocket under
the skin of the left shoulder. From the pocket a local vein, typically the left Cephalic, is accessed
for lead insertion into the right atrium [I6]. The right atrial lead is secured near the SA node
while the right ventricular lead continues through the tricuspid valve and is typically secured in the
ventricle apex. Leadless pacemakers are a more recent development. These devices are significantly
smaller and are affixed directly to the myocardium in the same location leads would be affixed for

the larger devices.

3.3.1 Pacemaker Design.

The simplest pacemaker, a single chamber pace-only device, requires nothing more than a
battery, switch, capacitor, and a timing circuit as shown in Figure In operation, the capacitor
is connected to the battery through the switch to charge. When the timing circuit reaches the end
of the interval between pacing pulses, the switch toggles to discharge the capacitor into the heart

and then returns to charging the capacitor. If sufficient charge is delivered to the heart, cells near
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Figure 3.5: Pacemaker System Designs

the distal tip of the pacing lead will depolarize and begin an AP propagation. The pacemaker
has ‘captured’ the heart. Such a pacemaker will continually pace the heart at the rate set by the
adjustable timer while ignoring intrinsic heart activity.

Modern pacemakers are significantly more complicated than the simple version in Figure [3.5a]
Pacemakers today are composed of pacing logic, where the pacing therapies are encoded, pacing
and sensing circuits for each chamber, control logic, and communications for changing therapy
non-invasively. Figure shows a basic block diagram.

As shown in Figure pacing leads serve dual purposes delivering the pacing pulse from
the pacemaker to the myocardium while also routing EGM from the heart to the pacemaker’s sense
filters to enabling sensing of intrinsic heart activity. The sense filters are a combination of analog
and digital filters with the purpose of attenuating noise while amplifying the intrinsic heart activity.
P and R wave primary frequency composition is between 1 and 200Hz with the majority of spectral
intensity between 1 and 80 Hz [112], [140]. At the lower end of this band is the patient’s breathing
(~0.5-1 Hz) while at the higher end is noise from muscle activation potential (> 80 Hz) [I40]. The
pacemaker must be able to filter such body noise from the EGM to assure appropriate pacing.
Additional filtering is typically required for removal of external interference that can fall into this

frequency range. Most notable are power systems operating at 16, 50, and 60 Hz.
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Upon completion of the filtering, the resultant signal is compared to a programmable thresh-
old defining the minimum amplitude for the signal to be considered an intrinsic cardiac pace event.
When the incoming signal from the lead exceeds this threshold an intrinsic event flag is generated.
Programming this threshold value too high leads to intermittent missed events or complete inabil-
ity to detect the intrinsic cardiac activity. Many modern pacemakers will periodically update the
threshold value by performing a threshold test consisting of titrating the threshold value until loss
of capture and then selecting a new permanent value set to this loss value plus a safety margin.
An incorrectly programmed sensing threshold that causes unnecessary pacing will decrease the
longevity of the implanted device.

Battery longevity is an important pacemaker feature and thus it is advantages to decrease the
amount of pacing provided by the pacemaker, allowing the heart to intrinsically beat when possible
to extend the time between device replacement. This leads to improved patient safety as surgical
replacement of an implanted medical device carries roughly a 4% risk of surgical site infection [18].
While a larger battery can reduce this risk by increasing the time between needed replacements,
battery size is limited for practical and cosmetic reasons.

The pacing logic block of Figure contains the therapy algorithms. This logic monitors
the output of the sensing filters and decides when to pace. These algorithms are manufacturer
proprietary designs for unique market advantage. Ongoing research into the onset of tachycardia has
provided insight into methods of detecting the onset of tachycardia and flutter arrhythmias leading
to special algorithms that allow pacemakers to terminate the arrhythmia using antitachycardia
pacing (ATP)s [45] decreasing the need to provide a defibrillation shock. Basic pacing logic will be
presented in detail later in this section.

Once the pacemaker is implanted, there’s no non-invasive way to update or change the pa-
tient’s therapy. The communications block of Figure [3.5D] represents the various H and E-field
radios in use today. The clinician uses an external computer known as a programmer to view and
change pacemaker parameters. Until recently, these communication channels were proprietary to

each pacemaker manufacturer and incompatible between manufacturers. Newer pacemakers in-
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corporate a Bluetooth radio allowing communication directly with patient cell phones though the
telemetry protocols are still manufacturer proprietary.
Finally, the control block contains logic for all non-pacing related tasks including the operating

system.

3.3.2 Modes of Pacing

Pacemakers come in a variety of pacing and sensing options. The North American Society of
Pacing and Electrophysiology (NASPE) maintains Table [17] that describes the primary features
of any pacemaker. The NASPE system breaks down the features into five primary categories:
Chambers Paced, Chambers Sensed, Response to Sensing, Rate Modulation, and Multisite Pacing.
A pacemaker code must include the first three categories. The remaining two are optional and
assumed to be code ‘O’ (none) if not present.

The most basic pacemaker is one that only provides pacing support in the ventricle with no
sensing and synchronization of intrinsic heart activity. The NASPE code for this device is VOO. A
pacemaker that adds sensing and synchronization in the ventricle has the code VVI for pace in the
ventricle (V), sense intrinsic cardiac activity in the ventricle (V), and inhibit (I) a scheduled pace
if a valid intrinsic ventricular event occurs.

Dual chamber devices typically can pace and sense in each chamber resulting in a coding
of DDD or DDDR. The first two symbols define pacing and sensing in both the right atrium and
ventricle. The next D defines that paces may be inhibited (I) or triggered (T). In this configuration,
like the VVI device, a valid, sensed cardiac event can inhibit (I) the next scheduled pacemaker
output or A sensed event that is deemed valid in all manner except its placement in time may
trigger (T) a pace to be generated by the pacemaker upon completion of a timing sequence. The
final R symbol, if present, indicates the pacemaker will operate in a rate responsive mode, denoting
functionality that increases and decreases the pacing rate based on patient activity.

The NASPE code is used both to define the maximal capabilities of a pacemaker and the

present settings of a pacemaker that is in use. Thus, a dual chamber DDDR pacemaker that can pace
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I 11 111 v \%
Chamber(s) Chamber(s) Response to Rate - .
Paced Sensed Sensing Modulation Multisite Pacing

O = None O = None O = None O = None O = None

. _ . o R = Rate - .
A = Atrium A = Atrium T = Triggered Modulation A = Atrium
V = Ventricle V = Ventricle I = Inhibited V = Ventricle
D=Dual(A+V) D=Dual(A+V) D=Dual I+ T) D =Dual (A +V)

Table 3.1: NASPE/BPEG generic codes for pacemakers.

and sense in both the atrium and ventricle may be programmed to DVI for a particular patient based
on their disease state. In this case, the patient may have a healthy SA node but a faulty AV node
where the atrium continues to beat on its own but the heart depolarization does not reliably reach
the ventricle. Therefore, the pacemaker will monitor the atrial activity. When an atrial intrinsic
pace is detected, a delay timer will be started. Should this delay expire with no valid ventricle
intrinsic activity, the ventricle will be paced by the pacemaker. If intrinsic ventricular activity is
detected and it falls within an allowable window during the delay, the scheduled ventricular pace

will be inhibited.

3.4 Pacing Therapy

Pacemakers are cyclic devices that operate with a defined periodicity. The pacemaker in Fig-
ure has very few requirements while dual chamber pacemakers with sensing and rate response
have significantly more with complex interactions between them. This section will take a stepwise
approach to presenting pacing requirements and nomenclature starting with the most basic pace-
maker and building to more complex devices. The basic functionality each mode of pacing will be
represented as an automaton and the requirements illustrated using ladder diagrams.

Figure is an example diagram showing an ECG trace above time aligned with a labeled
ladder diagram below. This ECG depicts two complete heart cycles of atrial and ventricular beats.

The first atrial and ventricular beats were paced and can be recognized by their sharp positive
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Figure 3.6: Example Ladder Diagram

and negative transitions. The second atrial and ventricular beats were intrinsic and show a similar
waveform to Figure [3.2

The A line of the ladder diagram depicted below the ECG trace represents activity in the
atrium annotated above the line where events are vertical lines, timed periods are boxes, and
horizontal lines represent intervals. Likewise, the V line with annotations below it represents
events, periods, and intervals specific to the ventricle. Event designations are found in Table
Tradition calls timed sequences from a paced or sensed event in a chamber to a subsequent paced
or sensed event an interval. All other timing sequences are referred to as periods. This example
diagram shows a quite complicated sequence of interactions for a dual chamber pacemaker that
will be described with requirements later in this section. The complexity does allow introduction
of the acronyms and terminology that will used in the remainder of this document.

The boxes of the ladder diagram represent time periods and they have a unique acronym that
describes what each represents. Table is the secret decoder ring for the acronyms. For example
PAAB stands for a paced atrial atrial blanking period or in other words the blanking period in the

atrium after the atrium was paced by the pacemaker. Likewise, SVVR is the ventricular refractory
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period following a sensed intrinsic ventricular beat. One exception to this nomenclature is the
Paced Ventricular Atrial Refractory period (PVAR), which by tradition is typically annotated as
PVARP.

Figure also depicts the four intervals used in pacing. The A-A Interval represents the
time between two atrial beats, intrinsic or paced. The V-V Interval represents the time between
to ventricular beats. The AV Interval is the time from an atrial beat to the next ventricular beat.
And the AV Interval which is the time from a ventricular beat to the next atrial beat.

The final element of the ladder diagram are the green lines moving between the atrial and
ventricular timelines. These lines represent the elapsed time of the AV and VA intervals for dual
chamber devices. For single chamber devices they represent the elapsed time for the A-A or V-V
interval depending on pacemaker type. The x-axis represents the time elapsed for the green line
while the y-axis represents percentage complete. As an example, when a green line starts from a
ventricular event and begins moving upward, the interval is complete when it reaches the atrial
line. An interval can be truncated by an event such as the atrial sensed event (AS) shown in the
diagram. A truncated interval is depicted by the line terminating with a vertical line. The depiction
is abused slightly for single chamber devices as the other chamber isn’t implemented as seen in the
VOO pacemaker diagram of Figure

Pacemakers that do not sense the intrinsic heart activity are a simple model for introducing

pacing and the time intervals between them. Periods are much more complex as they can be reset or

Code Event

AP Atrial Pace

AS Atrial Sensed intrinsic beat

VP Ventricular Pace

VS Ventricular Sensed intrinsic beat

PVC Premature Ventricular Contraction

PVC-R Premature Ventricular Contraction Refractory

AR Atrial Refractory intrinsic beat

VR Ventricular Refractory intrinsic beat

Table 3.2: Event Labels
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X--- -X-- —X- —X
Event Interval
Event Chamber Chamber Interval

P-Pace A - Atrium A - Atrium B - Blanking
S - Sense V - Ventricle V - Ventricle R - Refractory

Table 3.3: Construction of timing interval acronyms

truncated due to intrinsic activity. They will be introduced after the pace only modes of operation.

VOO Requirements. The simplest pacemakers are those that simply pace the heart at
a regular rate such as a VOO device. As the device acronym specifies, it must only pace in the
ventricle and can be represented by the simple timed automaton shown in Figure [3.7b] assuming a
rate of 1000ms or 60 bpm and a 1000Hz clock rate. Each time the Lower Rate Interval counter ¢
reaches 1000, a pace is generated and the counter is reset. Figure[3.5a]is an example implementation.

The first requirement for a VOO device is to only pace the ventricle. While this requirement
may seem odd, dual chamber pacemakers can be programmed to single chamber modes. In such

cases, the pacemaker must not pace in the off chamber.
VOO-1

The pacemaker shall only pace the ventricle.

The Lower Rate Interval (LRI) or Lower Rate (LR) is the absolute slowest the pacemaker
will allow the heart to beat. Because a VOO device is not sensing intrinsic activity, this is the rate

it will pace at.
VOO-2

The pacemaker shall pace the ventricle at the Lower Rate Interval (LRI).

The ladder diagram in Figure [3.7a] shows the VOO pacemaker meeting these requirements.

There are no AP markers and a VP occurs at the end of each V-V interval as this interval is
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Figure 3.8: AOO Ladder Diagram

equivalent to LRI for a pace only device. The ECG trace in the figure has been simplified to not

show intrinsic atrial activity as it is irrelevant for VOO pacing.

AOO Requirements. AOO pacing is identical to VOO pacing and a single chamber device
can usually be configured to do either with only a change in the output voltage and placement of the
lead in the paced chamber. Figure [3.8|shows the AOO ladder diagram while the pacing automaton

is exactly the same as VOO shown in Figure [3.7b
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AOO-1

The pacemaker shall only pace the atrium.

AOO-2

The pacemaker shall pace the atrium at the Lower Rate Interval (LRI).

The ECG in Figure depicts a patient with no sinus rhythm and full AV conduction so

intrinsic ventricular beats follow each atrial pace.

DOO Requirements. DOO pacing breaks the LRI into two intervals of unequal length.
The AV interval runs from the atrial pace to the ventricular pace and is represented as state Sy
in the DOO automaton of Figure [3.9bl The continuously incrementing counter ¢t measuring the
length of the AV interval can be seen as the green line in the Figure ramping from the AP to
VP annotations. When the counter reaches the AV interval length, a ventricular pace is generated,
the counter reset and the automaton transitions to state S; for the VA interval.

The VA interval runs from the ventricular pace to the next atrial pace, depicted in Figure[3.9a)
with the green line ramping up from the V line to the A line and ending with the AP marker. When
the counter reaches the length of the VA interval, an atrial pace is generated, the counter reset and
the automaton transitions back to state Sp. The VA interval is about three times longer than the
AV interval and varies by patient. The automaton is depicted for a 1000ms LRI, an AV interval of
250ms, and a VA interval of 750ms.

The DOO requirements are similar to AOO and VOO except now time is referenced to the

AV and VA intervals.
DOO-1

The pacemaker shall pace the atrium at the end of the VA Interval.
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Figure 3.9: DOO Automaton and Ladder Diagrams
DOO-2

The pacemaker shall pace the ventricle at the end of the AV Interval.

DOO-3

The time from atrial pace to next atrial pace shall be the Lower Rate Interval (LRI).

VVI Requirements. VVI pacing introduces intrinsic sensing, blanking and refractory
periods, and preemption of scheduled pacing due to heart activity. A goal of modern pacing is to
allow the heart to intrinsically sustain the patient when possible. Thus, sensing intrinsic beats is
an integral part of the pacing algorithm. At the start of each V-V interval of a VVI pacemaker,
the next ventricular pace is scheduled to occur at the end of the interval. When an intrinsic beat
is detected, the pacemaker must decide its validity and, if valid, inhibit the next scheduled pace.

The V-V interval then restarts. Beat validation will be defined through the following discussion of
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Figure 3.10: VVI Automaton and Ladder Diagrams

the VVI ladder diagram.

The first four V-V intervals have been numbered in Figure for ease of introducing each
of these concepts. For this example the V-V interval (¢) is 1000ms (60bpm), blanking period ()
is 25ms, and the refractory period (¢,) is 350ms as shown in Figure
@ Pacemaker startup. This segment depicts the start up of the pacemaker. At this point the
pacemaker has no history of previous intrinsic events and thus does not know where in the cardiac
cycle the heart currently is and assumes a valid intrinsic event may occur at any time. This is state

Sp of the VVI automaton. The V-V interval timer ¢ begins running (the green line rising from
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the first VP label). The automaton remains in state Sy until either ¢ reaches the interval end or a
sensed event occurs. In this case, no intrinsic occurs, the interval timer reaches maximum, a pace

is generated, and the automaton transitions to state S.
VVI-1

The pacemaker shall pace the ventricle at the end of the V-V Interval.

VVI-2

The pacemaker shall only sense in the ventricle.

VVI-3

The pacemaker shall only pace in the ventricle.

TR

Ventricular paces shall start a V-V Interval.

VVI-5

The V-V Interval shall be equivalent to the LRI.

VVI-6

On the first interval following poweron, the blanking and refractory periods shall be length 0.

g e

@ Sensed Event 1. The pacemaker is now synchronized with the cardiac cycle. In the ladder
diagram a blanking period (black box) has been added and labeled PVVB to designate it as the
ventricular blanking period following a ventricular pace. Paced and sensed events can saturate the
pacemaker sensing amplifier circuit, leaving it unable to detect new intrinsic beats until it recovers.

A short blanking period of 10-25ms is typically used for amplifier recovery where any detected
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events are assumed to be noise and are ignored. The white box, labeled PVVR, is the ventricular
refractory period following a ventricular pace. This period accounts for the time needed by the
myocardial cells to complete Phases 0-3 of their action potential and return to resting state.

The automaton remains in state S until the blanking period ¢, expires and then transitions
to state Sy to time the remainder of the refractory period, .. In this example no intrinsic event
occurs during the refractory period, t, expires, and the automaton transitions to state Sg. While in
State Sp a sensed event occurs at 700ms after the VP. Since the blanking and refractory periods have
expired but the V-V interval has not (green line did not reach the Atrial timeline), this is a valid
intrinsic beat, annotated as VS in the ladder diagram. The V-V interval, blanking and refractory
periods are reset and the automaton transitions to state Ss. The ventricular pace scheduled to
occur at the end of the V-V interval has been inhibited by the intrinsic beat. This is the I of the

VVI coding.
VVI-7

During the refractory period all ventricular sensed events shall be refractory senses

Non-refractory, sensed events shall start a blanking period.

VVI-9

Non-refractory, sensed events shall start a refractory period.

Non-refractory, sensed events shall inhibit the next scheduled ventricular pace.

Non-refractory, sensed events shall restart LRI.
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Paced events shall start a refractory period.

Paced events shall start a blanking period.

@ Sensed Event 2. This interval begins in state S after the VS that ended the previous interval.
The periods are labeled accordingly as SVVB and SVVR for the post sensed ventricular blanking
and refractory periods. Again, like the previous interval an intrinsic sensed event occurs. This time
at a time of 500ms after the previous VS. As the refractory period ended at 350ms, this is still a valid
VS and the interval ends.The automaton trace for this interval would be S3 — So — 59 — S3.
@ Refractory Sensed Event. Similar to the previous interval, in this interval the automaton
starts in state S3 after the VS. Again, the blanking period expires and the automaton transitions to
the refractory state Sy. This time however, a VS is detected before the refractory period (SVVR)
has expired. When an input to the sense amplifier surpasses the detection level during the refractory
period and outside the blanking period, it may be noise, retrograde or reentrant conduction, or a
valid beat. In all cases, because the refractory period has not completed, the pacemaker assumes
the myocardium has not yet returned to its resting state and subsequently is not ready for the next
contraction. For this reason, the VS does not end the interval.

The sensed event is labeled as a refractory ventricular beat (VR). Occurring during the
refractory period, the myocardium may not have sufficiently returned to a resting state and this
event may not have been an effective beat. The event may have, however, caused some portion
of the myocardium to again depolarize. The pacemaker recognizes this event as refractory but
insufficient to end the interval. The automaton transitions So — S3, restarting the refractory and

blanking periods. Each subsequent VR will continue to restart these periods until either a non-
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refractory sense occurs ending the interval or the interval time expires and the pacemaker paces.
An example trace where a non-refractory sense ends the interval might be {S3 — Sy — S35 —
Sy — Sy — S3} Example traces of the interval ending with a paced event are: {S3 — Sy —
S3 — So — S1}, {S3 — So — S3 — Sy — Sy — S1} or {S3 — S — S3 — S1}. In
these final examples, the pacemaker will generate a pace at the end of the interval even though the
refractory or blanking period has not expired. Doing otherwise would violate the requirement to

pace at the end of the V-V interval.

Refractory, sensed events shall terminate the current refractory period and start sensed re-
fractory and sensed blanking periods.

DDD Requirements. Building on the concepts and requirements of the single chamber
VVI pacing mode and dual chamber DOO pacing mode, the DDD pacing mode adds additional
complexity in order to maintain AV synchrony. DDD mode both senses and paces in the atrium
and ventricle where sensed intrinsic events inhibit the next scheduled pace. The requirements
presented in this section are subset of the requirements specified in the Boston Scientific pacemaker
specification [86] and those implied in the Medtronic pacing leads analyzer [103] and Medtronic
ADVISA™ pacemaker [102] clinician manuals.

To begin illustrating DDD requirements, Figure depicts two cycles of the heart. In the
first cycle, both chambers are paced. In the second cycle the heart intrinsically beats. Due to the
increased complexity of dual chamber pacing, the figure has been augmented with the corresponding
trace through the DDD automaton of Figure above the ECG strip.

Figure begins with an atrial pace starting the post atrial pace blanking and refractory
periods PAAB, PAVB, PAAR, and PAVR. In most applications, the PAVR, duration is set to zero.

The DDD automaton is in state Sy.
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DDD-1

Paced atrial events shall start an atrial blanking period.

DDD-2

Paced atrial events shall start a ventricular blanking period.

DDD-3

Paced atrial events shall start an atrial refractory period.

DDD-4

Paced atrial events shall start a ventricular refractory period.

DDD-5

Paced atrial events shall start a Paced AV Interval (PAV).

DDD-6

Paced atrial events shall schedule a ventricular pace to occur at the end of PAV.

1R RIRIRLN

Sensed intrinsic events during a blanking period shall be ignored.

When blanking completes, the automaton transitions to state Sy for the remainder of the
PAV interval. The PAV interval of Figure [3.11a]ends with no sensed intrinsic event occurring. The
automaton transitions to state S3,the scheduled ventricular pace (VP) occurs, the post ventricular

pace blanking and refractory periods start and the VA interval begins.
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Figure 3.11: DDD Automaton and Ladder Diagrams

DDD-8

Paced ventricular events shall start an atrial blanking period.
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DDD-9

Paced ventricular events shall start a ventricular blanking period.

Paced ventricular events shall start an atrial refractory period.

Paced ventricular events shall start a ventricular refractory period.

Paced ventricular events shall start a Paced VA Interval (VA).

Paced ventricular events shall schedule an atrial pace to occur at the end of the VA interval.

Continuing on with Figure the post VP blanking period ends and the automaton
transitions to the ventricular refractory period Sy. In this example, the ventricular refractory
period expires with no intrinsic events and the automaton moves on to Ss for the remainder of the
VA interval. An atrial sensed event occurs before the interval expires. The atrial sense is outside of
the atrial refractory period so this is a valid atrial sense, inhibiting the next scheduled atrial pace,
terminating the current VA interval while starting a sensed AV (SAV) interval along with sensed
atrial refractory and blanking periods and schedules the new ventricular pace to occur at the end

of the SAV interval. The automaton returns to Sy.

Sensed atrial events shall start an atrial blanking period.
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Sensed atrial events shall start a ventricular blanking period.

Sensed atrial events shall start an atrial refractory period.

Sensed atrial events shall start a ventricular refractory period.

Sensed atrial events outside of the atrial refractory period shall inhibit the scheduled atrial
pace and start a Sensed AV Interval (SAV).

Sensed atrial events outside of the atrial refractory period shall schedule a ventricular pace to
occur at the end of SAV.

Finally, the post AS blanking periods expire and the automaton transitions again to S for
the remainder of the SAV interval. Before the end of the interval, a valid ventricular intrinsic beat is
sensed. This beat terminates the current SAV interval while starting post ventricular beat blanking

and refractory periods, the VA interval, and scheduling of the next atrial pace. The automaton

moves to Ss.

Sensed ventricular events shall start an atrial blanking period.
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Sensed ventricular events shall start a ventricular blanking period.

Sensed ventricular events shall start an atrial refractory period.

Sensed ventricular events shall start a ventricular refractory period.

Sensed ventricular events shall start a Sensed VA Interval (VA).

Sensed ventricular events shall schedule an atrial pace to occur at the end of the VA interval.

The pacemaker presented here has two safety features, safety pacing and upper rate hold-
off. Ventricular safety pacing (VSP) is a safety feature to prevent inappropriate inhibiting of a
ventricular pace after an atrial pace in crosstalk conditions where the atrial pace is detected by the
ventricular sense filter as a valid VP. Figure shows an example of VSP in action. With the
automaton beginning in state Sy, the post AP blanking periods expire leading to a transition to .St.
A VS is detected 75ms into the 150ms VSP window triggering the VSP feature and the automaton
transitions to Se and waits for the VSP window to expire. The automaton then paces the ventricle
and moves to S3 as normal. No intrinsic, non-refractory senses occur allowing the automaton to

transition to Sy and then S5 as the periods expire.
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Figure 3.12: DDD Safety Pacing and VA Extension

Sensed ventricular events occurring inside the Ventricular Safety Pace window shall schedule
a ventricular safety pace to occur at the end of the VSP window.

A Ventricular Safety Pace shall start a VA interval.

At this point, the VA interval will expire since no intrinsic atrial beats were detected. This
should enable the scheduled atrial pace but to do so would violate the LRI, essentially pacing the
patient at a higher rate than programmed. This violation can be determined by adding up the time
from the previous atrial event. The LRI is set to 1000ms. The AV interval was the length of the
VSP window, 150ms and the subsequent VA interval was its full length of 750ms for a total time of
900ms - 100ms short of the required LRI. To maintain the LRI from atrial event to the next atrial

pace, state Sy must extend the VA interval until the LRI has been satisfied at which point the VP
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occurs and the automaton transitions back to Sg. A valid AS can always shorten the AA timing

because the patient’s heart is beating faster than the set lower rate. An AP must never do this.

When a VA interval expires before LRI is satisfied, the VA interval shall be extended until
LRI satisfaction.

Upper Rate Holdoff is another feature to prevent the pacemaker from beating too quickly.
Figure [3.13]is a somewhat contrived scenario designed to purposely invoke this feature by lowering
the Upper Rate Limit (URL) to be close to LRI. The initial portion of this ladder diagram proceeds
as normal ({So — S1 — S3 — S4}). At this point, a ventricular beat is detected. This
ventricular beat is defined as a premature ventricular contraction (PVC) because it is not preceded
by an AP or non-refractory AS and due to the ventricular refractory period still in effect, this is
a refractory PVC (PVC-R). The PVC-R terminates the current PVVR and PVARP and starts
a new SVVR and SVAR while looping the automaton back to Sy. An atrial sense occurs next.
Since PVARP had expired, this is a valid, non-refractory atrial sense, terminating the VA interval,
starting the SAV interval, and moving the automaton to Sy. The trace continues through the AV

interval ({Sp — S1}) with no intrinsic events detected.

A non-refractory ventricular sensed event without a preceding atrial paced or non-refractory
atrial sensed event shall start new SVAR and SVVR periods, restart the URL and the VA
intervals, and inhibit the currently scheduled atrial pace and schedule a new atrial pace.

A refractory ventricular sensed event without a preceding atrial paced or non-refractory sensed
event (PVC-R) shall start new SVAB, SVVB, SVAR and SVVR periods.
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Figure 3.13: DDD URL Holdoff

Ventricular refractory period extension beyond the VA interval due to consecutive PVCs shall
cause the atrium to be paced at the end of the VA interval (noise reversion)

The upper rate for this scenario is set to 600ms and is measured from the last ventricular
event, paced or sensed to the next ventricular pace. In this figure, the total time passed was 350ms
for the atrial sensed event truncated VA interval and 200ms for the uninterrupted AV interval for
a total of 550ms. The ventricular pace must be held off for 50ms. Unfortunately, this delay will
cause the next atrial pace to violate LRI by 50ms. The solution is for the automaton to transition
to Sg. Here the new VA interval begins as normal so that LRI is not violated but the ventricular
pace is held off for 50ms. Once the hold off expires, the ventricular pace occurs, the blanking and

refractory period begin and the automaton transitions to S3 as normal.

The VA interval shall always start at the end of the preceding SAV or PAV interval.
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A scheduled ventricular pace shall be held off until the upper rate limit (URL) has been
satisfied.




Chapter 4

Preliminaries

The increasing complexity of modern pacemaker is driving a commensurate increase in the
risk of design errors escaping into implanted devices. As highlighted in Chapter [I] the current
development process is ill equipped to detect or prevent errors from occurring, relying primarily
on inspection, verification, and validation after the fact. Formal specifications and formal methods
have been proposed to detect errors earlier in the design process [156) 113]. In this section, we
review preliminaries on automata and logic based formalisms, Al technologies, and software design

process used throughout this dissertation.

4.1 Automata and Logic Based Formalisms

Models and specifications are essential elements of the design process, providing the mecha-
nism to communicate what a design is and how it should work. Specifications describe the intended
design, typically as a list of statements or requirements representing the needed functionality in-
cluding safety and performance [124]. A model is an abstraction of the intended design representing
important design aspects with sufficient detail to clearly communicate intent. Models enable anal-
ysis of the design and may also represent the environment the design will interact with. The final
product’s quality and safety is predicated on the quality of the models and requirements used dur-
ing the design process. They form the foundation of this thesis for integration of reinforcement
learning into the design process to remove error prone process steps and enhance patient therapy.

The case studies presented later in this thesis use RL in various stages of the design process
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to demonstrate how RL can replace parts of the design process where defects occur while gaining
RL’s ability to enable novel new product capabilities through creative exploration of the available
design space. To do so, correct RL training requires an environmental model and a scalar rewards
mechanism capable of giving positive and negative feedback based on the RL agent’s actions. The
remainder of this section introduces the modeling techniques and formal logics that will be used
for the models and specifications in the case studies.

Formal logics are a way to reason about and test discrete relationships between objects using
a formal language. Unlike natural languages, formal languages are restrictive and succinct allow-
ing a practitioner to describe complex relationships without ambiguity. Formal language syntax
constricts statements to grammatically well-formed sentences with a precise interpretation. With
formal language statements, a design may be tested and verified through deductive theorem proving,
behavioral counter-examples, check specification consistency, and be used as a test oracle [88].

One of the most basic formal logic is First Order Logic (FOL) which allows for negation,
conjunctive, and disjunctive relationships along with quantification. Biichi [I19]’s work with first
order formal logic demonstrated specification satisfaction is decidable when the logic is converted
to infinite word or w-automaton. This realization has provided the foundation for model checking
tool [14] and led to the development of algorithms for the conversion from logic to automaton [I57,
148], a process used later in the case studies.

In addition to modeling systems, models can also be used as a graphical representation of
formal language statements. To ease understanding of some formal language semantics presented
in this section, automata based models will be used to illustrate the basic concepts, as was seen in
already in Section [3.3] As such, modeling based on Markov Decision Processes and automata will

be presented first followed by the formal logics used in the case studies.

4.1.1 Markov Decision Processes

In reinforcement learning, the Markov Decision Process (MDP) is a key element of the learning

process. It provides a means to describe the available actions and impact of those actions in the
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evolution of an environment. By collecting rewards from an MDP model for each action taken an
RL agent can identify an optimal set of actions or policy for navigating the environment.

The MDP is a method for modeling decision processes in stochastic environments based
on the Markov property, namely that the next model state is solely dependent on the current
state and action. In other words, the MDP is memoryless and requires no knowledge of states
previously visited. Given a set of states S and actions A, this memoryless property can be stated
as the probability of the next state based on previous history where there is equivalence between

considering only the current state and action to considering all states seen and actions taken so far:

P(siy1]st,at) = P(St+1]50, @0, 51,01, - .., St, Gt).

Formally, a rewardful Markov decision process M is a tuple (S, sg, A, P, R,) where: S is a
set of states, sg € S is the initial state, A is a set of actions, P : S x A x S — [0,1] is a state
transition probability function where P,(s',s) = P(s; = §'|s;—1 = s,a;—1 = a), R is the expected
reward function R : S x A where R(s,a) — E(R¢|si—1 = s,a;—1 = a), and v — [0, 1] is the reward
discount factor. If both S and A are finite, the MDP is finite and, if no transition in P is stochastic,
a finite MDP is equivalent to a finite automaton.

Using the definition of M, interesting statements can be made about the evolution of M
over a set of states and actions. For any state s € S, let A(s) denote the set of actions that can
be selected in state s. A run r of M is a finite sequence (sg, ag, s1,a1,--.,s,) € (S x A)* x S such
that P(s;y1]si,a;)>0 for all 0 <i < n and r € RM is a set of runs of the MDP. RM(s) then is the
set of runs starting from state s, last(r) represents the last state of a finite run r and len(r) is the
number of transitions in 7.

A policy in M is a function 7 : S x A — [0, 1] where 7(s,a) = 7(s = s¢Ja = a;) providing
a probabilistic mapping of the next action based on the current state. A policy is said to be
deterministic if w(s,a) — [0,1] for all a € A and s € S. Let R2(s) denote the subset of runs in
RM(s) that correspond to policy 7 with initial state s and T4 be the set of all policies over M.

This leads to two equations fundamental to reinforcement learning. These equations calculate
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the expected return of the current policy based on runs through the environment. The RL agent
uses this information to improve the policy with the goal of increasing the expected return of future
runs. The expected return following policy m when starting in state s is the value function v, (s):
0o
vr(s) = Eq [Z fykRHkH\St = 3] , for all s € S. (4.1)
k=0

Similarly, the action-value function ¢, (s,a) provides the expected return of action state pairs:

Gr(s,a) = E, [Z YR i1 |S =5, Ay = a] : (4.2)
k=0

The expected return for each of these functions discounts future returns by the MDP discount

factor v, increasing the impact of near-term rewards.

4.1.2 Timed Automata

With real-time systems, the time between events is critical to properly responding to changes
in the environment. Timed automata are a generalization of finite automata by adding mechanisms
for modeling time-constrained evolution of systems [§]. In their work, Alur and Dill defined the
concept of a timed language L over an alphabet X as a sequence of timed words over the nonnegative
rational numbers where each timed word (o,t) € L is composed of a symbol o € ¥ and the time of

the symbol’s occurrence ¢ where ¢ monotonically increases:
(O’Q,to), (O’l,tl), ceey (O’Z‘,ti) where t; < ;41 foralli > 1,¢; € RZ[).

Removing the time stamps from a timed language L results in the Untime(L) language which
reduces the timed language to only contain the sequence of words over 3 sans time stamps (e.g.
00501, -« -,0%)

As an example of a timed language, the DOO pacemaker state diagram in Figure [3.9h] is a

simple timed automaton accepting the language

L ={((VP)(AP))*,t) [ Vj.((t2j = t2j+1 + 250) A (tgj41 = t3; + 750))}.
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Figure 4.1: Evaluation of Clock Zones

A timed automaton extends finite automaton by adding a set of clocks X. A clock valuation
v is a function that assigns a real number value to each clock, v : z =+ R>¢,Vz € X and V = R‘;g'
is the collection of all valuations. A clock z € X can be reset to zero on any edge transition, thus
for Y C X, [Y — 0O]v denotes the clock interpretations where each z € Y is reset to 0. To accept

timed languages, boolean clock constraints 0 € ®(X) are assigned to the automaton edges where

0 is recursively defined as:
d:=xzc|—0]d V| Adewhere e {>, =, <}.

Clock constraints form |X| dimensional zones Z of acceptance as shown in the simple two
clock example of Figure The current clock valuations are shown as vector V. If V§ € ®(X)
evaluate to true for a valuation V for X, V satisfies ®(X).

Cassez and Larsen [28] extended the timed automaton, adding flexibility by allowing variable
clock increment rates and the ability to pause a clock without reset via the rate function creating
the stopwatch automaton, SWA. The rate function allows for measuring the time difference between
two symbols of the automaton’s alphabet and is denoted as the first derivative of the clock variable
(i.e. for x, the rate function is & where & € Ny). For the remainder of this work, the rate function
will be limited to & € [0, 1] where the clock is either paused (& = 0) or monotonically incrementing

by 1 ( = 1). Time is not required to advance and can stutter at a time point (e.g. Vo € X,z = 0).
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(a) Example Probabilistic Stopwatch Automaton

z>1a{y} y<2,b{y} y<2,a,{y} z<6,b{r}

DO RO

t10.0( 1.5 15[ |2.1 2.1] 143 4.3( 7.5 7.5
z|]0.0| 1.5 15[ |1.5 1.5] [1.5 1.5 |4.7 0.0
y| (00| [1.5 0.0 |0.6 0.0] (2.2 0.0] [3.2 3.2

{a,1.5) {6,0.6} {a,2.2) (b,3.2)

(b) A run of example Probabilistic Stopwatch Automaton

Figure 4.2: Probabilistic Stopwatch Automaton

A run over an SWA is an alternating sequence of time passage and actions of the form:
807—1>86a—1>81 T—2>s'1 B2y 6. I s,

where 7; represents the passage of time before an action a; occurs and a run of a SWT can be
written as:
(ao,to), (al,t1),..., (a;,t;) where t; <ty foralli > 1,i € R>o.

Figure shows an example of a short Probabilistic Stopwatch automaton (PSA) accepting
the timed language (a,1.5),(b,0.6), (a,2.2),(b,3.2). The transition between each location in the
figure is a two step process. First, the guard represents the state of the clocks on exit of the current
location. Second, the action represents the state of the clocks on entering the next location along
with the timed word created on the transition. The amount of time passed before checking the
guard is nondeterministic.

Given a location ¢ € ) and a valuation v € V, a configuration of a PSA is the pair (¢,v). In
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configuration (g, v), action a € ¥ become active when a span of time elapses such that the action
guard is satisfied ¢t € E(q,a). The time span and action are selected nondeterministically provided
the action guard is satisfied and the action has been enabled. The next state after selection of an
action is defined by d(q,a)(Y,q’) where Y C X is the set of clocks to be reset.

Definition-1: Probabilistic Stopwatch Automaton

A probabilistic stopwatch automaton (PSA) is a tuple 7 = (Q, qo, 2, X, 7, E, d, F') where
e () is the finite set of locations,

e ¢o € Q is the initial location,

Y. is a finite alphabet of actions,

X is the finite set of (clock or stopwatch) variables,

7:Q x X — (X —{0,1}) is the rate function,

E:Q x ¥ — Z is the action guard,

§:Q x ¥ — D(2XxQ) is the transition function, where D is a discrete probability
distribution, and

F C Q is the set of final locations.

The following are some important subclasses of PSA:

(1) A PSA is a probabilistic timed automaton (PTA) if for all ¢ € Q, a € ¥, and z € X
that v(q,a)(x) =1 (e.g. clocks are always running). PTAs omit the description of the now
static rate function and represent the PTA as the simplified tuple (@, ,%, X, E, ¢, F') and

refer to its variables as clocks.

(2) A PSA is a discrete stopwatch automaton (SA) if for all ¢ € Q, a € X, and ¢ € Z, we

have that d(q, a) if P(q,a) = 1 for some a € A.

(3) A PSA is a timed automaton (TA) if it satisfies both of the previous conditions, i.e. all

of the variables are clocks and transitions are non-probabilistic.

SWASs in general provide a simple visual method for introducing the logic of Duration Calculus
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later in Section Unfortunately, reachability for stopwatch automata is nondeterministic. A

restricted SWA form that enables determinism will be presented in Section [6.2

Stopwatch Automaton to MDP. With some manipulation of the PSA semantics, it can be
shown that a PSA can be represented as an MDP with uncountable states and actions [43]. For
aPSAT =(Q,¢,%,X,7,E,d,F) the equivalent MDP is [T] = (S5, s0,A,T) where S C Q x V
is the set of states; the initial state is s C Qo x V; the set of timed actions A = R>o x ¥; and
transitions 7' : S x A — D(S) such that for (¢,v) € S and (t,a) € A, T((q,v), (t,a)) = d if and

only if v @y (qq) t € E(g,a) and

d((q V)= > 5(g,a)(X,q).

XCX

(U@,\/(q’a)t)[Xizo}:l/

for all (¢/,v') € S. This is a handy realization that will enable modeling of complex real-time

systems later in this document.

4.1.3 Linear Temporal Logic

Linear Temporal Logic (LTL) [116] is a formal language for describing the evolution of a
timed system. An LTL formula ¢ is composed of a set of atomic predicates AP concatenated with
logic symbols. It extends first order logic through the addition of temporal operators enabling
formula to describe expected AP valuations in the future. A trace 7 of ¢ then is a sequence of AP
valuations representing the system condition linearly over time increments m = 0¢, 01, ..., 0; where
o; € AP.

The syntax of LTL is defined as
prp2:=L|T[pe AP | -p|¢1V 2

where the conjunction operator A can be derived using DeMorgan’s law.
The temporal operators are until U where 7 must hold until ¢9 holds and next X where ¢

must hold in the next time increment ;1.

01,02 == 1Ups | X1
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The LTL temporal modality operators are future F' where ¢ holds sometime in the future
and globally G where ¢ must always hold. These operators are syntactic sugar derived from U as
F:=TUpand G := J_Uapﬂ.

Given a pointed word (7,i) = 0y, a formula ¢ is satisfied when (7,) fulfills ¢ at position i
and is written (m,7) = . If Vi, (7,7) = ¢, 7 = ¢ it is said that 7 globally satisfies . Satisfaction

over LTL can be shown inductively:

(m i) =T

(m,i) Ep iff pe oy

(mi) =~ iff oo

(i) E vy iff (m,d) eV (mi) =

(i) = oA iff (i) @A (mi) =1

(mi)EXe iff i+1<|n|A(mitl)Ep

(m,i) = U it k(0 <k <[x| A (k) =) A (VGG <G <k) = (m7) @)

4.1.4 Duration Calculus

While MDPs provide an expressive formalism for modeling stochastic system processes, they
provide no mechanism to represent temporal relationships between events. Likewise, formal logics
such as LTL and Computational Tree Logic [36], CTL, allow for stating complex system require-
ments related to actions and events yet also lack a descriptive syntax for specifying passage of
discrete time periods [82]. Logics such as Metric Temporal Logic [84], MTL, and Signal Tempo-
ral Logic [97], STL, provide mechanisms for describing real-time systems but lack the expressive
richness for many real-time events such as counting occurrences of a periodic event within a time
window or measuring the amount of time a signal holds within a window.

Duration Calculus (DC) [30] is a formal language that adds several operators for timing

events and describing sequences of timed events. In addition to atomic propositions, DC adds the

! In this dissertation, Future may be represented as ¢ and Globally as O (e.g. ¢ ::= Fp | Gp or Op | Op)
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JPrac

(b) Probabilistic Stopwatch Automaton for measuring time P holds over span ¢

Figure 4.3: Probabilistic Automaton for DC Measurement Operations

ability to explicitly state the duration D of a sequence of atomic propositions and measurement M
of time spans or occurrences of an atomic proposition within a time span.

DC’s measurement operators provide a means to describe lengths of time and how long or how
often a proposition holds during a set duration. The length ¢ operator measures the passage of a
length of time and allows comparison against a constant of the form ¢ < ¢ where e {<, <, =,>,>}
and ¢ € Q. The length operator is diagramed as a stopwatch automaton in Figure Starting in
State Sp a timer x € X where X is the set of all clocks in the PSA and its rate function # = 1 begins
measuring an accumulation of time. When the comparison criteria, x < ¢, is met, Sy transitions to
the accepting state Sj.

Time in DC is dividable into a finite number of subintervals and atomic proposition (AP)
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states hold constant almost everywhere over the interval. This allows for integrating over the
subintervals of a period to determine the duration that P held within the period. This can be
seen in Figure where the automaton transitions between states Sy and S7 with the changes in
the state of P. When —P holds in state Sy, the rate function for timer zp is set to zero to halt
measuring passage of time.

The final measurement function is summation where the number of time points when P is
asserted are counted. This count is then compared to a constant > P <1 ¢ where ¢ € N.

DC’s duration syntax adds two new operators, duration [P] and chop . Given an interval
of time d defined by two arbitrary end points b and e where b < e, the range operator [B]? is a
valuation of P over an interval £ = d of time, (V,[b, e]) where d = e — b. This is demonstrated by
the stopwatch automaton in Figure Given a clock xp € X whose rate function v = 1, the
proposition P holds during state S; where clock xp had a valuation of b when entering and e when
exiting the state for a total duration of P holding in the state of d = e —b. The automaton accepts
in state Sy when ¢ = d time has passed with P holding in the previous state.

Figure shows the special case where e = b. Denoted as [P]® this operator specifies that
P holds for a time interval of ¢ = 1. In Figure [£.4D] the acceptance criteria is a single transition
from states Sy to S; where P holds.

—~

The DC chop operator ™ allows creation of complex timed sequences consisting of a prefix
and suffix where the prefix predicates must hold for a duration before the suffix holds. Thus,
[P][Q] states P must hold for a period of time and is immediately followed by @ holding. This
is demonstrated in the stopwatch automaton of Figure

For some run m = [P]7[Q] and the definitions of chop and measure given previously, we

can formally state duration as:

[P17=((t=dAD[P])"T)

[P]"=(((=dADO[-P])"T).

As an example of the expressive richness of DC, the property “each of the propositions
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(a) Probabilistic Stopwatch Automaton for DC Range

19 =1

oc=0Q 4

(¢) Probabilistic Stopwatch Automaton for DC Chop

Figure 4.4: Probabilistic Automaton for DC Duration

p,q,r are true exactly once” can be expressed as:

A (T[] T) A (T [~2] 7 [2]* 7 [-2] " [2]*7T))].

ze{p,qr}

For the remainder of this paper, the notation [P] will be used when the duration for which P holds

is unspecified.
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Definition-2: Duration Calculus Syntax

Given a set P € AP of finite set of atomic propositions, we define the syntax of DC formula
as follows:

P u= L|T|zeAP|PVP|-P
D == [P||[P]*|DVD|-D|D"D|M
M = EMC|/PD<IC|ZPD<ICWhereME{<,§,:,Z,>}

DC formulas are evaluated over timed traces o generated from runs of a probabilistic stop-
watch automaton system model T = (Q, qo, I, %, X, v, E, §, F'), where the language alphabet con-
sists of the atomic propositions ¥ = 247 and a reference interval I = [b, €] where b < e and b,e € N
range over the indices 0, ...,n of the timed trace o = (sg,79) ... (Sn, 7). The satisfaction of a DC

formula 1 evaluated on timed trace o = ((sg, 70), (s1,71), .. .) with respect to an interval [b, e] and
is denoted as (o, [b, €]) = .

For a timed trace o = ((sg, 70)(s1,71) - - - (Sn, 7)) and propositional formula P, we say (o,1) =
Piff s; = P. Given a DC formula ¢, the DC satisfiability problem is to decide whether there exists
a timed trace o and interval I such that (o,I) = ¢.

The satisfaction of other DC formula is defined inductively:
(1) (o,[b,€]) = [P] iff b<e, and (0, t) = P for all b<t<e;

(2) (o,[bse]) = [P]* iff b=e and (0,b) = P;

(3) (o,[b,€]) = DiAD; iff (0, [b,¢€]) |= D1,(0, [b,€]) |= Da;

(4) (o,[b€]) E =D iff (o, [b,€]) = D;

(5) (0, [b,€]) = D{" Dy iff there exists a point b < z < e s.t. (0, [b, 2]) = Dy and (o, [2, €]) |= Da;
(6) (0, [be]) = £ iff (7, — 7) 5 ¢ holds;

(7) (o, [bye]) = [Pr<ciff 3o {mip1—7i = (0,i) F P}

(8) (o,[b,e]) EXPrciff |{i : (0,i) F P}|>e.
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def

Using the chop modality —, a bit of syntactic sugar allows the eventually modality 0D =
T™D™T and globally modality OOD ' —0-D to be derived. Additionally, the integral duration

modality ¢ € N denotes an integral interval (o, [b,e]) = ¢ € N iff 7. — 7, € N.

Duration Calculus Decidability. The unrestricted use of the measurement operators [P and
¢ a4 ¢ over dense time (e.g. t € R>g) leads DC to being undecidable [29]. Starting with the
undecidable condition of a halting two-counter (Minsky) machine, Chaochen, etal [29] showed
decidability can be restored through eliminating the [P operator and restricting to discrete time.
With these restrictions, a decidable subset of DC with the time measurement variable ¢ and chop
operator allows for expressing timed durations as shown for [P] earlier.

Another option for recovering decidability is the removal of the real-time duration measure-
ments ¢ > ¢ and [P >4 ¢ creating the logic subset Discrete Duration Calculus, DDC. The tool
DCVALID [I14] translates DDC to a deterministic finite automaton to check for satisfiability.

Neither of these options for recovering decidability are sufficient for learning a PTA due to

their restrictions to discrete time. This will be addressed later in Chapter [6.2

4.2 Machine Learning Algorithms

Machine learning (ML) is a branch of Al (Figure focused on learning tasks and data
patterns through rewards. Modern ML solutions predominantly are composed of large networks
of nodes that emulate the learning process of brain cells. They organize organically to form a
generalized solution during the training process based on statistical patterns seen in the data used
for training. Today, these patterns are largely indecipherable by human observers but they can be
queried by providing fresh input data and testing the given result to what was expected.

For small ML networks with limited nodes and input data symbols, it can be possible to
exhaustively test the final results. Large, deep networks are unable to directly represent all possible
outcomes and must statistically interpolates between data points to generate solutions. It is also

not feasible to train a deep network to all possible inputs when that data is infinitely large such as
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the real numbers. This complicates verification and validation as exhaustive testing is not possible,
leaving open the possibility of inaccurate performance when deployed for use. For safety critical
systems, this would be unacceptable.

The validation and verification problem extends to how the network is deployed for use as
well. Many times, it is desirable to continue training the network once deployed to strengthen what
has already been learned and incorporate new information not seen in the original training data.
By allowing continued training though without test, the network may begin to change such that it
no longer maintains basic safety requirements and cause harm. Preventing training once deployed,
however, limits one of the strengths of ML — to continually adapt to a changing environment.

There are solutions that can enable the full power of ML for continued learning while remain-
ing safe. This section introduces the basic technologies that will be used in later chapters where
the safety versus learning conundrum will be addressed.

Figure shows the areas of ML that will be described here and utilized in later chapters.
Reinforcement Learning (RL) is a branch of ML for learning system control. Guarded RL adds an
external observer to review the RL agent’s decisions and overrides them when they would lead to
undesired behavior. Large Language Models (LLMs) are another form of ML that specializes in

recognizing patterns in data, statistically predicting the next value to occur in a given data input.

4.2.1 Reinforcement Learning

Reinforcement learning is a method to find the optimal policy for interaction with a dynamic,
possibly partially hidden environment. The RL agent typically begins with no foreknowledge of the
environment and uses trial-and-error to associate actions with environmental conditions based on a
reward system that penalizes poor decisions. RL differs from other forms of ML such as supervised
and unsupervised learning as it works in real-time with an evolving environment as opposed to
fixed input data.

Figure [£.5b] depicts the typical RL learning process. The RL agent, trying to find an optimal

policy, begins by analyzing the current state of the environment and selects an action to take. The
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environment responds to the action and updates its state. An interpreter, sometimes referred to as
a rewards machine, grades the agent’s action based on whether the environment is closer or further
from the desired condition. This grade is returned to the agent as a numerical reward value along
with the new environment state. The RL agent continues to repeat this cycle, trying to reach the
highest possible reward indicating an optimal policy. RL agents can be model-based, model-free or

a combination of both depending on how the agent determines the next action.

Model-based RL. A model-based agent constructs a model of the environment based on next the
state seen after taking an action. To select the next action, the agent performs a planning stage,
cycling through the updated model state/action pairs to find the optimal path from the current
state. This walk through the model to select the next action allows the agent to review multiple
possible policies, making better use of limited experience to arrive at an optimal policy quicker
than model-free methodologies. Because model-based RL selects the next action after reviewing its

current environment model, it may be referred to as indirect reinforcement learning.

Model-free RL. A model-free, or direct reinforcement learning agent maintains no knowledge

of the environment, learning instead through trial-and-error exploration and exploitation. Such
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an agent uses received rewards to directly update the value function and selects its next action
solely based on the updated value function. A model-free agent is simpler to construct but takes
significantly more environmental interaction to converge to the optimal policy.

Model-based learning can arrive at a policy quicker than a model-free agent if the environment
is deterministic. Thus, a model-based agent is computationally more efficient during training
because it converges with fewer environmental interactions. Once trained, the model must still
be traversed for each subsequent action at a cost in computational time. The model-free learning
algorithm is significantly less complex allowing each new state and reward to be processed quickly.
In a computationally constrained environment like an implanted, battery operated medical device,
model-free learning is advantageous as the execution time to process the next environmental state

is significantly shorter. For this reason, all agents used in the following chapters will be model-free.

Policy Optimization. For a finite MDP representing a stochastic real-time system, one problem
is finding an optimal strategy for determining reachability. This can be approximated to computing
an optimal strategy for a future discounted reward, a task RL is suited for. By setting the reward
given for each action-state pair to the set » € {0,1}, r € Ny where a reward of 1 is only given
when reaching a target state with O for all other states, the average reward becomes equal to the
reachability probability of the MDP.

Section introduced MDPs and their value and action-value functions for measuring
policy optimality (Equations and respectively). In model-free learning, the RL agent has
no knowledge of the MDP’s transition probabilities and must approximate optimality of the value

function through backward induction using the Bellman equation [138]:

Vr(s) = max Z p(s',r)s,a) [r+V(s)]. (4.3)
a€A(s) s

The value function for state s tests each possible action at s for the one that returns the
highest future value. The value of each action is the sum of the probabilities of each potential next
state p(s’,7]s,a) times sum of the reward that would be received for that state and its value. The

environment MDP’s transition table provides each next state’s probability p(). The value function
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is iterative as it is seeing the accumulated value of all possible future states embodied in V' (s').
Similarly, the State-Action or ) value searches for the best next action based on the value of

the next states the action can reach:

Qr(s,a) = Z p(s',rls,a) |r+~ mjtgi)Q(S/va) . (4.4)
s'eS acAls

Implementation of an RL agent can take many forms where each is designed to address unique
goals or to trade off different algorithm strengths. Two of those, Q Learning and Policy Gradient

networks, are introduced here as they will be used in later experiments.

4.2.1.1 Q Learning

In Q Learning [I55], the RL agent maintains a table of the current valuation of each state-
action combinations (Q(s,a)). The agent uses this Q-Table to walk through the environment from
state to state by selecting the highest valued action for each state until reaching a goal state or a
failure state. On each step, the agent updates the action values for the current state based on the
reward received from taking the selected action. The optimal path from the current state s to the
goal state is the optimal policy V,(s) and is defined as the path that returns the highest value.

Selecting actions from the Q-Table is termed exploitation as the agent exploits what it has
learned so far. To prevent the agent from locking into a potentially less desirable policy of actions,
an e-greedy policy can be implemented where the agent will randomly select an action instead of
the currently best action of the Q-Table based on a given probability € to encourage exploration
of alternate paths.

With model-less RL, the transition probabilities table of the environment model is unknown
and thus the value and state-action functions cannot be directly calculated. Watkins [I55] intro-

duced an off-policy algorithm to approximate the state-action function Q:

Q(St, Ay) = Q(St, Ay) + o [ Ryp1 + Y max, Q(Siv1,a) — Q(S, Ay) | - (4.5)

One final parameter for Q-Learning is the rate of learning «. This parameter defines how

strongly new information changes the Q-Table values. Changing the learning rate from a fractional
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Algorithm 1 Q Table RL Agent [138]

Input: algorithm parameters: learning rate o and discount factor A € (0,1).
Output: Optimal () values for each state action pair.
1: Initialize Q((s,q), (t,a)) =0forall s€ S, g€ Q and t € N, and a € A.
2: for each episode do

3: S = ((ﬁo, 0), qo)

4 for each step of episode do

5 Choose A = (t,a) from Q-table using e-greedy policy

6: Take action A observe R, S.

: QS. 4) = (1 - a)Q(S, A) + a[R + 7 max.y Q(S, A') — Q(S, A)
8 Set S’ = S.

9: end for

10: end for

addition to the updated Q value to a ratio between the present Q value and the maximum next

reward gives the Q function:

Q(St, Ar) = (1 — a)Q(Sk, Ar) + o | Repr + Y e Q(St+1,a) — Q(St, Ar) | - (4.6)

To visualize the learning process assume each row of the agent’s Q-Table is a state of the
MDP and each column is an action. Using Figure and Algorithm [I] as a guide, for each step,
the agent begins by indexing its Q Table by the current state and selects the action with the highest
value (Line 5) and provides this action to the environment (Line 6). The environment updates its
state based on the new action from the agent and passes the new state to the interpreter. The
interpreter reviews the new environment state and if it’s a goal state, sets the agent reward to 1,
else 0. The reward and new state are given to the agent as an observation (Line 6). The agent
updates the Q-Table for the old state based on the best reward that can be obtained from the new
state (Line 7) using Equation The agent then updates the current state value (Line 8) and
the process repeats until the maximum allowed steps have been taken without solution, the agent

enters a goal state, or enters a trap state.

Deep Q-Learning When the number of states and actions makes a Q-Table infeasible due to
memory constraints to hold the table, Q-Learning can be replicated with a deep neural network.
A deep-Q network (DQN) abstracts the Q-Table within the network such that a state-action pair

is represented by the combination of weights in the network.
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Algorithm 2 Deep Q RL Agent

Input: algorithm parameters: step size «, discount factor A € (0,1), Training batch size b, Log
Length L.
Output: Optimal ) values for each state action pair.
1: Initialize network node weights W; ; to random values.
2: for each episode do
S = ((,0),q0)
4 for each step of episode do
5 Choose A = (t,a) from @Q-table using e-greedy policy
6: Take action A observe R, S’.
T: Append S, 5, R, A to log
8:
9

w

if |log| = Len then
: Batch = randomly pick b steps from log
10: y [b] = max Predict(Batch)

11: x [b] = Predict(Batch)
12: Loss = MSE(x,y)

13: Update(W; ;, Loss)

14: end if

15: Set S = S.

16: end for

17: end for

Being a network of interconnected nodes where weight changes are proportioned over each
layer of the network, training after each action selection can cause the neural network to correlate
actions to subsequent actions and retard training. To overcome this, experience or replay memory
is implemented where the network is run for some number of steps without training while the step
data (start state, next state, action, reward) are placed in a log of some defined length. When the
log is filled, a batch of steps is randomly sampled, with or without replacement and this random
batch is used for training the network to avoid correlation.

The final change to the Q-Learning algorithm deals with how to update the network after
each action. Because the Q-Table is now an abstraction of the network, Equation is no longer
applicable. ML networks are updated by calculating the training error as a loss function comparing
what was expected with what the network returned. This error is then back propagated through
the network to update each node’s weight contribution to the answer given.

A viable loss function can be created by returning to Equation Assuming the probability
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of the action taken to be 1, the equation simplifies to:

— /
Qr(s,a) =71+ Y foax, Qs a).

Using the left side of the equation as the desired output and the right half as the network’s

answer, the MSE loss function becomes:
2
cost = | Qn(s,a) — (r +~ max Q(s',a))
a€A(s)
The Deep-Q Network algorithm is shown in Algorithm [2] Similar to the Q-Table algorithm,
Lines 5-6 take an action and collect the reward and next state. Line 7 places this information
is placed in the log. When the log is full, Line 9 extracts a random subset as a batch, finds the

maximum rewardful next state in Line 10 and has the network give its prediction in Line 11. The

loss is calculated in Line 12 and the weights updated in Line 13.

4.2.1.2 Policy Gradient

Q and Deep Q Networks explicitly compute the expected rewards or Q—function by enumer-
ating the state-action pairs to approximate an optimal policy where the () x A state space may be
quite large. Function approximators build upon the policy gradient theorem [139] to directly
optimize the parameterized controllers [127, [64]. The results of the theorem allows for the compu-
tation of an approximate error gradient over the parameter space of the neural network without Q
Learning’s state enumeration of the unknown MDP. Doing so requires a method to provide rewards
while learning that simulates the MDP.

Given a set of distributions D(A) over a set of actions A, and an MDP M as a tuple (S, A, T),
a run of M is an infinite sequence (sg, a1, $1,...) such that p(s;;+1|si, ai+1)>0 for all i > 0. Let
Runs™(FRuns™) be the set of runs (finite runs) of M. A reward machine is a function
r: Runs — R, implemented as a finite state machine [72], that provides a scalar reward for every
finite run of M.

Let g : S — D(A) denote a stationary strategy for M that is parameterized by 7. We define

our reinforcement learning problem as solving an optimization problem that maximizes the expected
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long-term reward received by the strategy mg on M. We are interested in maximizing the finite
horizon (T' < oo) objective J(A) = E,, [Go 1] where the discounted future rewards Go 7 = Y1 Abry
and A € [0,1) is some discount factor and r; is the reward obtained at time step ¢ by taking some
action a; from the strategy my at state s;.

Policy Gradient seeks to refine a policy given a set of experience acquired from a given policy.
The goal is to find the optimal policy by adjusting 6 to maximize the objective function J(6) using

gradient ascent for a gradient step size a:
Onew <— 0+ aVgJ(0). (4.7)

The gradient of the objective function is the expected return of the discounted rewards Gg starting
from the initial state sg over a trace 7 of length T" per policy my:
T
VQJ(Q) = E.,- G07T Z Vg log 7r9(at|st) . (4.8)

t=0

4.2.1.3 Shielded Reinforcement Agents

With a software controller written in a computer language, one could test each decision in
the code assuring that the correct action is taken when inputs are within and exceeding normal
operating parameters to assure all requirements are met. One can assume that any combination of
inputs that does not require a decision will meet requirements based on sampling testing and 100
percent testing of all possible input combinations is not required.

Conversely, RL attempts to approximate an optimal strategy that satisfies the specification.
As an approximation it can be difficult or impossible to prove that strategy is completely correct
for all input combinations. Without such assurance, it would be foolhardy to deploy an RL agent
to operate a safety-critical system without concern for potential harm.

Shielded RL has been proposed [6], 20] as a method to regain safety assurance. The basic
premise of shielded RL is the addition of a new component to the basic RL construct as seen in

Figure labeled as Shield between the learning agent and the environment. The shield represents
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Figure 4.6: Shielded RL Methods[6]

the safety specification that the RL agent must satisfy and prevents any harmful or incorrect action
selected by the agent from being taken.

A shield can be modeled as a two player safety game between the agent and the environment
with the shield assuring the agent wins. Creating a shielded learning environment begins with a
specification ¢° expressed in a formal language such as LTL or DC. The specification is translated
to a safety automaton [85] ¢° = (@, qo, s, 6, F) where F € Q is the set of all safe states. The
alphabet of the specification g = ¥ x ¥ is composed of the input ¥; (controller actions) and
output o (environment states) symbols.

The environment E to be controlled begins as a rewardful MDP M = (S,sq, A, P, R, 7).
To complete the safety game construction, the environment MDP is converted to an automaton
oM = (Qum, qo,m, AX L, dp, Faq) where the MDP states are translated to a set of labels describing
the environment’s current condition using an observer function f :.S — L. In this definition, Fiy
represents those states where the environment abstraction deviates from the actual environment.
A step of oM is g1 = Sm(qi, (i, a;)) for a run qo, g1, ..., ¢n € Q.

The safety game G then is the cross product of ™ and ¢° with winning states F9 =
(FxQm)U(Q % (Qa\ Fa)). The shield now uses G to verify each action taken by the agent will
not cause the environment to deviate from this set of winning states. If the shield finds an action

would do so, the shield replaces the action to remain in a winning state.
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Agent rewards for each action can be performed in one of two ways as seen in Figure
With preemptive shielding (Figure E[), the shield is placed between the environment and the agent.
Based on the current state of the environment, the shield will compose a set of legal actions from
which the agent selects its next action. The agent receives a reward for the action it selected. Since
the set of actions given to the agent are the only legal actions, the agent can never take an incorrect
action and the reward reinforces selection of the best action.

In post posed shielding (Figure @, the agent is free to pick any action followed by the shield
reviewing the action and correcting it if the action is incorrect. The agent receives a reward based
on the action given to the environment by the shield. Positive or negative rewards for post posed
shielding have drastically different effects on the agent learning and safety assurance. Negative
rewards will deter the agent from taking the incorrect action again when presented with the same
environment conditions. This has the unfortunate side effect of not being inclusive of all possible
environment conditions where the action would be incorrect and therefore would not assure safety
in all possible scenarios. Giving a positive reward for an incorrect action that has been corrected
by the shield causes the agent to learn to always take the incorrect action each time without the
knowledge that the shield is actually correcting it. This maintains system safety but may invoke

the corrective abilities of the shield more often.

4.2.2 Sequential Data Networks

A common design challenge is finding patterns in sequential data such as a time sequence of
controller actions or in speech recognition where symbol order dependency is important. Recent
advancements in parsing and translating large bodies of text by Large Language Models between
languages have been powered by algorithms capable of recognizing associations between sequential
data symbols. Long Short-Term Memory networks were the primary method for sequential data

processing until the advent of transformers. This is an introduction to these two important designs.
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4.2.2.1 Long Short-Term Memory

A recurrent neural network (RNN) is one of several generic network designs for recognizing
patterns in sequential data. The unique feature of an RNN is the cascading of previous results
forward with each new symbol in the input sequence such that previous symbols seen affect how
the next symbol is recognized. Generic RNNs suffer from vanishing or exploding gradients due to
compounding the multiplicative effect of multiple sigmoids in a row due to the cascading archi-
tecture. A Long Short-Term Memory (LSTM) [69] is one of several specialized forms of the RNN
designed to overcome the gradient issues of generic RNNs. The primary addition to the LSTM is
the addition of a forgettable memory.

An LSTM, as shown in Figure is composed of three primary structures:

e The input gate controlling what information is added to the memory cell
e The forget gate defining when the memory cell is cleared

e The output gate deciding what information is output by the node.

Starting from left to right in Figure the forget gate decides if older information should
continue to be used or forgotten. The forget gate is simply a sigmoid function used to scale the
cell’s previous output based on its importance with regard to the sequence seen so far and the next
input in the sequence. The function is applied to the combined next input vector x; and hidden
output vector from the node’s previous output h;—; and yields a values between 0 and 1. When
the previous cell memory C;_; is multiplied by this value, 0 will cause the memory to be cleared

otherwise, the memory is diminished based on the magnitude of the value.

Jt = o(Whphi—1 + Wyray) (4.9)
ki =ci—10 fi (4.10)
where W,y and W, s are the node weights.

Next is the input gate calculation. Like the forget gate, the input has an importance scaling

function but with its own set of weights. It is used to scale an encoding of the previous hidden
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state and the next input vector by way of a tanh function and this result j; is added to the cell’s

previous value as scaled by the forget gate k; to produce the cell’s new output value ¢;:

gt = tanh(Whgh—1 + Waygat) (4.11)
it = o(Whihi—1 + Waizy) (4.12)
Je=1uOg (4.13)
¢t = i + k. (4.14)

Finally, the output gate is another sigmoid scaling function that determines the magnitude

of cell’s output that should be passed back as the new hidden state hy:

ht =0t ©® tanh(ct). (4.16)

Bidirectional LSTM. Bidirectional LSTM [61] or BiLSTM describes an RNN architecture using
two LSTMs per node as seen in Figure[d.7b] An LSTM processes a sequence in the forward direction
allowing it to predict upcoming symbols but suffers from losing context over long sequences. The
BiLSTM simultaneously processes the input vector forwards and backwards enabling the node to
understand the context of a new symbol both in the past and future.

The basic idea of the BiLSTM is the dual direction processing of the forward and backward

data passes. In the forward data pass, the data is passed to the forward LSTMs one symbol at a
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time, updating its output and memory on each symbol. Likewise and simultaneously, the backward
data pass is sending the input vector in reverse order to the backward LSTMs. The outputs of the

forward and backward LSTMs are combined to make the cell output.

4.2.2.2 Transformer Networks

In 2017 transformer networks [149] were proposed as an alternative method to analyze se-
quential data that does not rely on RNN based architectures. Transformers utilize an attention
mechanism to overcome RNN restrictions on identifying dependencies in long input sequences.

The key feature of a transformer is the attention function. RNNs process an input sequence
symbol by symbol to detect dependencies between symbols in the sequence. The attention function
searches an entire sequence looking for symbols relevant to the task at hand such as finding nouns
related to places. To begin, each x; of a sequence {x1,x2,x3...2;} is a position-encoded word
embedding vector of the original input symbols. During network training, query ¢, key k, and value
v vectors are learned for each x; through the creation of weights W,, Wy, and W, respectively.

Concretely, an attention function operates as follows. Given an input vector z;, a query is
created using its trained query weights. It is compared against the keys of the remaining vectors z;
creating an index vector of symbols with the highest similarity to the original. This index is then

used to lookup the values for each symbol most similar to the query H;;. Formally,

Vj =Ty Wv (4.19)
g - k;
hij = softmax (dzm(]dk)> vj (4.20)

The value \/dim(dy) scales the dot product g; - k; to improve convergence when g; - k; results in
large values.

A transformer implements three attention functions:

e Self Attention — Attention between all symbol in the input sequence.
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o Encoder-Decoder Attention — Attention between the input and output sequences.

e Output Masked Self Attention — Attention between each output symbol and those pre-

ceding it.

The attention functions are arranged in the transformer as seen in Figure Processing of
an input sequence begins with input pre-processing where the symbols are converted to word em-
beddings. The embedded sequence then enters the encoder where input self attention is performed.
The results of this passes to the decoder where it and the output from the previous step of the
transformer are processed by the encode/decoder attention function. The output of the decoder
is then post processed back to a symbol and this is the transformer’s output. The output is also
returned to the decoder for the next step of the sequence. Once trained, the transformer can return

relational information about symbols.

4.2.2.3 Natural language processing

Natural language processing (NLP) is a field of computer science research focused on enabling
computers to understand and communicate in human language typically combining the fields of

machine learning and combinational linguistics. NLP research is composed of two primary research
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areas. Natural Language Generation (NLG), the generation of linguistically correct text, and Nat-
ural Language Understanding (NLU), determination of meaning in text through semantic analysis.
This section is not intended to give an in-depth theoretical treatise of NLP but provides an overview
sufficient for recognizing the basic concepts and limitations. This discussion will lead later to a
case study in Chapter [5| using NLP as part of the software development process.

In general terms, NLP encompasses a variety of algorithms for analysis of a string of symbols.
Examples include word or sentence classification, text summarization, grammar correction, and
language modeling. To accomplish this, symbols must be converted to a form usable for computer
manipulation. In NLP this technique is known position-encoded word embedding, a process for
converting symbols into unique multidimensional binary values. Global Positioning System (GPS)
coordinates are a simple example vectorizing position into a unique three dimensional vector of
latitude, longitude, and elevation for every point on earth.

Each dimension of a word vector represents some characteristic of the word such as unique
ID wvalues, parts of speech, or biologic phylum. Using these vectors, one can compare two symbols
as to their uniqueness or similarities. For example, if one were to able to plot an n-dimensional
vector for cat it would be seen close to dog and pet but far from table.

At its core, language modeling NLP is an algorithm that statistically predicts the next word
or symbol in a series based on knowledge of previous symbols seen. Traditional NLP neural network
configurations such as RNNs and CNNs have memory or ability to see multiple symbols simultane-
ously enabling tracking of the positional relationship and occurrence between symbols determining
the next symbol. Transformers [58], described in Subsection revolutionized this work en-
abling Large Language Models (LLMs) to work directly with the word vectors. Each transformer
layer [149] appends additional vector information depicting newly identified relationships and con-
text from within local and global symbol groupings. How word vectors evolve between transformer
layers is not well understood though some progress has been made [71].

LLMs are trained over vastly larger corpora of text extracted from across the internet. As

the corpus of text increases, language relationships strengthen and the ability to recognize the next
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symbol based on internal analysis exceeds traditional methods for language modeling and transla-
tion as evidenced by current LLMs like ChatGPT-4 passing many standardized tests. Figure 4 of
OpenAT’s technical report on GPT-4 [I], the LLM behind the public ChatGPT-4 interface, shows
the latest version scoring 80% or greater on 16 out of 26 standardized tests.

It is important to stress that an LLM is a NLP algorithm selecting the next symbol in a
sequence. No LLM has yet shown contextual understanding of the text being generated and this
leads to errors termed hallucinations or fictional generation [I60]. In a hallucination text, the LLM
creates factually incorrect or nonsensical responses. There have been multiple surveys [71], 160, 93]
classifying hallucination types and recent work on detecting and mitigating [142] hallucinations.

Hallucinations are an open field of research and any use of LLMs is constrained by this limitation.

4.3 The Software Development Process

In 1970, Royce [120] was the first to describe the development process for large software
products. He observed the process was composed of incremental steps of refinement from specifi-
cation down to testing an implementation. The process he described would become known as the
waterfall method as depicted in Figure due to the visualization of requirements flowing down
to the next process step symbolized by green arrows in the figure. When errors were detected at
a step in the method, they should ideally flow back to the previous step for correction, depicted
in the figure by red arrows. Royce, however, recognized that, in many cases, an error may ripple
backward multiple steps before a solution could be devised as the error may not be one of a coding
mistake but of an incorrect assumption or model made earlier during specification or refinement.
Critics of the waterfall model identify implications of distinct development order where one step
should not begin until the previous completes and it would fall out of favor for many as emphasized
by MIL-STD-498’s discouragement in 1994 of its use.

In an attempt to address the short comings of the Waterfall model, development of the V
Model, shown in Figure began in the late 1980’s. Forsberg [54] described the “Vee” model in

1991, derived from NASA’s Software Management and Assurance Program (SMAP). Concurrently
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in Germany, the SEU-WS project would develop and publish the first version of the equivalent
V-Modell also in 1991 [80] as the standard for software creation in the German Bundeswehr. The
V-Modell continues to be maintained and updated by Weit e.V. where the current version is V-
Modell XT. The V model is commonly illustrated in software development standards that require
stringent documentation such as ITEC-62304.

The V Model splits the development task into two parts, the design phase on the left and the
verification and validation phase to the right. The horizontal rows represent the design hierarchy,
matching the design depth on the left with the associated test phase on the right. The left half
of the V works similarly to the Waterfall model as progress moves down the chart (green arrows)
and errors (red errors) discovered move back up. Once implementation has completed, progress
moves up the right side of the V through higher levels of testing until final product validation is
completed, each level tested to the associated specification (blue arrows). Errors found during test
reflect horizontally across the diagram (red arrows) to the associated design level signifying the
most probable location where the incorrect assumption or modeling error occurred.

Over time, increasing software product complexity exposed weakness of the V Model [125].
Of note, the V Model is dependent on well known product definition as specification churn disrupts

follow on phases. Like the criticisms of the simpler waterfall model, rework and iterative devel-
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opment techniques are difficult to represent. Likewise, new programming paradigms such as Test
Driven Development, Extreme Programming and Agile are incompatible. One of the strengths of
the V model, strong documentation requirements at each level, is also its weakness as the burden
of documentation updates can cause changes at lower levels to not be reflected at higher levels
allowing the actual design to diverge from its documentation.

In 2001 the Object Management Group (OMG) began the Model-Driven Architecture (MDA)
initiative [19] to define a development process compatible with modern design principles and project
sizes. MDA may also be referred to as Model Based Design (MBD), Model Based Engineering
(MBE), and Model Driven Engineering (MDE) [I10] though each of these has some unique differ-
ences. Like the V model, each step of the MDA design process is rigorously documented though
substituting computer readable models for the V model’s extensive native language documentation
at each step of the process. The key element of MDA is the Concept Graph (CG). A CG is a
language used to express abstract or meta models of the system to be designed.

Model creation is the key to MDA with many important advantages over traditional NL
documentation. First, MDA tools increase designer productivity by allow execution of the models,
enabling early testing of behaviors and actions, theoretically allowing for fewer errors to escape into
later phases and subsequent rework. This capability provides incentives to maintaining the models

during the error correction process, addressing a major short coming of the standard V model in
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reflecting all design changes throughout the documentation tree. MDA tools such as Rationale
ROSE, Esterel Technologies SCADE Studio, I-Logix Rhapsody and Mathworks Simulink allow
for generating the artifacts for the next state, be it a more refined model or code decreasing the
probability of translation errors occurring between phase steps. Most importantly for this thesis, a
CG based model can readily be translated to a formal language enabling the use of SAT solvers and
other tools for testing satisfiability and correctness of the CG model. As a demonstrated example,
Murugesan [113] focused on the FDA infusion pump initiative [51] with the goal of creating a model
of an infusion pump that could be tested via formal methods and produced a correct by design
software solution that could be validated in a physical infusion pump.

The CG is considered a Formal Specification to which all verification testing is performed.
While this allows for checking that the implementation meets the original CG, it does not address
validation to the original natural language specification. Chapter [5| concludes with a case study

focused on translation of a natural language specification to a formal LTL specification.



Chapter 5

Formal Specifications From Natural Language Explanations

While the exploration and exploitation abilities of reinforcement learning can enable novel
new therapies, it is only possible if the rewards machine used for training is correct by design. The
concept of Correct by Design was introduced in Section with the discussion of Model Driven
Architecture and that section referred to some of the tools and procedures for translating formal
logic specifications to automata and validating satisfaction of the specification.

Unfortunately, the vast majority of top level specifications are written in natural language
and not a formal language, requiring an error prone translation before formal methods may be
applied [I56]. This has remained a serious impediment to Correct by Design. To understand what
drives translation failures, Greenman, et al [62], performed an analysis of practitioner ability to
translate from english to LTL, LTL to english, and LTL to traces. While their results showed errors
among even seasoned practitioners for each task, the results found translation from english to LTL
to be the most error prone of the three tasks. These results highlight the need for a better method
for translating requirements to formal language.

There have been multiple efforts [65] to solve this translation dilemma with limited results.
Recent advances in the Al field of Large Language Models (LLMs) for parsing and translating
languages [II, B3], 143], 146] open new possibilities for accurate translation from natural language
to formal language. As described earlier, LLMs do not understand the text given nor the text
produced but generate a string of words most likely to occur in a sequence. This limits the LLM’s

ability to recognize the logic contained in a given string of text and its ability to construct valid
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formal logic formula to represent it [L07].

Because translation from natural to formal language continues to struggle for completeness
and accuracy, automated extraction of LTL specifications from demonstrations is an active area of
research [90] 2 [39]. In this method, the designer creates a model exhibiting the desired response to
intended input or records an existing system’s operation to be used as a demonstration database
for specification extraction.

This chapter begins by looking at extraction of a specification from observation. Given a large
dataset of surgical tool usage extracted from surgical video, an LLM will be tasked with extracting
formal statements on tool usage. Realizing that the result may contain errors, this demonstration

will be followed by a method to repair the results.

5.1 Deriving Specifications Using Large Language Models

A process is a series of steps and actions performed to achieve a goal. We are surrounded
by process whether we’re conscience of them or not. The morning routine of getting out of bed is
a process of steps with the goal of getting that morning cup of coffee. A manufacturing line is an
example of a process to build a product. Driving a car is an example of a process for operating a
machine. Process analysis is a common system engineering task where the engineer observes and
documents the process steps. The analysis may include any tools used and in what order, the skills
or dexterity required by the operator, and how the product evolves over the course of the process.
Once documented, a process can be analyzed for such items as inefficiencies, steps prone to error,
and places where better tools, training or automation might provide improvement.

Surgical procedures are an invasive medical process intended to treat a patient malady. The
process of many surgical procedures has traditionally been highly non-standardized. While various
medical societies define best practices for specific procedures, practitioners, while conforming to the
best practices, typically follow the more detailed process they were taught in medical school, during
their residency, or based on local hospital tradition. Multiple studies [3|, 12, [I34] have shown that

standardization of detailed surgical steps can lead to better patient outcomes and thus analyzing
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surgical technique for conformance has become relevant to hospital managers.

Minimally invasive surgery (MIS) encompasses a class of surgical procedures where several
small incisions are made, only sufficiently large to allow passage of surgical tools. In order to perform
the procedure, a camera tool is used to provide clinician vision of the surgical site and tools within
the surgical field. The video from these cameras is increasingly being recorded and stored for
later analysis. The volume of videos being created and stored, however, has far outstripped the
capacity for manual review and automation is now being applied. Automated video processing [95),
[I54] enables large scale process analysis of the surgeon’s technique and adherence to standardized
procedural steps [41), [22] [70]. The automation allows for detection of which tools are in the surgical
field, how long they remain in the field, and what they are currently doing. In some cases, critical
structures of the body can be identified and the relationship of the structure to any visible tools

can be compared to expected surgical practice.

Phacoemulsifier
Handpiece (PH)

Surgical
Incision

. o Bonn
Primary incision Forceps
knife (PIK) (BF)p

Figure 5.1: Typical surgical tool location during a step in cataract surgery.

Al analysis of surgical video is becoming a main stream technique throughout the medical
and research fields. Seeking to extend video analysis to cataract surgery, the CATARACTSH
challenge was created to encourage a competition between researchers to find the best methods for
video analysis of phacoemulsification cataract surgery. This surgical procedure has five primary
steps: (1) incision, (2) emulsification, (3) lens extraction, (4) new lens implantation, (5) closure.

The goal of the analysis is to determine what tools are used in each surgical step and the order of

! https://grand-challenge.org/Al1l_Challenges


https://grand-challenge.org/All_Challenges
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usage where some tool usage may overlap each other and a tool may appear multiple times.

Like many surgeries, cataract surgery requires a precise sequence of tools, yet there is some
variation based on individual surgeon’s preference. The preferred sequence may have been written
as a formal paper published in a societal journal or extracted from viewing a large body of surgical
video. In either case, the result is a natural language specification and, again, the issue of translation
into a form usable for grading clinicians or programming a surgical robot. An alternative option is
to extract a formal language specification from the video analysis that codifies the tool sequence

in an unambiguous specification.

Case Study Part 1

This chapter’s case study is broken in two parts. First an LLM extracts a formal specification
from video analysis followed by detection and correction of any errors in the LLM formula. In
this first half of the case study, an LLM was given a natural language description of the surgical
procedure, a series of short traces sampled from the CATARACTS database, and some examples
of LTL formula. The LLM’s task is to provide a candidate LTL formula describing tool usage
that accepts the given traces. This case study used the ChatGPT 4.0 LLM. Two ophthalmologists

provided this natural language description of the procedure as the textual input to the LLM:

The Bonn forceps (BF) is employed to stabilize the eye. Side ports at 3 and 9 o’clock are made for
paracentesis using a secondary incision knife (SIK). The anterior chamber is filled with viscoelastic
using a viscoelastic cannula (VC), then Curvilinear Capsulorhexis is performed using Capsulorhexis
cystitome (CC) by puncturing the capsule and lifting a small flap. The main port entry is made
using a 2.8 or 3.2 Primary incision knife (PIK). The cataract is separated from the capsule by
using Hydrodissection cannula (HC), while injecting fluid to loosen and free the lens. A viscoelastic
solution is injected to fill the anterior chamber using the viscoelastic cannula (VC). Now the lens
manipulator (MM) hook is passed through a side port to rotate the nucleus ensuring free movement
of the nucleus. Next the anterior chamber is filled with viscoelastic solution through the viscoelastic
cannula (VC). The phacoemulsifier hand-piece (PH) is then entered through the main port. During
the phacoemulsification process, a phacoemulsifier hand-piece (PH) uses ultrasound to emulsify
the nucleus of the cataractous lens. A lens manipulator (MM) may be introduced through a small
side incision from 9 o’clock further to break down the hard cataract nucleus into smaller fragments.
Once the emulsification of the lens nucleus is complete, an irrigation-aspiration (IAH) system is
used to flush any remaining cortical material. Finally, acrylic intraocular lens is implanted using

an implant injector (IT) and precisely adjusted with a micro-manipulator (MM).
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oce Candidates Templates

Figure 5.2: Method for synthesizing and correcting LTL formulas from traces and descriptions

Given the described input, the LLM produced the following formula:

G((BF V SIK) = (X(PIK AX(VC AX(PH AXIAH AX(II AX(MM)))))). (5.1)

When converted to a Biichi automaton, the resulting graph has 57 states, 48 accepting and 9
rejecting. The resulting formula describes many possible sequences of tool usage including a large
number that are incorrect. It also loses most of the temporal relationships where tools may be used
simultaneously or in a specific sequence. Additionally, the use of the implies allows for a procedure
that never used the Bonn forceps — a key tool for holding the surgical site stable. More egregious
is the placement of the globally (G) around the entire equation allowing for a cyclic aspect to the
procedure that does not exist in real life. This last point appears to indicate that an LLM struggles

with temporal properties not explicit in the syntax of the original input text.

5.2 Repairing LLM Derived Formulas

As the previous section showed, an LLM’s ability to generate formal language formulas from
descriptions and traces is not reliable. This section presents a process to correct the LLM’s errors
to produce a usable formula.

Beginning a correction process starts with assessing the given formula ¢ against a finite sam-
pling of a trace demonstrating expected operation w. This is performed by a valuation function
quantifying the fitness of ¢ in explaining w. Two valuation functions are introduced here based
on recently introduced quantitative semantics: Robust Semantics [2] and Discounted Seman-
tics [7] with the intent of observing differences between each. These valuation functions focus on

two aspects of LTL structure, temporal and nesting simplicity.
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The temporal formula Gp yields a simpler and more robust explanation of the trace fragment
({p} {p} {p}) than p A Xp A X Xp. Simplicity is related to the levels on nesting in a tree structure
representing the formula. With a sample ({p}), the tree structure of a formula p would have a
single node whereas the tree structure of p A—g would have a more complex arrangement of a parent
node and two leaves. The formula construction and correction process is driven by the temporal
discounting parameter 0 < o« < 1 and nesting discount factor 0 < # < 1, which reward simpler
formulas with fewer temporal and binary operators.

Robust Semantics. The robust semantics valuation function returns a positive value
when a trace satisfies a formula and a negative value otherwise. The valuation magnitude indicates
the level of satisfaction. Based on the robust semantics [2], given an LTL formula ¢ and a finite

trace w € ¥*, the valuation for each LTL operator in [y, w] is defined as follows.

[a,w] =2-[a €w(0)] -1

[~a,w] = =1 [a ¢ w(0)]

/8[[9071”]][[1/}710]] if [[()07 w]]ZO/\[WJ,w]]ZO,
[pAY, w] =
-1 otherwise
6'an([[90a w]]? [W%w]]) if [[%w]]ZO/\[Wa wﬂZ(J’
[pVvip, w] =
B-max([e,w], [v,w]) otherwise
|w]
Y a'lp,wlil]  if [~, w[t] <0, Vt < Jul,
[[GQO,’LU]] = ﬁ i=0
-1 otherwise.
B-a'lp,wlt]]  where t = min{j|[e, w[j]]>0},
[Fe,w] =
-1 if [p,w[t]] = 0, Vt < |w|
[o, w[1]] if [, w[1]]Z0 A |w[>1
[(Xp,w)] =
-1 otherwise.
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o[, wlf]] t=min{j | [¢, w[j]]>0}and [¢, wli]]>0, Vi< t,
U, w] =

-1 otherwise.

Discounted Semantic. The discounted semantics valuation function returns a value in
the range [0, 1] where 0 indicates poor satisfaction. For a finite trace w € ¥* and LTL formula ¢,

we define the valuation of ¢ wrt w, [, w] as follows:

[T,w] =1
[a,w] = 1 if and only if a € w(0)
[~ w] = 1= [, w]
[o Ve, w] = B - max{[p,w], [¢, w]}
[Xep, w] = afp, wl]]

[eUt,w] = max {min {o/ - [, wli]], min {aj . [[ap,w[z]]]}}}

0<i<|w| 0<j<i

The two valuation functions described above follow Alur’s work [7] with the addition of
discounting for Boolean operators and restriction to finite traces.

The entire correction process roughly follows the robust semantics as defined by Afzal [2]. The
first step is generation of candidate formulas. Following the robust semantic process, candidates
were created by hand. As seen in the cataract case study, this manual task is replaced with an
LLM. The LLM is requested to generate a number of candidate formula that could satisfy a given
explanation of the desired formula and a sampling of positive traces. The valuation function then
rates each LLM generated formula with the highest scoring moving on to the next step. This
formula is parsed into a tree structure for the repair process. To convert the formula to a template,
during the parsing process there is a small probability of substituting a blank node for the formula’s
actual operation or predicate. This step is followed by an algorithm that tries to best fit the given
positive traces by substituting operations and predicates into the template’s blank nodes.

The JANAKA tool [63] embodies this process as shown in Figure and detailed in Algo-

rithm [3] Line 1 requests candidate formula from an external LLM. Line 2 scores each candidate
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Algorithm 3 JANAKA Algorithm

Input: Traces T, Explanations E, Prompt P, Depth d, Formula return quantity
Output: Valuation

1. ¥+ API2LLM (T, E, P) > API call to LLMs

2: if maxyey{[¥, T]} > x then return argmax,cy{[v, 7]}

3: else

4: Wiop ¢ top_kyeg{[¥, T] } > Returns top k fit formulas

5: Usiemp < TEMPLATEGEN (W40),,d) > Generate templates
return LTLREPAIR(T, Ve, d, k) > Repair LTL from templates

6: end if

Algorithm 4 TEMPLATEGEN

Input: Set of LTL Formulas ¥, Depth d
Output: Template Tree(¥)
1: Combine the given formulas ¥ to construct a parse tree Tree (V)
2: for each visit to a node of Tree(¥) in breadth-first order do
3 if RANDOM(0,1) < 0.2 then
4: Replace the node in Tree(¥) by a template hole of depth < d
5
6

end if
: end for
return Tree(V)

Algorithm 5 LTLREPAIR

Input: Traces T', Templates ¥, Depth d, &
Output: Formula m
1: Construct tree constraint @ffmp late rom W
2: Construct trace constraint @g
|X|
3: fitness,m + max | Y yo|7 €T | such that m = plemelate n T
=1
4: if fitness > k then return the formula constructed from m
5: else return False
6: end if

with the valuation functions. If a formula valuation exceeds a set threshold, the formula is re-
turned and the process ends. Otherwise, the highest valuation formulas are collected in Line 4 and
converted to templates in Line 5. With the templates, Line 6 attempts to repair the templates to
satisfy the given traces. Algorithm [4] shows the template process of parsing and randomly blanking

tree nodes. Algorithm [5] performs the repair operation.

Case Study Part 2

Returning to the cataract case study, the LLM formula was submitted to JANAKA for cor-
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—PIK

—BF v =SIK

Figure 5.3: Automaton based on the repaired surgery formula

rection. The tool was able to recognize replacing G with X at the beginning of the formula would

produce better fitness:
X((BF ANSIK) = X((PIK AX(VCAX((PHAX(VCAX((IIANX(MMM)))IIN))).  (5.2)

The updated formula is shown as an automaton in Figure [5.3

5.3 Conclusions

The advent of modern Al architectures has brought a wealth of new data sources by au-
tomating the laborious task of manual review and annotation.as evidenced by the rapid increase
automated medical surgical video annotation. Recognizing the availability of this new data inspires
the first question posed in this chapter of whether a formal language process specification can be
derived from examples. Secondly, can the greatly increased language translation ability of modern
Large Language Models could be used to do the extraction. Finally, acknowledging the fact that
LLMs still generate erroneous results, is it possible to identify and correct the results.

The results presented were mixed but promising. In the cataract case study, the formula
extracted by the LLM using a description of the procedure and positive examples resulted in a
formula that exemplified a great deal of the logic embedded in the source material. It was, however,
still incorrect. The result was also somewhat naive in capturing only a portion of a much wider and

richer scope of possible surgical tool combinations. One can draw several conclusions from these
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results. First, LLM’s struggle with detection of concurrency. As seen in the original extracted
Formula the Bonn Forceps, required through out the procedure to hold the surgical site stable
has been extracted as a single event. Additionally, the micro manipulator can optionally be used
concurrently with the phacoemulsifier hand-piece. This concurrency is not recognized either.

The repair process was successful in returning a formula that better fit the original narrative.
Using templates in the repair process has its limitations. Namely that it is only able to repair
what already exists by swapping LTL operators. The process currently cannot reintroduce missing

required predicates to the original formula.



Chapter 6

Formal Pacemaker Specifications

A specification is the essential method for communicating design objectives. It is a collection
of statements defining essential performance including safety and reliability expectations. The
specification is the starting point for any design, regardless of design methodology (see Section .
Getting specification requirements correct for complex systems is a difficult task [88]. Requirements
can conflict, be incomplete, lead to unintended emergent behaviors, or be incorrect. Additionally,
interpretation of requirements during implementation adds an additional chance of error.

Chapter [3| presented natural language (NL) specifications for multiple pacemaker operating
modes. We begin our journey to safely using Al in a pacemaker here with the translation of the NL
specification into a formal language that can be tested for correctness. The first step is defining a
formal language, Duration Calculus (Section , capable of expressing the intricate and precise
pacemaker timing rules. Each formal language can be converted into an equivalent automaton, a
feature that will be exploited to model and test the resulting formal pacemaker specification. Un-
fortunately, highly expressive formal languages suffer from the curse of that expressiveness where
conversion to automata results in infinite or nondeterministic state machines. Before the pace-
maker formal specification can be created a constrained version of DC will be introduced that
restores decidability and determinism. Once this preliminary work is completed, formal VVI and
DDD pacemaker specifications will be presented along with a validation of several complex DDD

requirements to show formal specification correctness.
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6.1 A History of Formal Pacemaker Specifications

Since Boston Scientific released their simple dual chamber pacemaker specification [86] in
2007, there have been many attempts to express the document’s requirements in formal languages.
Bonfanti [21] released a wide survey of formal methods usage in medical devices covering applica-
tions in modeling, verification, and validation. In the survey, modeling included papers focused on
translation of the pacemaker specification into a formal language. Exemplar papers dedicated to
formal pacemaker specification are [60, [89, [105]. These papers strive to translate the original En-
glish language pacemaker requirements into one of several formal languages. Each paper presents
a unique method for dealing with the lack of real-time structure in the chosen formal language.

Gomes and Oliveira [60] developed a formal pacemaker specification in Z [92]. Z is a specifica-
tion language built on formal proofs of propositional and predicate logic with no inherent construct
for representing hard real-time limits and arbitrary, stochastic time periods. As presented in their
paper, Gomez and Oliveira were able to specify and verify a simple DDD pacing system using the
7 proof package ProofPower-Z. Their specification is incomplete as it lacks fundamental aspects
of safe pacing, namely refractory and blanking timing and rate response. Blanking and refractory
timing may be stochastically retriggered multiple times in the same V-V interval pushing their
termination time beyond the end of the V-V interval. This is a difficult requirement to generate
in many formal languages. The authors closed their paper looking at a derivative language that
combines Z with CSP (Communication Sequential Processes) to overcome this issue. Additionally,
their software sense amplifier for detecting intrinsic heart beat is incorrect as it relies solely on the
amplitude of what appears to be an unfiltered incoming heart signal. Referring back to Section [3]
the sense amplifier looks for amplitude change within a specific frequency range to avoid detection
of non-cardiac activity and is thus looking for time and duration in a filtered signal.

Méry and Singh’s work [I05] is one of the few examples of formalizing the pacemaker spec-
ification [86] into a specification. Their work was written in the EVENT B modeling language

and the RODIN tool set was used to generate and verify proof obligations. EVENT B provided
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structure for arbitrary clocks, freeing the authors from the real-time limitation of predicate logic.
It was found during the verification process that static proof analysis was not sufficient to assure
proper operation. Functional modeling was required to identify deadlocks and logic failures, which
could be attributed to missing actions in the model’s event descriptions. In the end they succeeded
in specifying and verifying formal requirements for simple versions of each type of single and dual
chamber pacemaker. They did not extend the work to cover the more complex safety features
such as PVC detection and PMT. The rate response implementation for addressing the need for
accelerated pacing rate due to sensor detected activity was a simple toggle between nominal lower
rate and a fixed higher sensor rate whereas an actual pacemaker will gradually increase the current
pacing rate for a more comfortable change in heartbeat.

Larson [89] formalized the pacemaker specification [86] through creation of a BLESS based
specification, an extension to the AADL modeling language. AADL is a modeling language for
defining systems as a collection of connected components. A feature of AADL is the enforcement
of interface types between components. BLESS adds formal properties, states, time, and guards to
these interfaces to allow for generation of formal proof assertions. The BLESS implementation ap-
pears to be a full translation of the pacemaker requirements but there was no verification performed
on the final model to show functionality or accuracy of the translation.

In addition to the attempts highlighted from Bonfanti’s survey, Jiang [74] translated the pace-
maker specification [86] into state machine models compatible with the UPPAAL model checking
tool. Translating straight to automaton freed their effort from the constraints of representing time
in a formal language. Their results took the translation process the furthest of any published effort
and, with their model, they were able to show verification of complex pacemaker features such as

pacemaker mediated tachycardia (PMT) detection and termination.

6.2 Decidable Subclasses of Duration Calculus

In the introduction to DC in Section the undecidability of unconstrained DC was dis-

cussed and some different methods of constraining DC were provided that restored decidability.
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Presented here are two additional methods for restoring decidability that translate easily into au-
tomata, Event-Triggered DC (EDC) and Time-Triggered DC (TDC). These logics restrict timing
to a single observed event (EDC) or time point (TDC) from which all timing is measured. An addi-
tional restriction removes the [P measurement operator leaving £ > ¢ and Y P. These restrictions
recover decidability resulting in the restricted EDC[¢] and TDCJ[/{] subclasses of DC.

EDCJ[{] and TDC[¢] compile into event-clock [46] and integer-reset timed automata [83] re-
spectively, which are determinizable subclasses of timed automata by removing the state space
explosion of potentially infinite stopwatches running and halted simultaneously. These subclasses
can then be used in searching for the optimal strategy of a PTA [68] [132] using an integer value

only digital-clock abstraction [68].

6.2.1 Event-Triggered Duration Calculus

In many real-time systems, a specific event marks the start of a series of timed steps or is
used to coordinate multiple parallel timed operations that must all complete in a time span relative
to the starting event. It can be argued that many timing relationships in real-time systems are
local in nature where future events must occur within a relative, and countable time span from the
initial triggering event. Taking advantage of this characteristic, restricting the scope of DC’s time
measurement functions allows for describing local timing relationships while recovering decidability.

As an example, in the case of the pacemaker, a ventricular paced event triggers the VA
Interval and also the various blanking and refractory periods. If an atrial intrinsic event occurs
during the VA Interval, it is important to know which, if any, atrial related periods the intrinsic
event falls into based on the time since the ventricular paced event.

Such measurements can be accomplished by restricting ¢ specifically to an event expressed
as { % ¢ where £ is the time measured since the most recent occurrence of the proposition B.

Formally, given a timed word o, an event B at the point interval [b,b], and a future point interval
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[e, €] then (o, [b,e]) = £y c iff
b < es.t. (o,[b,b]) = Band (o, [b,e]) = ([-B] A€ ¢) where c = e — b.
Definition-3: Event-Triggered Duration Calculus

Given a set P € AP of finite set of atomic propositions, we define the syntax of EDC[¢] formula
as follows:

P 2= 1|T|x€eAP|PAP|-P
D == [P]|[P]*| DAD|=D|D"D |gpcy
Mgpep = Iy c|d Prac where e {<,<,=,>,>}

6.2.1.1 Event Clock Automata

When introduced in Chapter m it was noted that a stopwatch automaton (PSA) is not
determinizable because due to the many freedoms on starting and stopping clocks on each action,
stochastic transitions, and freedom to reset clocks on each transition. After the formal definition of
the PSA, subclasses were presented where stochasticity and stopwatches were progressively removed
finally resulting in the Timed Automaton (TA).

For a TA, each transition is defined by an action, evaluation of any pertinent clock constraints,
and a fixed set of clocks that are to be reset. The current valuation of each clock represents the
passage of time since the action when it was last reset. Flexibility in selecting which actions cause
clocks to reset provides expressive power. Such flexibility unfortunately leaves the TA nondeter-
ministic as each state transition may have two or more transitions for each action based on different
sets Y € X of clocks to be reset. Alur, Fix, and Henzinger [9] returned determinism through a
subclass of the TA where clocks resets are limited to association with specific actions or events
creating the Event Clock Automaton (ECA) [8, 57].

For an ECA, given a finite alphabet 3, Cy; is the set of event clocks over the alphabet where
Csy, = Hy U Ps. The historical clock x, € Hx, of symbol a € X represents time since the last

occurrence of a and has the valuation of v(z,) € {t; —t;, L} where t; is the it" position in the timed
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word W = (ag,to)(a1,t1) ... (ai,t;), j < i, and t; is the largest preceding j where a; = a. If there
is no prior occurrence of a then v(x,) = L. The prophecy clock y, € Ps of symbol a represents
a’s expected next occurrence time and has the valuation of v(y,) € {tx — t;, L} where t; is the
predicted position of a’s next occurrence or L if a is never expected to occur again. Taken together,
the valuation function v € V(Cx) — {Rplus, L}. A clock constraint ¢; is a boolean conjunction
of clock valuations A; [v(x; € Cx) > ¢;] where the constraint ¢; € Q5 and e {<, >}, If at t; the
clock valuation function v; evaluates to true against the constraint ¢; then v; = ;.

Definition-4: Event Clock Automaton

An Event Clock Automaton (ECA) is a tuple A = (Q, ¢;, 2, 0, ) where
e () is a finite set of locations,

e ¢; is a set of starting locations ¢; € @,

¥ is the alphabet,

0 is a finite set of edges § C @ X X X ¢ x ), and

a is a set of accepting locations a C Q.

Duration Calculus is a logic that references time to past events. As such, when converting EDC
to an ECA, only historical clocks (Hy) are relevant and prophecy clocks (Ps) are removed. This
reduces an ECA to an Event-Recording Automaton (ERA). ECA will be continued to be used in

this document with the understanding that the prophecy clocks are not used.

6.2.1.2 Translating EDCJ[/] to ECA

Translation from EDC[{] to ECA is a three step process. Algorithms [f] translates from EDC
to DDC by replacement of all measurement statements. Algorithm [7] converts the DDC logic to an

automaton, while Algorithm [8 completes the conversion process creating an ECA.

Past([p]*Al-p]) o="p

Figure 6.1: DFA translation for Past
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Algorithm 6 ElimMeasure(D):Eliminate Measurement Constructs from D, D € EDC

Input: EDC formula D(¢1,...,¢y) over Var, with measurement constructs ¢, ..., @y, each ¢; =
Output: DDC+Past formula D’ with no measurement constructs, over Var'=Varw{Fi,..., E,}
1: for each y; do
2 Introduce a new propositional variable Fj;
3: Replace ; by W; = [EJ. A ([BJ. VAN [ﬁBz-I)
4: end for
5. D = D[(pl — Wl]

Event-Triggered Duration Calculus bases timed measurements on the most recent occur-
rence of integral time point events symbolized as [P]®. Given a time point (b,b) when P holds,
Past([P|*A]—=P]) will be used as shorthand to assert that there is some time point (e,e) where

b < e such that [—P] holds over (b, e). Thus, with the timed symbols (o, [b,b]) and (o, [e, €]):

(0, e, €]) = Past([P]*A[-P]) iff

Jb <e, (Uv [bv b]) ): P, (07 [b> 6]) ’: [_'Pz—|

Starting with an EDC[¢] formula D, the first step in translation to an ECA requires removal of
the measurement constructs ¢ = ¢ 1% c. Replacing each constraint with [E;|® APast([P;]*A[-P])
where F; is a fresh propositional variable to be used later as a witness for satisfaction of the
removed constraint. This results in a simpler formula over a larger number of propositional variables
AP = APW{FE1,...,En}. This transformation of D to D’ by removing time measurements results
in a Discrete DC (DDC) formula enhanced with the Past macro or DDC+Past. The transformation
can be seen in Algorithm [6| where line 1 loop over each measurement constraint while lines 2 and 3
introduce F; and make the Past substitution. This process is illustrated with a pacemaker example.

Example 6-1

Consider the VVI pacemaker upper rate requirement. For a patient with an upper rate setting of
130bpm, ventricular paces may not occur on a period shorter than 462ms (e.g. 60s/min +-130bpm).
This leads to the measurement constraint ¢, = ¢ >7 462 over AP = {p} where p represents the

atomic predicate for a Ventricular Pace (VP) and time is measured in milliseconds. The requirement
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in DC would look like

D(p) = ([p1*" [p] = T =} 462).

Using the fresh variable Ey, Algorithm [6] returns the following formula:
D' = ([p]*~[=pl) = T~ [[E1]® A Past([p]*A[=p])] overAP = {p, Ex }.

The next step in the translation process is converting the resultant formula D’ from DDC+-Past
into a deterministic finite automaton (DFA). Algorithm [7|is an inductive process starting by trans-
lating each of the atomic DC statements into their equivalent DFA and then combining the resulting
DFAs based on the binary DC operators to compose the final DFA. The DC to DFA equivalents are
shown in Figures (Range), |4.4b| (Point), (Chop), [6.1| (Past). The final step for Algorithm
is to remove time from A(D’) by removing the time stamps from the words of the original language
w € L(D’) where the language of the resultant automaton is L(A(D’)) = Untime(L(D")).

Example 6-2

Continuing from Example 3—1, Algorithm [7] now translates the DDC+Past into a DFA. The VVI
requirement is that after a VP, another VP may not occur any sooner than 462ms, thus, an
integral point p must be followed by a length of time where —p holds. Algorithm [7] first translates
Past([p]*A[—p]) into A(D;) per Figure The witness variable E; translates into A(Dy) per

Figure and the 7~ operator concatenates A(D1) and A(D32) per Figure Finally, the error

path where —p never occurs is added completing the translation and returns the automaton A(D'):
o=p

The Sy to S3 edge is a don’t care as the Sy is a fail state due to p continuing to hold. |
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With the untimed DFA A(D’) given by Algorithm @ Algorithm [8| proceeds with the creation
the desired ECA. First, for each measurement constraint ¢; = £ >p, ¢; a clock z; is added at line
2. Algorithm |8 then proceeds to cycle through each edge of A(D’) and either resets or tests each
clock based on if the associated witness variable F; is pertinent. When E; is not pertinent to the
transition, lines 5-8 check if the current symbol matches the starting event P. For each constraint
where word a matches the starting event, it’s associated clock x; is added to the list of clocks to
reset — the measurement cannot start until the start event no longer holds. If the start event
is no longer asserted then lines 10-15 add the time constraint. If the witness F; holds then the
measurement constraint is added to the edge in lines 10-11, otherwise the negative of the constraint

is added in lines 13—-14. This completes the creation of the ECA.

Algorithm 7 Formula2Aut(D’):Convert DDC+Past formula D’ without measurements to au-
tomata A(D')

Input: DDC+Past Formula D’ over Var’ with no measurement constructs.
Output: Automaton A(D') s.t. L(A(D"))=Untime(L(D")).
if D' = [P]® then

A(D)= ~O0™0%"
Determinize A(D’)

end if

if D' =[P] then

A(D)= NoL e ooy
Determinize A(D')

end if

if D'=Past(|B]|*A[-B]) then

10:  AD)=—C ) OE O
11: Determinize A(D’)

12: end if

13: if D' = D" Dy then

A(Dy) A(D2)
14 AD)=TONO7O0

15: Determinize A(D’)

16: end if

17: if D' = D1 A D5 then A(D) = A(Dl) N A(DQ)
18: end if

19: if D' = —-Dy then A(D) = A(Dl)

20: end if

—_
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Example 6-3

Continuing from Example 3-2, Algorithm [§] begins by creating a timer z for the constraint ¢ > 462.
It then cycles through each edge. For edges (So,S1), (S1,54), (S4,S4) x is reset as p, representing
a VP, is still holding and, per the requirement, a new VP event cannot occur until 462ms after p
is no longer true. Ej is checked on the edge (S2,S3) so Algorithm [8|adds the constraint test to the
edge. For edges (57, 52), (S2,52) p is not asserted after p held. This is the time the requirement

intends to measure and z is allowed to run (count up). Finally, for edge (5o, S3) p never held and

thus clock z is undefined and has the value of 1. The final DFA is:
o=p
z:=0

6.2.2 Time-Triggered Duration Calculus

In time-triggered systems, event occurrences are coordinated through use of a single master or
global clock. Kopetz [83] recognized that a global clock is not always realizable depending on system
architecture where local clocks may have some skew that would make verification difficult. To
overcome this constraint, Kopetz described a method reducing dense time to sparse time consisting
of active and silent periods capturing near simultaneous events into time blocks or intervals.

Kopetz’s concept of a global time reference over a real-time system motivates the time-
triggered subclass of DC. With TDC, measurements become referenced to globally integral points

of time (tic), Mrpc =<, c. Formally, given a timed word o, a time point interval tic = [b, ],
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Algorithm 8 Aut2ECA(A): Convert automaton A over Var’ to event clock automata EC A(A)

Input: Automaton A over Var’, such that L(A) = Untime(L(D’)) for DDC+Past formula D’ over
Var'.

Output: ECA(A) such that L(ECA(A)) = L(D’).

1: for each p; = /¢ qugi ¢; do
2 Introduce a clock variable z;
3: end for
4: for each transition ¢ = ¢’ in A, a C Var’ do
5: Introduce guard ¢ and reset YC{z1,...,2,} as:
6: P < true
7
8
9

if a = B; then, Y =Y U {x;}

end if

: for 1 <i<ndo
10: if (a E Ei) A pi=({ <}, c) then
11: Y=Y A(x; ™ ¢
12: end if
13: if (a ¥ E;) A pi=({ >3, c) then
14: =1 AN-(x; X ¢
15: end if
16: end for
17: end for

18: Replacing all transitions of A, ECA(A) is obtained.

and a future point interval [e, €] then (o, [e, €]) = € <3, c iff

b <e,o,b,e] s.t.(o,[be]) Elr<xcwherec=e—b

Definition-5: Event-Triggered Duration Calculus

Given a set P € AP of finite set of atomic propositions, we define the syntax of EDC[¢] formula
as follows:

P = 1|T|x€eAP|PAP|-P
D == [P][[P]*|DAD[-D|[D"D |rpcy
Mrpeyg == ¢ D C | ZP < ¢ where <€ {<, <, =>,>}

Like EDC[/] translates into a decidable ECA, TDC[/] translates into an Integer Reset Timed Au-
tomaton (IRTA). The basics of IRTA will be presented, followed by the translation method for

TDCJ(] to IRTA.
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6.2.2.1 Integer Reset Timed Automata (IRTA)

IRTA [I37] are a subclass of stopwatch automata which are determinizable and closed under
Boolean operations making them well behaved. Similarly to an SWA, IRTA transitions take the
form T = (q,a,Y,¢,q') where Y C C is the set of clocks to be reset on the transition and ¢ is
the set of clock constraints. Different from an SWA, all clocks have a fixed rate v = 1 and ~ can
be safely dropped from the IRTA transition tuple. By tradition for IRTA, z is typically used to
represent both clocks € C' and the clock valuation v(z). The remainder of this introduction to
IRTA will adhere to this nomenclature when it is obvious from the description if the clock or its
valuation are being referenced.

If |Y| # 0, constraints ¢ € ®(C) must be of the form (z = ¢) A p where z,c € Ny and x € Y.
The requirement x = ¢ with their valuations as natural numbers ensures all clock resets to occur
on integral time while no clock has valuation in @ thus assuring decidability. The constraint ¢
remains as described in SWA and ECA ¢ = z < ¢ where € {<, <, >, >, 0 A ¢}.

Definition-6: Integer Reset Timed Automaton

An Integer Reset Timed Automaton (IRTA) is a tuple A = (Q, ¢;, 2, C, E, F') where

e () is a finite set of locations,

¢; is a set of starting locations ¢; € Q,

>’ is the alphabet of the timed language,

C' is the set of all clocks,

E is the set of all transitions E C Q x Q x ¥ x ®(C) x 2¢, and

F is the set of accepting locations a C Q.

6.2.2.2 Translating TDC[/(] to IRTA

The translation of TDC[/{] to a decidable automaton follows the same basic three steps as

translating EDC[(] to an ECA — replacement of all time measurement constraints with an ob-
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Algorithm 9 ElimMeasure(D) : Eliminate Measurement Constructs from D, D € TDC[/]

Input: TDC[(] formula D(¢1,...,p,) over AP, with measurement constructs i, ..., varphiy,
each ¢; = £ <t . ¢;.

Output: DDC formula D’ with no measurement constructs, over AP’=APW{E1,..., E,}
1: for each y; do
2 Introduce a new propositional variable Fj;
3: Replace ¢; by [E;|*
4: end for
5. D = D[(pl — (EZ] .]

server (Algorithm E[), construction of an equivalent automaton (Algorithm , and insertion timing
constraints into the resultant automaton on the edges with their associated observer (Algorithm [L0)).

Like EDC Algorithm [6] Algorithm [J] replaces each time measurement constraints with an
observer predicate Ej;, thus converting the TDC formula to a DDC D. Unlike the EDC process,
Past is not required as all IRTA time constraints are referenced to a specific integral time point
and therefore the need to track an event that held and then no long was asserted is unnecessary.
Translation of D to an automaton uses the same rules as for an EDC formula and Algorithm [7] is
again used to return the automaton A(D).

Again, like the EDC translation process, the final step is to insert the time constraints into
A(D). Algorithm [10| begins by introducing a clock variable x; for each witness E; that was added
by Algorithm@ (Line 2). The next step creates structure to assure each state has an assured integer
time transition. Line 4 creates a clock z that counts from 0 to 1 and is then reset. Then lines 5-6
modify each state ¢; into a timing pair by adding an additional state ¢/. The transitions between
these two states is identical with a guard z = 1 and an action z := 0 reseting z. Next, lines 8-12
duplicate all transitions based on receipt of a symbol ¢ — ¢’ to create a transition with integer time
(z = 0) and another with non-integer time (0 < z < 1). These transitions are created with the set
of clocks to reset Y; empty. The Y; for each transition will be assigned in the next step.

To maintain integer time on measurement clocks x;, they may only be reset on transitions
where z = 0 and this is performed in lines 13-18 where Y; for each state is compiled (line 14) and

then assigned (line 17). The final step is to add the time constraints to those edges containing
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Algorithm 10 Aut2IRTA(A): Convert automaton A (from Algorithm[7)) over AP’ to integer reset

timed automata [ RT A(A)

Input: Automaton A over AP" = APW{E,...,E,}, such that L(A)=Untime(L(D’)) for DDC
D’ over AP'.

Output: TRTA(A) such that L(IRTA(A)) = L(D').

: for each p; =<, ¢; do
Introduce a clock variable z;

end for

Add an extra clock variable z to track global integral time

for each location ¢ in A do
Add a loop on ¢ which checks z=1 and resets z to 0

end for

for each transition ¢ — ¢ in A, a C AP’ do
Replace with 2 transitions (g, a, 0, 2=0,¢’) and (q,a,0,0<2<1,q)
(q,a,0,2=0,q¢") takes places at globally integral times
(g,a,0,0<z2<1,q) takes places at globally non integral times

: end for

cfor1<¢<2"—1do

Y; < nonempty subset of {z1,...,2,} s.t. ¥; # Y] for i # j.

: end for

. for each transition (¢,a,0,2 =0,q¢") do

replicate into 2" transitions (¢, a, Y1,2=0,¢'), ..., (q, a,Yan, 2=0,¢’),

: end for

. for each transition (¢,a,Y,1,q") do

Replace as follows

if a = E; then, Y <+ Y U {x;}

end if

for 1 <i<ndo

24: if (a = E;) then ¢ = ¢ A (z; op )

25: end if

26: if (a ¥ E;) then ¢ =1 A =(x; op )

27: end if

28: end for

29: end for

30: Replacing all transitions of A, IRTA(A) is obtained.

NN N N = o e e e e e e e
LN 2 QO X TR o

observers F;. First, line 21 checks if a satisfies the current observers. If so, the associated clock x;
is added to Y to be reset. Next, if a satisfies F; then the time constraint is added to the list of time
constraints for this transition. If a does not satisfy then the negated version of the time constraint

is added to the transition constraint list. Once this is completed, IRTA(A) is returned.
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6.2.3 A Spoonful of Sugar — Derived Operators for DC

Deriving syntactic sugar for DC can make dense formulas easier to read. With that mind,

here are some useful derived operators that will be used when DC formula are presented later.
(1) Usage of [X]® and [X] is extended over Boolean combinations of predicates as follows:

[X aY]® = (X" [V]*

[X14E ((=d A [X])TT
where <1 is some logical binary operator and X and Y are Boolean formulas over predicates.

(2) Operator A <4 B encodes that A triggers B for precisely d time units. If A occurs again
before d time then period d is restarted. B could hold indefinitely should A continue to

occur without d time between assertions:

A—q B Z0((C>d+1)A (A" T)=(¢ = 1)7[B]) A

O((¢> d+1) A[~A1 = (¢=d+ 1) [=B]*"T).

(3) Operator A & B encodes that C holds between events A and B,ie.,

ASE B E¥OW > 1A ([AN-B]* true) = ((=1"waitFor(B,C))) A

O > 1A ([B]* true) = ({=1""waitFor(A,-C)))

where waitFor(X,Y) states that Y will hold until X holds for £ =1

def

waitFor(X,Y) = [-X AY] V
([-XAY] U=1T[X AY|* true) vV

([X AY]* " true).
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Operator A~B encodes that B is true when A transitions from T to L, i.e.,

A~B = O([A]*"(t=1)"[-4]* & (L =1)"[B]*)" true.

Operator A ‘ﬂd C encodes C will be true after A and holds until either a delay of time d

or arrival of B,
B? def Y,
A—;C = (A= X)NA= B)A(XAY) & C]
where X and Y are intermediate signals used to compose the behavior of C.

Operator (AAB) % ¢ encodes that C will be true when B turns false after both A and
B are true,

(AAB) =5 ¢ (BAX) A ((AAB) &5 X) A (YAC)

where X and Y are intermediate signals with X representing when B becomes false and Y

representing the period when B holds.

VVI Pacemaker DC Specification

Given the definitions of the constrained DC subsets of EDC and TDC it is possible to write

a formal specification of a VVI pacemaker as seen in Table The right hand column of the

table is a cross reference to one or more of the original NL requirements as given in Section

and highlights one of the difficulties in requirement translation. Natural language syntax allows

for freedom in how a need is presented and may include parts of multiple requirements in a single

statement. Enforcing formal syntax requires the translation process to reconsider how functionality

is distributed in the NL specifications. Here, the VVI NL requirements were translated manually

into those seen in the table.

VVI pacing is fairly simple. In the absence of intrinsic activity, the pacemaker should pace

at the lower rate. The first requirement, lowvp, states this case where an instantaneous ventricular

pace ([V P]*®) occurring implies that the lower rate interval must have passed ((¢ =}, p (pace —1)))
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Table 6.1: VVI Pacemaker : TDC[/] specification

Rule TDC[/] specification Req.
lowvp = [VP]*"true = (({ =Y p (pace — 1)) AO[=V P]) VVI-1
VVI-4
VVI-5
onlyref = (= tlc pace) NO((€ =35, ref) NO[-VSA-VP] = VVI-2
(£ =tsc (ref + 1))~ [VS]%) VVI-7
pace_req = ((¢ =} pace)"[VP]*) VVI-1
no_pace_req = (¢ = pace —1) A (O[-VP]) VVI-1
VVI-3
repeatvp = O(([VP]* " true) Nonlyref = pace_req) VVI-4
vstrigger = [(([VS]*"true) Aonlyref) = pace_req) A [([VS]* " true = no_pace_req)] VVI-10
repeatvs = O[(=ticref) NO([-VS A=VP])) = ((£ =} ref + 1) vstrigger)) VVI-9
VVI-11
VVI-13
boot = ((onlyref = pace_req) A (£ =4;c pace — 1 AO[-V P])) VVI-6
Specification: = lowvp A repeatvp A repeatvs A boot

with no ventricular paces occurring during that interval (O]—-V P]). That requirement is then
combined with pace,eq which simply states that any interval duration of lower rate (pace) occurs

then it is always followed by a ventricular pace.

6.4 DDD Pacemaker Specification

In Chapter the specification for a simple DDD pacemaker was given based on the Boston
Scientific pacemaker specification [86], while removing extraneous features such as communication
and more complex features such as rate response for simplicity of demonstration and verification.
In this section, the requirements of that specification will be translated to DC for later use in

creating a reward generator.

6.4.1 Dual Chamber Pacemaker Signals, Constants, and Timers

The pacemaker DC specification consists of formulas interpreted over signals indicating event
occurrences and indicators that periods and intervals are active as described in Chapter [3.4] The

names described here are the DC representation of those signal as depicted in Figure Naming
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will follow the convention that constants are given exclusively lower case names while signal and

timer names have one or more capital letter in their name.

Input and Output Signals. Inputs to the pacemaker are events specifying intrinsic heart
activity and are limited to V.S (ventricular sense) and AS (atrial sense) signals for activity in the
ventricle and atrium respectively. The output pacemaker signals consist of the ventricular and

atrial paced events V P and AP respectively.

Time Interval Constants. Figure showed the various periods and intervals generi-
cally without specifying actual duration. Duration is based on the patient’s current condition and
type of cardiac disease. As a patient’s heart rate changes through activity and rest, durations
lengthen or shorten somewhat proportionally and each value is defined in the pacemaker speci-
fication. Assigning a name to each constant simplifies the reading of the DC formula with the

understanding that constants can be continually changing based on heart activity.

e 1rl (lower rate limit) is the longest allowed time between a sensed or paced ventricular

event and the next paced event.

e url (upper rate limit) is the shortest time possible between two consecutive ventricular

paced or sensed events.

o pav (paced atrial-ventricular interval) is the maximum time between an atrial pace and the

next scheduled ventricular pace.

o sav (sensed atrial-ventricular interval) is the maximum time between a sensed atrial beat

and the next scheduled ventricular pace.

o va (ventricular-atrial interval) is the maximum time between a sensed or paced ventricular

event and the next scheduled atrial pace.

e pvab, pavb, pvvb, paab, svab, savb, svvb and saab are the duration of the various blanking

periods. The names are coded per Table
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e pvvr, pvar, paar, svvr, svar and saar are the duration of the various refractory periods.
The names are coded per Table It should be noted, as shown in Figure there is

no ventricular refractory period (i.e. savr, pavr) during the AV interval.

o safe is the length of the safety pacing period following an atrial paced or sensed event

starting an AV interval.

Timers. For the pacemaker to correctly decide when to pace, it needs to know where in the
cardiac cycle the heart currently is. Intervals and periods making up the cardiac cycle shown in
Figure can be implemented as a timer whose state is tested for running or expired allowing
the pacemaker to determine the next correct action based on the combination of timers currently
running. When translating the pacemaker specification in to DC, these timers become predicates
that hold for an amount of time. For example, the predicate PV'V R represents the post ventricular
event ventricular refractory period and holds true for a maximum duration of pvvr. The pacemaker

specification allows PV V R to be truncated in some situations. The timer predicates are:

« PAAB, PAVB, SAAB, SAVB, PVAB, PVV B, SVAB, PVV B are the blanking periods

after each sensed or paced event.

e« PAAR, SAAR, PVAR, PVVR, SVAR, SVV R are the refractory periods after each
sensed or paced event. As noted earlier, there is no ventricular refractory period after an

atrial event.

e PAV or SAV holding indicates the AV interval is currently active following either a paced

(PA) or sensed (SA) event.

o VA indicates the the AV interval is currently active following either a paced (PV) or sensed

(SV) event.
e LRL indicates that the lower rate interval timer is still active.

e URL indicates that the upper rate interval timer is still active.
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Derived Signals. Some pacemaker requirements are reliant on the status of other require-
ments and the following signals are used to broadcast requirement status. These signals are not

necessarily related to timers but give further context to system state when events occur.

e ExPV AR is a special predicate that holds when PV AR requires extension due to an

intrinsic ventricular beat occurring when PV AR is currently asserted.

e FEPAV, ESAV and EV A indicate the end of the PAV, SAV and V A intervals respectively

as transitions from 1 to 0.

¢« ASA and VSA hold when a sensed atrial or ventricular sensed event occurs outside of

blanking.

e ASN and VSN hold when a sensed atrial or ventricular sensed event occurs outside of

refractory.

e NoAS holds in the absence of an atrial sense after a non-refractory ventricular sensed event

until an ASA event is seen.

e scheduledVP is asserted when the V P is the scheduled pace occurring at the end of the

AV interval.

e lateVP is asserted when the scheduled V P must be delayed due to upper rate holdoff

requirements. The delayed pace shall occur when this signal is no longer asserted.

o safeVP indicates a safety ventricular pace V.SP occurred.

e« BOOT is a special predicate used as a trigger to start the system.

e VO is a special signal indicating when optimal permissive ventricular pacing is allowed.

Permissive pacing will be describe in the following case study.
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Rule TDC[/] Requirement Req.
boot — [BOOT|* Vv [BOOT]*~( = 1~ [~BOOT]
vblankperiod = (VP “pygy PVVB) A (AP payy PAVB) A (VSA <gypy SVVB) A (ASA < gap SAVB)  DDD-9
DDD-21
wblank = [VSA-PVVBA-PAVBA-SVVBA-SAVB & VSA] DDD-2
DDD-7
DDD-15
ablankperiod = (VP —pyap PVAB) A (AP —pasy PAAB) A (VSA —gyap SVAB) A (ASA —gaa0 SAAB)  DDD-1
DDD-8
DDD-14
DDD-20
ablank = [ASA-PVABA—-PAABA-SVABA-SAAB & ASA] DDD-7
vrperiod = ((VPVVSA) Sppr PVVR)A((VPV VSNV (ASAA PV AR)) <pvar PVAR) DDD-10
DDD-11
DDD-22
DDD-23
DDD-29
DDD-32
nonur = [-PVVRAVSA& VSN] DDD-30
arperiod = (APVASN) &A% (vpy v DDD-3
DDD-16
arlen = [~PAARA-PVARA-EzPVARA ASA < ASN] DDD-4
DDD-17
pav = (AP Y PAV) A (ASN L2 L sAY) DDD-5
AN(PAV A=VSN)AEPAV) A ((SAV A =VSN)~ESAV) DDD-18
DDD-31
vastart = (VSNV ESAV NV EPAV Y BOOT) X4 . VAN (VAN -ASN)AEV A) DDD-23
DDD-24
DDD-27
pve = (VSN &5 ASA) A (NoAS AVSN) expuar ExPVAR) DDD-12
rturl = ((VPVVSN) =11 LRL) A (VP V VSN) <1 URL) DDD-33
A(APV ASN) <5151 ALRL) A (AP V ASN) <5y AURL)
apsched = [(EVAAN-ASN A-AURL) < scheduledAP] DDD-13
DDD-25
aurlholdoff = ((EVAA-ASN)AAURL) <2725 1ate AP A [(scheduled APV late AP) < AP DDD-33
vpsched = [((FEPAV V ESAV)A-VSN A-URL) < scheduledV P] DDD-6
DDD-19
vpholdoff = (((EPAV V ESAV) A ~Vother)AURL) —22% lateV P DDD-33
vsafety = (AP “Ssate SAFE) A (VSNASAFE) <5 sorevp DDD-26
N[ (scheduledV P V lateV P V safeV P) < VP]
Irl — [VP= LRL DDD-1
url — [VP= -URL] DDD-28

DDD-33
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6.4.2 The DC Pacemaker Specification

Given these timer, constant, and signal definitions it is possible to translate the simple dual
chamber (DDD) pacemaker requirements given in Section The DC requirements are shown
in Table Like the VVI DC requirements table, each NL requirement was manually translated
while each resulting DC formula in the table is traced back to the originating requirements where
a DC formula may implement part or all of one or more requirement. The DDD requirements are
significantly more complex than those for the VVI pacemaker. The complete specification for the
DDD pacemaker is the concatenation of all the requirements.

To improve requirement readability in the table the DC syntactic sugar has been used as
macros to capture the various timing relationships in a more visual nature. As an example, the
atrial refractory period, arperiod, starts on an atrial event (AP V ASN) and holds (M) until
either an intrinsic ventricular beat or the next scheduled ventricular pace (VP V VSN), whichever
occurs first. Likewise, upper rate holdoff (upholdof f) is defined such that if, at the end of the PAV
or SAV where no ventricular event has occurred ((EPAV V ESAV) A—=Vother) and the upper rate

~URL
interval is still running then when the upper rate limit does complete((AURL) ——), it triggers

a late or held off ventricular pace (lateV P).

6.4.3 Pacemaker Specification Verification

The first step to doing something novel with a pacemaker is verifying the basic specification
produces a model that works as intended. While complete verification of the specification is beyond
the scope of this thesis, general correctness can be shown through two of the more complex pace-
maker features, Ventricular Safety Pacing (VSP) (DDD-29, DDD-30, DDD-31) and Upper Rate
Holdoff (DDD-32, DDD-33).

Formal verification is typically done by converting the formal specification ¢ to an automaton
model M from which one can show that the model satisfies the specification (e.g. M = ¢) by

traversing the automaton. In the VVI formal specification of Table the final statement is the
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concatenation of all the DC formula to create a single statement. This process impractical for the
much larger DDD specification due to state space explosion followed by a difficult minimization
effort. Instead, the DDD pacemaker verification model consists of individual automata for each
DC formula, which are run separately. This requires the modeling algorithm to order the automata
with respect to their inter-dependency to assure those generating inputs for other automata execute
first and to prevent any circular logic where two automata depend results of the other.

The model automata are created in a two-step process. First, the DC formula are trans-
lated to monadic second order (MSO) statements using a tool called DCVALID [43]. The MONA
tool [67] converts the MSO statements to automata where are walked using traces hand designed

to specifically create conditions triggering the expected pacemaker response.

Validation Case 1 (Ventricular Safety Pacing). Ventricular Safety Pacing (VSP) requires
recognizing early intrinsic ventricular beats that fall during the VSP window that started with the
preceding atrial intrinsic beat or pace and scheduling an early ventricular pace to occur when the
window expires. See Figure for a diagram of the basic VSP logic.

Figure is created from a run of the model where an intrinsic beat is inserted within the
VSP window. Many aspects of the pacemaker specification can be verified in this diagram. Starting
with the VA signal we can see that when the VA interval expires, an atrial pace (AP) is correctly
generated. The AP starts both the PAV and VSP window (SAFE), seen as rising edges of their
signal traces. This is followed by a ventricular sense (VS) that occurs while SAFE is asserted, thus
falling in the VSP window and scheduling a safety VP. The scheduled safety VP (safeVP) can be
seen to occur at time point 20 synchronized with the fall of (SAFE).

The final signal to verify is LRL. It starts low due to how the model handles initial startup.
The first AP starts the next LRL interval and it can be seen that LRL is never deasserted indicating
that the timing between all atrial-to-atrial beats, intrinsic or paced, came before LRL expired. This
meets the requirement to never pace below the lower rate.

The Figure trace verifies correct operation of the VSP logic along with the logic transi-



116
VS

AP

SAFE

PAV [

VA LI L L
|

LRL

] [
| —

safeVP

0 10 20 30 40 50 60 70 80 90 100

Figure 6.2: Ventricular Safety Pacing Internal Pacemaker Signals

tioning between the VA and AV intervals and proper LRL response.

Validation Case 2 (PVC, LRL, and Upper Rate Hold-off). The second validation case
implements the contrived URL hold off scenario depicted in Figure [3.13| where the time from a VS
to the next scheduled VP would violate the Upper Rate Limit while the next AP would violate LRL.
In this scenario, the VP must be held off until the URL time is satisfied yet the next VA interval
must start upon the termination of the AV interval with no delay to meet LRL. Additionally, the test
begins with a PVC-R to test correct rejection of the intrinsic ventricular beat but with associated
restart of the refractory periods.

The test begins with testing PVC-R response. Starting with an AP, the PAV interval begins.
The end of the PAV is followed immediately by a VP and the start of the refractory periods PVVR,
PVAR and the upper rate timer URL. This is correct operation.

Next, a VS occurs at t = 24 while PVVR is still asserted. This is a PVC-R and should not be
interpreted as a valid ventricular intrinsic. This behavior can only be inferred in the Figure by the
response to the following AS. Had the PVC-R been incorrectly interpreted, PVAR would have been
restarted and the AS would have fallen into the atrial refractory period. Instead, the AS triggers
the start of SAV, the correct response. There is an error in the PVC-R response however in that
PVVR should have been restarted and from the figure it can be seen that its length does not vary.

The AS fell sufficiently close to the end of PVAR that the next scheduled VP would violate the
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Figure 6.3: Upper Rate Holdoff Internal Pacemaker Signals

URL. The model recognizes this with the signal lateVP indicating that the nest VP may not happen
until URL completes and indeed, the next VP coincides with lateVP. This is correct operation.
Aside from the lack of reset on PVVR in the PVC-R test, these validation tests show the

model is operating properly and this error will not affect the following case study.

6.5 Conclusions

In this chapter it was shown that it is possible to write a formal language specification for
a complex real-time system. The duration and time measurement features of Duration Calculus
were instrumental in expressing pacemaker timing constraints. Unconstrained DC, however, does
not translate to an automaton suitable for use as a model. By restricting time to only positive
integers and forcing all time measurements to refer to the same point in time or event, translation
to a decidable, deterministic automaton was possible.

Using the constrained versions of DC specifications were presented for both the single chamber
VVI pacemaker and the more complex DDD pacemaker. Using a simple translation process an

automata DDD model was created allowing for verification of two complex requirements.



Chapter 7

Correct Reward Machines For RL Pacemaker Training

Using RL to synthesize a controller agent through rewards for correct actions was described
in Section The accuracy of the reward, generated by a rewards machine, is critical to training
a viable and safe RL agent. The machine directs the agent’s learning by providing positive and
negative feedback as rewards for actions taken by the agent. If the machine provides incorrect
feedback, the agent is not able to determine an optimal policy and may learn undesired behav-
ior. Getting the rewards machine correct is a difficult task. This chapter expands on that basic

understanding to address the challenge of creating a reward machine that is guaranteed correct.

7.1 Creating Reward Machines

Reward machine design for complex or stochastic systems can be difficult. Incorrect emphasis
of intermediate rewards can skew the learning agent to maximize near-term actions at the expense
of long-term goals. This is best showcased in Amodei and Clark’s paper [35] where the RL policy
learned for an arcade boat racing game emphasized collecting local bonus points for near-term
rewards over the long-term reward for completing the race. This behavior is an example of reward
hacking [129], the optimization of an inferior policy due to an imperfect rewards function or machine.
A reward machine may be imperfect for many reasons including noise in the input signal, coding
errors such as buffer overflows the RL agent learns to exploit, the RL agent learning to influence the
rewards machine through its actions. This chapter addresses incorrect design and coding errors.

A rewards machine can be represented as a Biichi automaton where reward is given on each
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visit to an accepting state or penalty for visiting a unaccepting state. It does not encode the
entire controller the agent is learning. Instead it encodes the rules that should lead to acceptable
environmental behavior. In the case of a pacemaker, a rewards machine automaton would encode
the rules for when the RL based pacemaker must pace.

There are many ways to create a rewards machine as depicted in Figure The most
common method is manual translation from a specification or problem description directly to an
automaton. This translation process will inherit the same translation errors as described earlier
when translating to formal languages. Alternatively, Chapter [6]showed how to translate a specifica-
tion into formal language requirements readily convertible to an automaton which can operate as a
rewards machine. This will be demonstrated through the remainder of this chapter. Also depicted

is reward machine creation from demonstrations and will be demonstrated in a later chapter.
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7.2 Rewards Machines From Formal Specification

The goal of a learning RL agent is to synthesize a controller that satisfies a specification
based on interaction with an environment represented as unknown Probabilistic Timed Automaton
(PTA). Formally, given a set of atomic propositions AP, a PTA T = (Q,1,%, X, E,0, F), a labeling
function £ : @ — AP, and specification ¢, the controller synthesis problem is to compute a
strategy m € IIj7 that maximizes the probability of satisfaction of ¢. This is problematic however
as the synthesis problem must learn the PTA’s probability distribution (g, a) over a potentially
uncountable infinite state space from repeated sampling of the environment. The undecidability
of synthesizing this PTA over continuous time is a corollary of Chaochen, et al [29]. The single
chamber pacemaker case study presented later in this chapter shows how RL’s creative exploration
addresses this undecidability.

Two case studies will be used to show the utility of EDC[¢] and TDC|[/] in practice for modeling
real-time systems and the ability of RL to derive the optimal policy of an unobservable MDP
without learning the MDP’s transition probabilities when the RL agent’s actions are constrained
by a reward machine created from formal requirements. The equivalence between an MDP and a
PTA was given in Chapter

In each study, a system is specified formally with DC requirements then converted to a timed
automata through the EDC[¢] (TDC[/]) to ECA (IRTA) processes described earlier in Chapter [6]
The resultant automaton is then used as the RL agent reward machine guiding the RL agent to
take acceptable actions that yield the optimal policy for the case study. The environment will be

modeled as an unobservable and stochastic MDP.

7.2.1 Grid World

Grid world is a classic environment used for demonstrating reinforcement learning techniques.
Given an z x y grid with a fixed starting and goal location and multiple traps, the optimal policy

finds the route that returns the highest reward. In each square of the grid, the agent selects a
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Figure 7.2: Frozen Lake grids used in case study

cardinal direction. If the selected move would cause the agent to leave the grid, the agent does not
move for that action. Play ends when the agent moves either into a trap or the goal. Should the last
move result in a trap location, the RL agent is given a negative reward. Grid world environments
are not stochastic and are easily solvable.

Frozen lake is a stochastic extension on the grid world environment where the agent’s actual
next state is probabilistic. When the agent selects an action, there is a probability p of moving in
the desired direction and (1 — p)/2 of moving in either of the adjacent directions. For all of the
frozen lake case studies listed in Table except for study 3b, p = 1/3. The challenge of finding the
optimal policy was gradually increased by adding additional rules such as the agent may not select
the same action twice in a row. Taking a different action each time may lead to unsolvable grids
or less optimal policies. To overcome this possibility, an additional action was added to allow the
agent to simply wait for one turn allowing the agent to repeat the same action with an interspersed
wait between them. The grids used for this case study are shown in Figure [7.2l Overall, four
variations of the case study were performed. The differences and gradually increasing challenge is
shown in Table [Z.1]

The specification for frozen lake case study 2 is given in Table[7.2]and consists of six rules writ-
ten in DC. First, pick_ one states that only one action may be selected on each turn. no_ con flict
states that only one action may occur for any reason in an increment of time. [reach__goal]| states

that the agent must always reach the goal without entering a trap location. no__consecutive_req
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and no__con__wait define that after each action taken, a period of 1 must follow where that action
is not taken. no_trap states that a trap location should never occur. The complete case study 2
specification is the concatenation of these six requirements.

The process for each case study began with conversion of the DC requirements into EDC[/]
(TDC[{]) automata. MUNGOJERRIE [I08] was then used to find an optimal strategy using RL
and compare the result against the theoretical optimal strategy. MUNGOJERRIE is a OpenAl gym-
like [24] framework of tools designed for experimenting with finite MDP and stochastic game reward
agent design over objectives described in w regular languages and LTL specifications. For the frozen
lake case studies, MUNGOJERRIE was used to calculate the probability of satisfaction for each case
study using probabilistic model checking (MC), then RL to learn an approximate optimal policy,
and compare the two results.

Table [7.3] shows the results of the various experiments run. For each grid size and rule set,
the table shows the episode size and time required to find an approximate optimal policy and then
the comparison of that policy with the expected (MC). The results show that RL can attain a
reasonable approximation in most cases, though MC still returns a better overall result. Generally
it can also be seen, and not unexpectedly, that as the grid size and complexity of the rules increase,
the length of training required increases substantially. The 8 x 8 case study could only find a
solution for the simplest rule set.

Analyzing the policies learned by the RL lead to some interesting observations of the reasoning

encoded in the results and where it can become handicapped. The most important rule that it

Table 7.1: Frozen Lake Case Study Requirements

Study Requirements

1 Standard Frozen Lake with no modifications

2 Adds “delay” action to mimic then no move is made; The agent may not
take any action consecutively

3a Adds time limit; Agent must complete within 60 time units

3b  Same as 3a except probabilities changed to 1/4:1/2:1/4
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Table 7.2: Frozen Lake Case 2 : EDCI{] specification

Rule EDC]/] specification
pick__one = [nVeVsVwVuwait]®
no__conflict = ([n]®* = [-eA—sA—wA—-wait]®) A ([e]* = [-nA=sA—-wA ~wait]®)A

1) A
([s]® = [-nA—eA—wA-wait]®) A (Jw]® = [-nA-eA-sA-wait]®)A
(Jwait]® = [-n A —eA-sA—wl®)

[reach__goal] = [O(=goal) " true™ [goal N\ —trap)
no_consecutive_req = DO(([n]*"true = £ =2 17[-m|*) A (Je]* " true = (£ =2 1) [—e]*)A
(Is]* 7 true = (£ =5 1)7 [=s]°) A ([w]* " true = (£ =3, 1)7 [-w]*))
no__trap = O[~trap]
no__con__wait = O(Jwait]* " true = (£ =2, 1) [~wait]®)
Specification: = pick_one Ano_conflict A reach__goal A

no__consecutive__req A no_trap Ano__con__wait

learned, based on the stochastic nature of the environment, was the nonintuitive selection of actions
that limited the chances of entering a trap, even at the expense of the path’s expediency through

the environment. For example, the optimal path to avoid traps in the 4 x 4 grid of Figure is:
W W N 5 E 5
Sg() — SQO — 510 — SH — S()l — S()Q — 503.

When in Sy, the safest move is west, off the board because there’s no chance of ending in trap
So91. It does, however mean there’s a one-third chance of moving back to S3p and getting stuck
oscillating between Ssg and Ssp.

Case study 2 added the wait command and disallowed taking any action twice. The intent
was to simulate some need to pause such as perhaps the agent was heating up when it moved and
needed time to cool down. When the agent was allowed to take as many waits as desired, it used
wait to prevent moving into a trap by permanently waiting and never attempting to move again.
This behavior was seen when the agent had ‘bad luck’ and ended in Sos where there was always at
least a one-third probability of ending in traps So; or S93. Changing the rules for this case study to
disallow consecutive waits prevented this behavior and the path became identical to case 1 except
for a wait action between each move.

Case study 3a then looked to see if there was a way to force the agent to take actions that
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Table 7.3: Frozen Lake Case Study Results

Grid Rule Size of Prob of Satisfaction Episode RL Train
Size  Set Product MC RL Length Number Time(secs)
4x4 1 311 0.780 0.780 1000 300,000 84.0
4 x4 2 877 0.780 0.776 1000 300,000 99.2
4x4 3a 138,286 0.388 0.313 1000 75,000,000 10,038.3
4x4 3b 138,286 0.454 0.382 1000 75,000,000 11,841.7
bx5 1 545 1.000 0.939 1000 300,000 147.3
5x5 2 1511  1.000 0.997 1000 300,000 72.9
5x5 3a 289,320 0.996 0.788 400 15,000,000 3501.2
6x6 1 820 1.000 0.947 2000 900,000 440.5
6 x6 2 2270 1.000 0.982 2000 900,000 227.1
6x6 3a 431,655 0.999 0.876 400 15,000,000 3880.1
8x8 1 1424 1.000 1.000 2000 600,000 550.0
8x8 2 2984 0.230 0.000 1000 75,000,000 22.5

were less safe in order to complete within a bounded time limit. This was a significantly larger
challenge as there were now 60 copies of each state to represent their value for each tick of the
integer bounded time limit clock. As seen in the results, the number of episode steps and episodes
increased substantially yet the agent only achieved 80-90% of the MC predicted satisfaction. This
case was not run on the 8 x 8 due to excessive learning times.

The final case study looked to see if changing the action probabilities to favor the selected
action would have any effect. Using only the 4 x 4 grid and a probability for taking the selected
action of 0.5, the agent did increase its probability of satisfaction but continued to trail the MC

probability by a margin similar to case 3a.

7.2.2 VVI Pacemaker

Pacing therapy provides an environment with fixed, real-time deadlines. Unlike grid world
where the rules for when an action may be taken are based only on current state, a pacemaker’s

actions are related to spans of time from an arbitrary point. As an example, the lower rate
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requirement VVI-1 states that an amount of time equal to the lower rate must pass before a
ventricular pace may occur. What triggered the start of the time span is irrelevant.

This case study attempts to learn the functionality of a simple VVI pacemaker (Figure
by rewarding an RL agent based on correct operation. The reward machine implemented the VVI
requirements given in Section These were translated by hand to the TDC specification shown
in Table Blanking periods were not modeled for this case study. The same toolchain from
the grid world case study was used for creating the pacemaker reward machine. This led to some
compromise in the fidelity of the model due to limitations of the translation from requirements to
automaton. The translation tool used an intermediate translation to Monadic Second Order (MSO)
logic where all time periods were unrolled into a sequence of states, each state representing one
clock tick. This constraint forced each pacemaker design to have fixed timing periods that could
not be adjusted once the reward machine automaton was created. Figure shows an example of
how the equation

([VS1*V [op]*) " ([(=VS v =V P)") " [V P]*

would be unrolled for an Irl = 10. This limitation restricts the pacemaker model to a single fixed
rate of pacing and precludes modeling rate response where the pacing rate increases and decreases

with patient activity.
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Training of the VVI pacemaker was performed as diagrammed in Figure [7.4) using the rewards

machine automaton created from the VVI specification. The heart model was a simple event

scheduler (Algorithm where the next planned intrinsic beat was scheduled after each intrinsic

beat or pacemaker paced event. For training, the heart was set to beat stochastically by picking a

random time for the scheduled intrinsic event. A stochastic heart was used in order to expose the

pacemaker to the most variety of times between intrinsic events. This is similar to how verification

would be performed to assure pacemaker recognition of valid intrinsic paces versus refractory beats

Algorithm 11 stepHeart: Models a simple single chamber heart

Input: pace = Boolean indicating pacemaker paced.

Output: event = Boolean indicating intrinsic heart beat.
1: Increment Interval Counter
2: if Interval Counter = Event Time N\ Event_Scheduled then
3 event = True

4: ScheduleNewEvent()

5 Interval Counter =0

6: end if

7: return event
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Table 7.4: VVI Pacemaker Case Study Results

Case Refractory V-V Size of  Prob of Satisfaction Episode RL Train
Period Interval Product MC RL Length ~ Number  Time(secs)
vvi—2-6 2 6 120 1.00 1.00 1000 100,000 3.78
vvi-3-8 3 8 270 1.00 1.00 1000 100,000 3.14
vvi-4-10 4 10 884 1.00 1.00 1000 250,000 6.65
vvi-5—14 5 14 2882 1.00 1.00 1000 5,000,000 171.3
vvi—6-16 6 16 4360 1.00 0.00 1000 10,000,000 8.85

though formal verification would precisely define when each intrinsic would occur.

Table shows the five tests performed. Each test is labeled based on the unrolled timers.
Thus, test vvi-2-6 had a refractory period of 2 and a V-V interval of 6 and for a lower rate of
60bpm (1000ms) each clock tick would represent 166.7ms.

The pacemaker had only two possible actions, pace and wait, and only one environmental
input indicating if the ventricle intrinsically beat. The results in Table [7.4] show that Q-table
learning can replicate the pacemaker specification given these allowed actions and environment
input. This was an interesting result as the learning agent had to infer which intrinsic beats fell in
the refractory interval and pace appropriately.

One can also see in the results table the effect of Q-table learning. Like the grid world case
study, as the number of states in the automaton increased, the time to learn also increased to the

point that test vvi-6-16 was unable to find a solution.

7.3 Rewards Machines From Expert Demonstrations

With Model Based development, introduced in Section the designer builds a model rep-
resentation of the intended design from a draft textual description. The model is then tested
against the description and each is then updated to correct errors while adding additional detail.
This iterative process continues until the model and description both represent the desired out-
come. Standard tools are available to take the model forward through the design process with the

expectation of minimal design errors. But would the process work if the model is a black box?
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It’s not uncommon when starting to design a replacement for an existing cyber physical
system (CPS) to find the original documentation less than adequate. Changes were made during
design not reflected in the specification. Documentation is lost or stored in a format no longer
supported. It may be the original subject matter expert is no longer available. When this occurs,
the only true source of requirements is the device itself [48]. By exercising the original device, traces
of proper operation can be generated. By containing representation of the original design intent,
traces from a model or existing product are an alternative method of specification translation. The
focus of this chapter’s case study is showing how these traces may be used to recreate the original
functionality as a rewards machine.

As a further example of capturing design intent from traces, Chapter[5|described the process of
analyzing surgical video. This is another type of black box where there is no established specification
to begin with and there is variation in how the procedure can be performed. Analysis of each surgical
video results in a trace representing one possible path for the surgical procedure. Like the true
black box previously described, these traces contain the logic of the specification and can be used
to train a product to perform the procedure or to score future traces of the procedure against the

expert demonstrations contained in the original traces.

7.3.1 RL Training from Traces

Referring back to Figure [7.1], there are three basic methods to synthesis a rewards machine:
from a natural language specification, from a formal language specification, and from expert demon-
strations. Chapter [0] established that creation of a correct rewards machine from natural language
requirements is difficult. The previous section demonstrated correct by design rewards machine
synthesis from formal language requirements. This section addresses the remaining method of
reward machine creation from demonstrations.

Demonstrations can be recorded as a sequential series of operations, steps, or evolutions of
parameters. Each demonstration is one trace through the operation of the system to be controlled.

Traces may be created through observation as described in Chapter [f] by executing a model derived
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from a formal language specification or recorded runs of an original system. For completeness, the
traces should demonstrate both good and erroneous operation though erroneous can be inferred as
the set of all traces not represented by good traces.

Viewing a trace as a sequence of consecutive actions where one or more actions in the sequence
may be wrong a reward machine can be a classifier neural network trained to identify is the trace
has errors or not. There are many past examples of using a neural sequence architectures including
electrocardiogram data [136] [31], brain-machine interfaces [32, 27], mobile networks [144], and

various Internet-of-Things devices [96, [IT1]. This is the method used in the following case study.

7.3.2 Traces To Pacemaker

The case study for this chapter is straight forward and ultimately results in the same outcome
as the Chapter[7] where a rewards machine trains an RL agent to operate as a pacemaker. The stakes
are higher here though with the more goal of learning the complicated dual chamber pacemaker.

To begin, sets of good and bad traces need to be generated. While there are some cardiac
waveform databases available [I30] [10], we were required to build our own datasets from scratch.
Many available waveform databases are electrocardiogram (ECG) based. This is a body surface
signal with a different morphology than the intracardiac electrogram (EGM) waveform measured
by an implanted pacemaker. EGM libraries like [I0] contain analog waveforms measured at the
pacemaker leads. Before such signals can be used by pacemaker pacing logic they are processed
through a chain of analog and digital filters and comparators to remove noise sources such as muscle
activation potential and breathing to isolate the actual intrinsic pacing pulse. Our research does not
attempt to model this functionality and assumes this portion of the pacemaker has been properly

configured to produce clean intrinsic activity markers.

7.3.2.1 Traces to Rewards

The trace generation environment for this case study consisted of the pacemaker automaton

created and tested in Chapter [§ and a heart model that can exhibit healthy function or one of
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Figure 7.5: Example segment of a bad pacemaker trace with errant pace at time 203

several common cardiac arrhythmias. The arrhythmias modeled were: sick sinus with complete
AV block, sinus arrest, premature ventricular contractions (PVCs), Mobitz II (3:2 heart block),
and stochastic. In each heart mode the intrinsic rate was allowed to stochastically drift up and
down so the RL agent couldn’t key in specifically on the timing between paces. It would need to
understand that as time between paces changes, so does the length of the blanking and refractory
periods. Bad traces contained errors of omission, where a scheduled pacemaker generated pace
should have occurred but did not, and extraneous, where additional pacemaker paces occurred in
erroneous locations and the location and type of each error was randomly selected. A short portion
of a trace is shown in Figure

A total of 11,000 traces were generated for each arrhythmia type: 1,000 negative samples
(unsuccessful runs), and 1,000 positive sample (successful runs) each run consisting of 1,000 time
steps. Due to the nature of complete AV heart block, traces of good pacemaker operation would
have been virtually identical and therefore, no good traces were created. Overall there was a total
of 5,000 positive examples, and 6,000 negative examples (See table .

Traditionally, neural network classifiers for sequential data have been built around RNN
architectures. With the recent advancements in transformer based classifiers, classifiers based on
both transformers and LSTMs were trained in order to compare the difference in learning capability.

During training of both classifiers, each trace was broken into segments of n € {20, 30, 50,100}

lengths and the classifier was required to decide if the final action in the segment was correct or
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Figure 7.6: F'1 score box plots across different segment sizes for the 2 different architectures.

not. Training success was measured using the F1 [I17] score, a common metric for comparing Al
algorithms, and is presented in Table where the P and R columns are the precision and recall
scores. Figures and show the F1 scores for the LSTM and transformer respectively over

different segment lengths. The LSTM significantly outperforms the transformer model.

Table 7.5: Positive and negative samples used for training rewards machine per arrhythmia type.

Arrhythmia Type ‘ # Positive Samples ‘ # Negative Samples

Complete AV block — 1000
pPVvC 1000 1000

Mobitz IT 1000 1000
Stochastic 1000 1000
Periodic Sinus Arrest 1000 1000
Healthy Heart 1000 1000
Total 5000 6000

Table 7.6: Reward Machine Training Results

. . LSTM Transformer
Window Size p R F1 p R F1
20 0.95 (0.003) 0.95 (0.004) 0.95 (0.004) 0.86 (0.007) 0.85 (0.007) 0.85 (0.07)
30 0.96 (0.007) 0.96 (0.007) 0.96 (0.007) 0.84 (0.01) 0.83 (0.01) 0.83 (0.01)
50 0.96 (0.007) 0.96 (0.007) 0.96 (0.007) 0.83 (0.02) 0.83 (0.02) 0.83 (0.02)
100 0.96 (0.005) 0.96 (0.006) 0.96 (0.006) 0.80 (0.01) 0.78 (0.02) 0.78 (0.02)
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Algorithm 12 Pacemaker Agent Learning From Trace Log

Input: Episode Cnt (E), Replay Size (R), Log Len (L), Explore Rate (v)
Output: Output: Trained RL Agent

1: procedure FIT(FE, L,7)

2 for each Episode do

3 State <+ Sy

4 Replay < NewlList()

5: for each Replay do

6 log < NewList()

7 for each step in Log do

8 Action < NextAction(State, )
9: State, Event < Step(Action)
10: log.AddItem([Action, Event))
11: end for
12: Done < Grade(log)
13: Replay.AddItem(log, Done)
14: if Done then
15: State < Sy
16: end if
17: end for
18: Train(Replay)
19: end for

20: end procedure

7.3.2.2 Rewards to Pacemaker

Stochastic policy gradient RL (Section was used for learning the pacemaker func-
tionality. The basic algorithm used for this case study can be found in Algorithm The reward
machine does not work on individual actions but looks at a group of actions together and returns a
normalized reward based only on correctness of the final action in the group. Lines 7-11 generate a
log of pacemaker actions and intrinsic heart events at each step. When the log is full, it is graded by
the rewards machine in line 12 and the log is added to the replay memory. If the rewards machine
returned a low reward meaning actions in the log were incorrect, the pacemaker automaton is reset
and the simulation restarted in lines 14-15. When the replay memory is full, the episode is over
and the pacemaker agent is trained using the replay memory. The replay memory is then cleared
and a new episode begins.

There are multiple parameters that control how the pacemaker agent learns. The exploration
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rate () specifies how often a random action is selected. The log length defines how many steps are
taken before grading the selected actions. This length must match the segment size used to train
the rewards machine. The number of logs to be combined before training is defined by the replay
memory size and episodes specifies the duration of training.

Training was performed a total of eight times, four each for each type of reward machine
(LSTM and transformer) varying the segment or window sizes used as shown in Table For
each pacing agent training, the reward machines were trained with 20 folds and the pacemaker
agent’s log depth was set equal to the reward machines window size. The replay memory consisted
of 200 logs and training ran for 50,000 episodes. The heart model was set to stochastic mode to
assure the pacemaker agent was exposed to the widest possible variations in heart actions.

Validation was done using two methods. The first used the trained agent in prediction
mode with the heart in each disease state over 2M steps representing approximately 56 days of
continuous operation with a stochastic heart. No erroneous or omitted paces were observed. The
second validation was through extraction of the learned automaton by recording each unique state

transition seen and converting the resulting data into an automaton. Each agent returned the same
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Table 7.7: Decoding Pacemaker State Name

Bit Description

b7 Interval

b6  Ventricular Sense

b5  Atrial Sense

b4 AV or VA Interval Running

b3  Atrial Refractory (AR) Period

b2  Atrial Blanking (AB) Period

bl  Ventricular Refractory (VR) Period
b0  Ventricular Blanking (VB) Period

DFA (Figure and, by visual inspection, found to be correct. In the figure, each state name
is an encoding of the currently active periods, intervals, and intrinsic heart beats as described in
Table (7.7} The graph edges represent the pacemaker agent’s action (AP = Atrial Pace, VP =
Ventricular Pace, -- = Wait) and there is only one valid action that can be taken in each state.
There are two state transitions that may look incorrect. State 11000000, where a VS had occurred,
is exited by an atrial pace. Likewise, state 00100000 exits with a VP even though an AS had
occurred. This is acceptable behavior for a pacemaker. When an AV or VA interval ends, the
pacemaker will pace regardless of heart activity. Doing otherwise would delay the required pacing
pulse and violate the specification by pacing the patient below LRI. A check could be added before
pace delivery but the intrinsic event could still fall between the check and the pace; there’s no

practical way to fully mitigate this.

7.4 Conclusions

Reward machines are difficult to design due to many factors. This chapter demonstrated
various methods for reward machine synthesis that can result in a verifiably correct solution. In
one method the reward machine is created as an automaton from a formal specification, as described
in Chapter [6] that can be verified correct using standard formal verification. Automation of the
process from formal specification to automaton also eliminates coding errors being injected during

a manual reward machine creation.
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The grid world case study showed that a reward machine automaton created from a formal
specification can be used for training an RL agent to find an optimal policy in a stochastic envi-
ronment. When the rules of the environment were changed to allow the agent to pause without
restriction, it used that to its advantage to prevent falling into a trap highlighting a preference
to prevent failure at the cost of never completing the task of reaching the goal. This shows that
capturing and encouraging long-term goals in a specification is a difficult task.

The VVI pacemaker example showed that a reward machine can be used to train an RL
agent to correctly control a cyclic stochastic system. Within the constraints of automaton creation
process, the RL agent progressively learned to control systems with finer time resolution showing the
ability to handle sparse rewards. The VVI pacemaker also showed the limits of Q-Learning as the
state-space explosion inherent in the finer timed experiments became unsolvable. This limitation
will be overcome with different RL architecture in a later chapter.

The second method of rewards machine synthesis was creation directly from traces generated
from a black box source. By way of a case study, this was shown to be true. It was shown that two
different sequential neural networks architectures can each successfully be trained solely from good
and bad examples to execute correctly as a rewards machine. The quality of the rewards machine
was verified through use in training an RL agent in emulating the original source of the traces.

The LSTM was far superior to the transformer in learning to correctly classify the pacemaker
traces. Additionally, the transformer showed significantly more sensitivity to the length of the trace
segments used for training with performance decreasing as length increased.

Training of the dual chamber pacemaker using policy gradient was significantly faster than
the deep Q network used in for learning the VVI pacemaker even though the VVI pacemaker is
simpler single chamber pacemaker. Another interesting secondary outcome came from collapsing
the various period and interval timers to single bits for use as the state name as seen in Table [7.7]
and Figure [7.7] allowed for extraction of the final learned DFA, which eased verification of the RL

agent’s pacemaker.



Chapter 8

Safe RL Training For Therapy Optimization Through Shielding

Chapter [6] presented a principled design method for specifying a real-time system based on
Duration Calculus and showed the resulting formulas could be converted to an automaton and
verified with standard formal methods tools to be correct. The automaton could then be deployed
directly into the desired application. As such, there’s limited utility in training an RL agent
to duplicate the automaton’s functionality. Furthermore, while the VVI pacemaker case study in
Section [7.2.2] demonstrated that it possible for an RL agent to derive the functionality of a real-time
system it also highlighted safety concerns when presented with operating conditions not represented
in the training data. Even an almost surely satisfaction learning of the formal specification can
still cause harm. Indeed, Bozkurt [23] and Venkataraman [I50] show that RL can maximize the
probability of satisfying stochastic system controllers with high degree and yet cannot guarantee
reaching the optimal policy. Without that guarantee, RL optimized patient therapy is not possible.

While replacing a knowable controller with a trained RL agent is poor utility of RL’s ability
to explore and exploit unknown environments, used in conjunction with a known controller the
combined strengths of both can create new and novel solutions. In this chapter, we will harness RL’s
strength by introducing permissive requirements that allow real-time exploration that is guaranteed

safe through use of shielding (Section |4.2.1.3)).
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Figure 8.1: Shielded RL With Observer

8.1 Personalized Patient Therapy

Modern medical devices can generate significant data related to the patient’s condition and
disease state. Most medical devices, however, perform minimal analysis of this data in-situ and
device therapy parameters are typically configured based on large population models for the average
patient, leaving the individual patient with sub-optimal therapy. Optimizing each patient’s therapy
requires analysis of real-time in-situ patient data continuously adjusting patient therapy parameters
that personalize the device to their specific needs. In-situ RL enables unique new therapies difficult
to implement with traditional code to provide further improvement in patient quality of life.

Patient unique therapy requires the RL agent to continue training after device implant. If
unconstrained, an RL pacemaker learning in-situ may take an action that can cause patient harm
and, thus, a method is required to prevent inappropriate actions during learning. One solution
to this is to add shielding that maintains safety when the RL agent attempts a hazardous action.
With a shield in place, the RL agent is free to continue learning without risk of patient harm.

Shielded RL, as introduced in Section prevents erroneous actions taken by the RL
agent from reaching the environment where harm may occur. Figure depicts the shielding
model used in this chapter. It modifies the more generic shielding presented in Figure by
separating the environment into a model of the environment and an observer. This change enables
the observer to be implemented as a rewards machine using the process shown in Chapter [7]] With

this configuration, the shield provides a set of allowable states based on the present environment
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state. The agent sends the best action from the set based on past learning to the environment,
which reacts and updates its state. The observer determines a reward based on how close to optimal

the environment currently is, provides that to the agent and the cycle repeats.

8.2 Shielded RL For Real-Time Therapy Personalization

Mobitz IT heart block is a condition where a ventricular beat is dropped due to AV node
disfunction. The dropped beat has a periodicity such as every third beat. While current pacemaker
therapy provides this missing beat, the timing of the beat is not optimal. Figure depicts this
where the AV interval is 7. The AV intervals with missing intrinsic ventricular beats are highlighted
in red. Referring back to pacing therapy in Section [3.4] the pacemaker is preferential to intrinsic
beats and will wait up until the lower rate expires before providing the needed beat. When the
patient’s current heart rate is similar to the lower rate, the beat will feel natural but if the patient
has an elevated intrinsic rate, the pacemaker beat begins to feel dyssynchronous due to the difference
in beat-to-beat timing of their elevated intrinsic rate and the slower pacing setting. Figure [8:20]
depicts this irregularity where the intrinsic AV interval is 7 and the pacemaker lower rate AV
interval is 15. Optimized therapy look similars to Figure where the time between atrial beats
and ventricular paces are close to the intrinsic time leading to a more natural feeling heart beat.

Solving this condition in procedural code would involve maintaining a running average of
intrinsic beat timing and then matching that rate with the generated pace. Such a solution will
have a time delay based on the depth of the running average and may continually lag the intrinsic
rate as it changes in response to patient activity. RL, with its inherent ability to recognize patterns
in data can detect changes much quicker to provide a more natural heart rate. This requires the RL
to learn in-situ and must be constrained to still provide safe therapy during the learning process.

The first step to enabling this unique RL therapy is providing exploration space in the strict
specification. Creating an exploration space requires a permissive specification that relaxes some
rigid requirements. A pacemaker is required to pace at the end of the VA interval when no intrinsic

beat is detected (DDD-13). Allowing the RL agent the option to pace anywhere after the completion
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Figure 8.2: Mobitz II Pacing

of the ventricular refractory and the end of the AV interval creates exploration spece to find the
optimal location for a ventricular beat based on the patient’s intrinsic timing. Table shows
the DDD requirements that need modification for this case study. A new ventricular action, the

permissive ventricular pace Vper (VO), is introduced.
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Table 8.1: Permissive Pacemaker Case Study Specification Changes

Rule Modified Specification
permissivevp = [VSN < Vother]
pav = (AP L PAV) A (ASN L2 L SAV)

AN(PAV A =Vother)y~EPAV) A ((SAV A ~Vother)~ESAV)

vastart = (Vother vV ESAV v EPAV vV BOOT) ﬂva VAN((VAN-ASN)NEV A)

Unlike the VVI case study in Section where the RL agent learned the entire pacemaker
specification, here the RL is tasked with only identifying the optimal pacing time Ve and not
the complete pacemaker. The standard pacemaker is controlling the heart as normal while the RL
agent’s actions preempt ventricular paces scheduled by the pacemaker. This leads to a modification
of the shielded RL shown in Figure adding the pacemaker as the primary environment controller.
The complete design is shown in Figure where the optimized therapy RL agent is separate from
the primary pacemaker logic.

The reward machine for this therapy is a simple algorithm where the reward is proportional
to how close the agent is to providing the missing beat at the optimal time, where optimal is exactly
one clock tick later than when the intrinsic would have occurred — a nod to the desire to give the
heart every possible chance to intrinsically beat. The permissible window for pacing is defined as
a window of time starting at the length of the most recent SAV interval and ends with the Lower
Rate Interval. The agent receives a reward of 5 for pacing at the optimal spot within this window.
The reward decreases linearly by 1 for each tick later than optimal. A reward of zero is given if the
pace is more than four beats late.

Shield design is straight forward. During the AV interval the shield provides the set of
actions A = {pace,wait} if a pace is allowed and would meets the upper and lower rate interval
requirements. At all other times the set of actions is restricted to A = {wait}.

This will be demonstrated with a dual chamber pacemaker RL agent tailoring its pacing to

match the heart’s intrinsic rhythm and provide a more natural pacing feel to a patient with Mobitz
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II heart block. This is a unique patient specific therapy not available in current pacemakers.

For the case study, the heart was allowed to randomly speed up and slow down to represent
a patient engaging typical daily activities. As a control, the test set up was executed using the
validated DDD automaton created from the strict specification in Chapter [6] to show RL agent
learning standard pacing therapy. These results for Mobitz II arrhythmia are shown in Figure
Note that intrinsic paces occur 3 time periods after an atrial intrinsic while the ventricular paces
occur 6 time periods later. Figure shows when each event occurred in relation to the cardiac
cycle. The change in intrinsic heart rate can be seen with VS occurring at interval times of 5, 7,
and 9. The pace maker generated a VP at a fixed interval of 15.

Figure plots RL optimized pacing. The intrinsic AV interval has been extended to
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Figure 8.4: Standard Mobitz II Pacing

highlight the agent’s improved therapy. In the figure, each S represents an incorrect VP action by
the agent that has been corrected by the shield. The agent optimized paces are labeled as VO.
The improvement is more visible in Figure In this plot, it can be seen that the VP now are
within 3 time points of the VS. For example, when intrinsics were occurring at time interval 6, the
associated VO occurred at interval 9. The association can be made through the ratio of VS at t = 6
(59) and VO at t =9 (30) is indeed 3:2 as expected. The other VS-VO ratios are likewise the same

with a small deviation to account for a beat delay for recognition of a rate change.

8.3 Conclusions

The power of RL is its explorative and exploitive behavior. Allowing a medical device RL

agent to continually learn is-situ allows it to adapt to changing patient disease state and maintain
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Figure 8.5: Optimal Mobitz II Pacing

optimal therapy. Doing so, however, brings significant patient risk if the continual learning process
was allowed to try unsafe actions. Constraining the RL exploration through boundaries such as
time periods when actions are acceptable and ranges of valid parameter values allows the agent to
safely explore new policies without risk of harm.

Through the use of the Mobitz II case study, this chapter showed how shielded RL can
effectively optimize a simple therapy without patient risk. Doing so required the introduction
of a new concept in the permissive specification where strict requirements are relaxed to create
exploration space for the RL agent. Creating this space becomes a new design challenge where the
designer must understand the scope of the permutations created through this relaxation to assure

there is no combination that can result in increased patient risk.



Chapter 9

Conclusions

In 2024, cardiology devices are project to approach US$73.42bn of an overall US$508bn
market for medical devices of any kind with an annual growth rate of 5.58% over the period 2024-
2029 [133]. This rapid market growth is putting pressure on device manufacturers to introduce
newer, more complex devices into the market at a continually faster rate leading to shorter devel-
opment times, leaving full testing and verification as a luxury [75].

Al can have a significant role to play in new medical device design that addresses both speed
to market with new and novel therapies while providing greater safety assurances even with a
decrease in testing. Al has the ability to improve capture of specifications from both the traditional
method of natural language descriptions and directly from expert demonstrations into a formal
specification that can be tested and validated to be correct. Taking advantage of reinforcement
learning’s exploration and exploitation abilities new and novel therapies can be designed quicker
and if shielded, can continue to learn in-situ for real-time optimization of patient therapy.

Chapter [f] began with a novel new application of LLMs in converting analysis of surgical
video into formal statements that describe the exact steps of a surgical process enabling a formal
specification to be derived directly from expert demonstration. Such knowledge opens up new
avenues for improved patient outcomes through grading of individual surgical technique and cor-
relation of surgical procedure with patient outcome through fusion of vital signs with temporal
surgical process steps. In addition, this descriptive technique of process to formulas allows creation

of process models useable for off-line experimentation in process improvement without patient risk.
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Formal specifications can describe desired behavior in succinct and unambiguous statements
that are testable and can be proven correct. Many formal languages, however, are not sufficiently
expressive to describe complex timing relationships while more expressive languages are neither
decidable or deterministic. Chapter |§| introduced constrained versions of Duration Calculus, (EDC
and TDC) that maintain the language’s expressiveness while restoring both decidability and de-
terminism. With these constrained dialects, formal specifications for pacemakers were presented in
Tables [6.1] and 6.2

Using RL for medical therapy requires a rewards machine that correctly enhances desired
behavior. This is a difficult task to get correct. Creation from a natural language specification
has been shown to be difficult and error prone. Chapter [7] presented two methods, one novel, for
creating a rewards machine. A rewards machine can be an automaton which correlates current
environment state with the desired optimal condition, generating a reward based on how close to
optimal the environment is. When expressed as an automaton the rewards machine can be tested
and validated before use to assure achieving the desired training outcome. The constrained DC
dialects from Chapter [0] transition easily to automata allowing for using the formal pacemaker
description to be directly used as a rewards machine that is provably correct. Knowing the design
is correct decreases the level of testing and rework found in the standard design process.

A novel approach to rewards machine creation is using a neural network trained from traces
exhibiting desired and undesired behavior. Such an approach enables rewards machine creation of
an unknown black box through observation of excitations and responses. This is the first known
application of a neural network as a rewards machine.

An unconstrained RL therapy is not without risk of patient harm. A trained RL agent can
select incorrect actions when given situations not contained in the original training, while the ex-
ploration characteristic of RL while training will select unsafe actions if allowed to train in-situ.
Preventing incorrect actions from reaching the environment enables real-time in-situ training for
therapy optimization and creation of novel new therapies. Chapter [§introduced shielded RL where

the RL agent was only supplied with valid actions that it could select from. Control algorithms
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in design specifications are typically rigid, without room for exploration. This chapter introduced
the novel concept of a permissive requirement that defined allowable parameter permutations that
maintained safety while allowing for optimization. This was demonstrated with a real-world demon-
stration for optimization of pacing therapy.

While this thesis used a pacemaker as an example for using RL safely to create therapies
optimized to the individual patient, the techniques are not pacemaker unique. What has been
presented here is applicable to any medical device. Using these techniques cannot only address
the desire for shorter design cycles, it enables new device manufacturer unique therapies optimized
directly for the patient that are guaranteed safe.

This thesis began with textual descriptions and specifications of a life sustaining medical
device. With each succeeding chapter these were translated into reward mechanisms capable of

training RL agents to devise new, novel, and safe therapies uniquely optimized for each patient.

Truly,

From text to life.
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