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Abstract

Suhas Akshar Kumar, (M.S., Electrical Energy and Computer Engineering)

Formal verification of Artificial Pancreas

Thesis directed by Prof. Sriram Sankaranarayanan

Modern medical devices like artificial pancreas system are safety critical. Malfunction of

these devices can cause death or serious injury to the people using them. The artificial pancreas

run complex control algorithms and there is a need to verify these control algorithms to minimize

or eliminate failures during every day use by patients. Current clinical trials test these devices only

for a few patients and do not test for the wide range of failure scenarios that could occur during

daily use. Automated formal verification can test for corner case failure conditions that could

be addressed before production. This thesis presents an approach to perform formal verification

of artificial pancreas system using S-Taliro, a tool for testing for metric temporal logic (MTL)

specification on Matlab(tm) based models. A spline based approach is used to test for properties

related to the controller and a model based approach is used to test properties related to the

closed loop system. A non deterministic predictive model is built using clinical data and future

directions to check these predictive models are discussed. Violations are found for both the model

based approach as well as the spline based approach. Violations are visualized and discussed and

remedies are suggested. A non deterministic model is built using data and the model is simulated.

Ideas about checking this model is presented. The violations can be used by the control system

designer to find the root cause of the failure and to design a new controller that satisfies the specified

properties. Violations from the spline based approach can be used to find such scenarios in actual
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data and the information can be used to correct for such failures in the future controller designs.

The non deterministic model built from patient data can be used to test controller’s performance

on individual patients.
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Chapter 1

Introduction

This thesis presents two case studies on the use of robustness guided falsification techniques

to falsify properties for the artificial pancreas. It further presents ideas on testing properties on

models of insulin glucose dynamics built using actual patient data.

1.1 Type 1 Diabetes

Type 1 Diabetes (T1D) is a disease that occurs when the immune system destroys beta

cells in the pancreas, the ability of the pancreas to secrete insulin is lost, since beta cells secrete

insulin. Insulin is a key hormone in the regulation of glucose in the body. With the loss of

regulation of glucose in the body, glucose in the blood can drop to below a threshold which can

cause hypoglycemia or it can increase to levels above a threshold which can cause hyperglycemia. If

left untreated mild hypoglycemia can cause fainting, Severe hypoglycemia can cause seizures, coma

or even death. Likewise mild hyperglycemia over time can cause damage to organs like kidneys.

Severe untreated hyperglycemia can cause a condition called ketoacidoisis, this happens when there

not enough insulin the body, without insulin the body cannot use glucose in the body, so the body

breaks down fat, in this process waste products called ketones are produced the body cannot

handle large amounts of ketones. Type 1 diabetes is usually treated using multiple daily injections

of insulin. Recently, manually controlled insulin pump that deliver insulin subcutaneously is used

as a treatment. The pump can be set to the control the rate of insulin delivery over time(basal

insulin), the patient has to manually set the pump to deliver extra insulin before the meal(bolus
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insulin) and also has to decrease the insulin delivery during physical activity. The disadvantage

of this approach is that the patients have to be trained in using these devices and is error prone.

Patients with T1D have an active role in the tight control of glucose in their body. This includes

counting the amount of carbohydrates ingested from meals, monitoring glucose continuously either

by a continuous glucose monitor or by other devices, and injecting the right amount of insulin at

the right time. Many children and adolescents are diagnosed with T1D, which requires constant

consistent care from parents. It is hard for children to manually count carbohydrates from meals

and monitor blood sugar. Further, night time control of glucose is further complicated because

the patient or the caregiver is asleep. The main danger with external insulin control is that

delivering too much insulin can bring the blood glucose level down to dangerous levels which causes

hypoglycemia. Delivering little insulin causes the blood glucose levels to rise and over time, results

in long term damage to kidneys, eyes and peripheral nerves. Recently, ideas have been proposed

for a device that performs automatic insulin control using closed loop control systems that use data

from continuous glucose monitors and an insulin pump, inject the right amounts of insulin at the

right time to ensure tight glycemic control in patients. This eases the burden of glycemic control

on the patients and helps improve reliability in controlling glucose. This thesis discusses techniques

to test these devices automatically using formal verification techniques for checking correctness

properties of these systems.

1.2 Artificial pancreas project

The artificial pancreas project envisions a complete control system to automate the delivery

of insulin that can be used as ”de facto” cure for type 1 diabetes. To this end, it lays out stages of

development for the device that would ultimately result in a very reliable and robust device that

could be used to treat type 1 diabetes.

As shown in figure 1.1, the artificial pancreas consists of a continuous glucose monitor(CGM),

an insulin pump that delivers insulin and a controller in closed loop that decides the amount of

insulin to deliver based on the CGM measurements. Table 1.1 shows the stages of artificial pancreas
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Figure 1.1: Closed loop schematic diagram of the overall artificial pancreas system.

that the juvenile diabetes research foundation(JDRF) envisions. The first generation device called

the ”very low glucose pump shutoff” shuts off the pump when it senses that the current CGM

measurement is below a known threshold for hypoglycemia. The next generation device called the

”Hypoglycemia minimizer” shuts off the pump if it predicts that the blood glucose would go below

a threshold for hypoglycemia. The next device is the same as the ”hypoglycemia minimizer” but it

also minimizes hyperglycemia by introducing insulin when the blood glucose levels in the blood are

high. The 4th generation device also gives an option to the user to introduce a manual insulin bolus

in anticipation of meals, the next generation device automatically applies a bolus in anticipation of

meals eliminating the need for user input. and finally the final version of the device uses glucagon

in addition to insulin to achieve bidirectional control.

1.3 The need for verification

The artificial pancreas project could help in treating and curing Type 1 diabetes by automati-

cally keeping patient’s blood glucose in the euglycemic range and with minimal manual supervision.

The patient could be exposed to many risks by using the Artificial pancreas system. If the artificial

pancreas injects too much insulin, the patient’s blood glucose level could go below the hypoglycemia

threshold and which could cause the patient to go into coma or it could cause death. Also, if the

artificial pancreas injects inadequate insulin in response to a meal then the patient could suffer from

ketoacidosis. The control algorithm should provide reliable and robust response to unpredictable

events like meals, physical activity and physical failures of pump and sensors. The software in the
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Table 1.1: Pathway to the artificial pancreas project with representative papers showing techno-
logical feasibility. Source: Juvenile Diabetes Research Foundation (JDRF). See [28] for a recently
proposed revised pathway.

ID Description Refs.
1 Low Glucose Pump Shutoff [34]

Pump shutoff during hypo.
2 Hypoglycemia Minimizer [10]

Pump shutoff for predicted hypo.
3 Hypo./Hyper. Minimizer [4, 36, 22]

#2 + additional insulin when
glucose above threshold

4 Hybrid Closed Loop [25, 24, 23]
Closed loop insulin delivery
with manual bolus

5 Fully Automated Closed Loop [7, 8, 9, 13, 31, 26, 15]
#4 with no manual boluses

6 Multi-hormone Closed Loop [18, 17]
Use glucagon and insulin

artificial pancreas should likewise be tested for the absence of runtime errors.

As medical devices become complex with many features and their use in everyday life in-

creases, it is necessary to test these devices thoroughly before their release into the market. As of

now, staged clinical trials are used to test these devices. Since, newer devices have complex control

software to support their features, clinical trials, with their limited sample size are not enough to

test many corner cases that could show up during widespread use. There is a need for continuous

post market testing and remote monitoring in the population to find these corner case defects [21].

Correcting defects found in the field are expensive to fix, therefore these devices are tested in closed

loop with in-silico complex models of human physiology.

1.4 Contributions

This thesis studies the predictive hypoglycemia/hyperglycemia minimizer device which is used

to treat patients with type 1 diabetes . The controller consists of a Kalman filter which predicts

future values of glucose based on past noisy samples. Further, using this predicted value and other

rules, the controller either shuts off the pump, increases the basal rate or continues with normal

delivery. The controller also processes the signal to detect sensor dropouts and pressure induced
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sensor attenuation. There have been trials conducted on an previous version of this controller.

The trials documented the efficacy of the controller in regulating glucose in the euglycemic range

for the participants [8, 30]. This thesis uses simulation based falsification techniques to find

violations of properties that specify the correct operation of the artificial pancreas system. In the

first study the insulin glucose dynamics is modeled using the Dalla Man model [14, 32]. in the

Matlab(tm) environment, the predictive hypoglycemia/hyperglycemia minimizer device controller

which is specified in the Matlab(tm) environment is used in closed loop with this device, the

combined closed loop is verified using a tool called S-Taliro [3] also written for use in the Matlab(tm)

environment. S-Taliro uses the technique of robustness based falsification [19, 20] and it adjusts

the input to the system in a systematic way to guide the system to a property violation . The

properties are specified in the Metric temporal logic formula. The second study using a simple spline

model instead of physiological model to test the closed loop system. In this case, only properties

related to the controller can be tested because the spline model is not representative of the insulin

glucose dynamics of the body. The glucose input to the controller is generated by using the shape

language modeling toolbox that generates arbitrary piecewise polynomial functions that satisfy

constraints on the derivatives and its values. These arbitrary curves do not act as representative

of the glucose variation in the body, but they act as worst case inputs that the controller could

encounter. Therefore, this technique tests the controller for worst case glucose input patterns. The

third study builds a ”non deterministic” black box model of the human insulin glucose dynamics

using data from a clinical trial called the pump shutoff study(PSO3). This is done to get a better

representative model of the insulin glucose dynamics from real data. Further, ideas are presented on

how to verify this ”non deterministic” model. The model is also built to ensure that it is amenable

to verification.
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Related Work

Recently there has been a lot of work in modeling and analysis of closed loop medical devices,

these include pacemakers, implanted cardiac defibrillators. These studies explore formal specifi-

cations for physiological models, formal verification techniques to verify closed loop models and

the use of physiological models to test control software. This thesis aims to test the hypo/hyper

minimizer control software using the Dalla Man model of the human insulin-glucose regulatory

systems. There have been many detailed models of the human insulin-glucose regulation system

developed over the past 50 years.These include the Bergman minimal model [5, 6], Dalla Man et

al [32, 14, 33] and Hovorka et al model [25, 44]. These models have been quite successful in

capturing the insulin glucose dynamics in the human body. However these models are average and

capture the average population dynamics and not individual variability, it is necessary to model

individual patient variation and to model sensor and pump errors in the simulations. The model by

Kovatchev et al [27] was accepted by the Food and Drug Administration as a substitute for clinical

animal trials for insulin treatments. These models can be used to test the control algorithms in the

computer via simulations [31, 37]. This reduces time and cost when compared with animal trials.

These simulations use a virtual clinical protocol to specify external inputs like meal timing, meal

calories, and insulin bolus. The simulation is performed for different patient parameter sets and

inputs and results obtained from simulation can be used to reason about the safety and efficacy of

the controller. Results from the simulation can be analyzed to compute metrics like time in the

hypoglycemia, time in the hyperglycemia. This thesis uses a technique to perform exhaustive search
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that searches over a large space of possible inputs to the simulation. It also searches for worst case

scenarios that violate properties specified by the user and expressed in a specification language like

Metric Temporal Logic [29]. This thesis also builds on [11]. The RV:Runtime Verification paper

perfomed an exhaustive analysis of a PID controller [42] which is built from descriptions from pub-

lished literature. The MEDCPS paper tests a controller in loop rather than working with models

built from descriptions. The challenges of working with software in a loop is building interfaces

between the plant model and the control software. This thesis includes another approach of using

splines as the patient model and does not include complicated physiological models which makes

the simulation faster and also tests for scenarios not probable with physiological models.

This work is also related to that of Chen et al [12], where symbolic decision procedures

are applied to find patient parameter ranges for which a PID controller can be shown to be safe.

Beyond the choice of a different verification approach, Chen et al focus on capturing a range of

variations of patient parameters whereas our approach captures variations in the inputs (meals,

bolus, CGM noise). Furthermore, this approach works with the actual software-in the-loop setup

rather than using a model of the controller.



Chapter 3

Structure of the thesis

The thesis starts out by describing the pump shut off controller in chapter 4. This controller

is used in the first two studies. This chapter describes the over all architecture of the hypo/hyper

controller, describes the Kalman filter, the principle on which the controller is built on. It also

describes the algorithm of the controller. Next, chapter 5 presents S-Taliro. It describes the

robustness guided technique to perform falsification. It describes the S-Taliro tool and how it

performs the robustness guided falsification. Chapter 6 presents the DallaMan model study. This

chapter describes the DallaMan model, the subsystems of the DallaMan model. Next it presents

the closed loop system consisting of the controller described in chapter 4, S-Taliro described in

chapter 5. It presents the properties that are tested on the closed loop and the open loop system.

It presents the falsifications of the properties and suggested remedies for those violations. Next,

chapter 7 presents spline based testing technique. It describes the spline based model. It presents

the Shape modeling toolbox used to generate splines with constraints. It describes the closed loop

consisting of the model and the spline based model. It presents properties that are tested on the

closed loop system. Next, it presents falsifications of the properties. The last chapter presents the

PSO3 data and the ”non deterministic” model built using the PSO3 data. It presents the idea on

binning and it describes how the model is represented using a trie. The model is simulated and

then ideas on verification of these models are presented.



Chapter 4

Pump Shut-Off Controller

Figure 4.1 shows the overall schematic of the hypo/hyper minimizer algorithm. This is an

advanced version of the controller originally described by Cameron et al. [10]. The original system

used a Kalman filter based prediction algorithm to shut off the pump when it predicted that the

glucose would go below a hypoglycemia threshold. The new version of the controller also increases

the basal insulin when it predicts that the glucose in the blood is going high, therefore reducing

hyperglycemia. There have been clinical trails testing the efficacy of the controller, these trials

show that patients spend more time in the euglycemic range during the trials.

4.1 Kalman filter

As discussed in [10], A standard model is used to build the kalman filter

xk+1 = Φxk + wk

yk = Cxk + vk

Where x is the state vector, y is a output vector, w and v are random disturbances and k is the

discrete time sample. Here,

xk =

g
d

 Φ =

1 1

0 1

 C =

[
1 0

]

Here, g is the blood glucose concentration, d is the change in glucose concentration from one

sample to the next, y is the measured glucose(sensor signal), v is the sensor noise. w has covariance
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Kalman
Filter

Rule-Based
Decision

Gs(t) Ĝ(t+ 30)

Shutoff

Add Insulin

Normal

PISA

Figure 4.1: Schematic diagram of the hypo/hyper minimizing controller.

q and v has covariance R. The Kalman filter assumes an initial estimate of the system state x̂o =CGM(0)

0

 and the covariance P0 =

36000 0

0 1000

, here CGM(0) is the first CGM reading.

The state estimate is propogated at each step with the following equations.

x̂k|k−1 = Φx̂k−1|k−1,

P̂k|k−1 = ΦP̂k−1|k−1ΦT +Q,

where k represents the current time step and k-1 represents the previous time step, when CGM

measurement are available state estimate is updated as:

L̂k|k−1 = Pk|k−1C
T (CP̂k|k−1C

T +R)−1

x̂k|k = x̂k|k−1 + Lk|k−1(yk − Cx̂k|k−1)

Pk|k = Pk|k−1 − Lk|k−1CPk|k−1

When the glucose readings are not available the state estimate is propagated as

x̂k|k = x̂k|k−1P̂k|k = P̂k|k−1

When glucose readings are not available for at least 20 min then the state estimate is propagated

as:

L̂k|k−1 = Pk|k−1C
T (CP̂k|k−1C

T +R.γ)−1

x̂k|k = x̂k|k−1 + Lk|k−1(140− Cx̂k|k−1)

Pk|k = Pk|k−1 − Lk|k−1CPk|k−1
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Here, γ = 1000 is a tuning parameter that determines the speed at which the estimate reverts to

initial conditions. The Kalman filter processes the CGM readings and estimates the current glucose

and first derivative and based on the estimated derivatives it predicts the value Gp(t+ 30) of blood

glucose levels 30 minutes into the future. The following actions are performed based on the future

predicted glucose readings.

A. SHUTOFF: shut down the pump for a particular time interval.

B. ADD INSULIN: infuse extra insulin.

C. NORMAL: continue the current basal rate.

D. PISA: Alert the user of the pressure induced sensor attenuation incident.

The algorithm also consists of set of rules to ensure patient safety the rules are:

1. The pump is allowed to be shut off for a maximum of 120 minutes every 150 minutes and the

pump can be shut off for a maximum of 180 minutes every night.

2. The pump is shut off when the predicted glucose is below 80mg/dl and if it raises above 100mg/dl.

The algorithm also has rules to detect pressure induced sensor attentuation, this happens when the

pressure is applied on the sensor causing it malfunction and report false glucose values.



Chapter 5

Robustness-Guided Testing

This chapter describes robustness guided falsification testing to test closed loop control sys-

tems. This approach combines the notion of robustness of temporal logic formulas with stochastic

optimization techniques. Model based falsification techniques search for behaviors of a system that

violate a given property P. Robustness based falsification is discussed in detail in [1, 11]. This

discussion is excerpted from a previous survey on this topic Cameron et al [11]. Falsification

techniques can be symbolic, which explores the system behavior using a constraint solver, it could

also be numeric, which uses a numerical simulation of the model to find the property violations.

There are many constraint solvers that support richer logics that have improved symbolic falsifi-

cation techniques, but these techniques are typically restricted to linear models that involve linear

controllers. Symbolic model checkers for non linear models and nonlinear controllers are a topic

for ongoing research. These techniques don’t scale well and have to be adapted to software like

Matlab(tm), Simulink(tm)/Stateflow(tm), which are widely used in industry to model nonlinear

plants with nonlinear control systems. Simulation based falsification techniques perform repeated

simulations of the system under various inputs and initial conditions. They also use results of past

simulations to guide the future inputs to the system. Simulation based falsifications techniques

have two main advantages (a) They can handle the system as a blackbox. This is useful because

the models specified in frameworks like Simulink, Stateflow(tm) have semantics that change over

successive versions of Matlab(tm). Black box models can be drawback because knowledge of the

model helps in performing efficient simulations. (b) Simulations are cheap and parallelizable and
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can be performed accurately for large non linear systems which are hard to deal with symbolic

checkers. The disadvantage of using numerical simulation is that the simulations are approximate

and they may deviate from the actual trajectories due to numerical errors.

5.1 Robustness Guided Falsifications

Robustness based falsification are based on two ideas (a) A notion of trace robustness is

defined as a metric that captures how ”close” the trace is to a violation. A trace with smaller

robustness is closer to a violation when compared to a trace that has a larger robustness [19, 38].

(b) the robustness metric is used to select inputs that guides the system to decreasing robustness

therefore towards property violations [35, 1, 3]. Inputs are selected that minimize the robustness as

an objective function by solving the global optimization problem using techniques such as Nelder-

Mead, simulated annealing [35, 1], ant-colony [2] optimization or the cross entropy method [40].

5.1.1 Description

Now the robustness guided approach for falsifying metric temporal logic will be described.

The robustness of a trace measures how close the trace is to violate the property. Let x : R≥0 → X

be a trajectory mapping t ≥ 0 to state x(t) ∈ X and φ be a MTL property.

Definition 1(Robustness metric): The robustness of x(.) w.r.t φ is a real number

ρ(x, φ)that has the following properties: (a) ρ(x, φ) > 0ifx |= φ and (b) ρ(x, φ) < 0ifx 6|= φ.

Furthermore, the magnitude v: —ρ(x, φ)—denotes the maximum radius of a cylinder around the

trace x so that any other trace in the cylinder also has the same outcome for φ as x. Robustness

for a given trace and property can be computed efficiently using polynomial time in the size of the

formula and the number of sample points in the trace[cite]. for convex sets as atomic predicates this

requires solving convex optimization problems. However, in practice, the predicates are described

by boxes or half-spaces, and the robustness computation can be optimized significantly.
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5.1.2 From Robustness to Falsifications:

The problem of finding a violation can be reformulated as that of finding a trace of negative

robustness. First, an optimization problem of finding a minimum robustness trace can be found, ρ∗ :

minimizex∈Tracesρx, φ. If the minimum robustness ρ < 0, then we can say that the system violates

the property and the trace x∗ that corresponds to the violation is obtained.Since the robustness

function can be quite complicated, global optimization algorithms such as simulated annealing[cite],

ant-colony optimization[2], genetic algorithms or cross entropy method can be applied to this

problem. If a negative robustness trace is found, then the simulation can be stopped and the

property is said to be violated. If not, the least robust trace is returned to the user for the

user to understand how close the system gets towards violating the property and during what

circumstance.

5.2 S-Taliro

The Figure shows a schematic of the S-Taliro tool 1 , it is a robustness guided falsification

tool that supports MTL properties [3].S-Taliro is implemented inside Matlab(tm) and supports

models described in Simulink/Stateflow(tm). The tool uses an inbuilt simulator and computes

the robustness of a trace. The resulting robustness is used an objective function by a global

optimization engine that seeks to minimize this value. The global optimizer decides on future test

inputs to the simulator based on past inputs and the robustness of the resulting traces. Since no

global optimization algorithm can guarantee finding a global minimum, multiple global optimization

algorithms such as simulated annealing, uniform random exploration, ant colony optimization, cross

entropy method and genetic algorithms are used. if S-Taliro fails to find a violation,it return the

least robust trace, through which we can find a relaxed property that can be satisfied. S-Taliro

is available as an open source tool 2 , and is built to be extensible through the addition of new

solvers and alternative robustness computation techniques. The latest version uses multiple cores

1 S-Taliro stands for System TemporAl LogIc RObustness
2 Cf. https://sites.google.com/a/asu.edu/s-taliro/s-taliro

https://sites.google.com/a/asu.edu/s-taliro/s-taliro
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to perform numerous simulations in parallel. It also supports features such as property-directed

parameter tuning for models and requirements. These features will be enhanced in future releases

of the tool.



Chapter 6

Dalla-Man Model Study

This chapter describes the first of two studies dealing with verification of the hypo/hyperglycemia

minimizer. This study first builds a simulator of the Dalla Man model in closed loop with the

hypo/hyperglycemia minimizer. The Dalla Man model [32, 14, 33] is a physiological model that

models the human insulin-glucose dynamics with meals and insulin as inputs. Interesting properties

about the closed loop are formulated and these properties are tested for violations using simulation

based falsification using the S-Taliro [3] tool. S-Taliro provides violations for 8 out of 10 proper-

ties formulated, and provides the output that approaches ”closest” to violation for the remaining

properties.Figure 6.1, displays the schematic for the S-Taliro tool.

Model
Simulator

Simulink/Stateflow(tm)
Robustness
Calculator

Global
Optimization

~x

ρ(~x, ϕ)
Inputs

ϕ

Figure 6.1: Illustration of the overall robustness-guided falsification setup.
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6.1 Physiological models

There has been a lot of work in physiological modeling of the human insulin-glucose dynamics

in the human body starting with the seminal work by Bergman, Cobelli and others [5, 6]. There

have been recent studies by DallaMan [32, 14, 33] and Hovorka et al [25, 44].

Insulin
transport Insulin Liver

Digestive
System Glucose

Insulin
Dependent

Renal

Nervous
System

Subcutaneous

insulin

meal

G(t)

Gs(t)

Figure 6.2: Structure of a physiological insulin-glucose regulatory model.

The main idea between these models is to write balance equations that capture the entry,

storage, uptake and excretion of both insulin and glucose. They capture the influence of plasma

insulin levels on the uptake of glucose and endogenous production of glucose by the liver. The

model is a nonlinear ordinary differential equation, due to the fact that the influence of plasma

insulin on endogenous glucose production, and insulin dependent glucose uptake is nonlinear. The

model can also exhibit hybrid mode behavior because the renal clearance switches on only when

G(t) ≥ Gr, a renal clearance threshold parameter(around 180mg/dl). For this study, the Dalla-

Man et al [32, 14, 33] model is used, this model is a nonlinear ordinary differential equation (ODE)

system with 10 state variables. It can be used for in silico or virtual clinical trials instead of animal

trials, and is approved by the FDA.
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6.2 Study setup

The input to the model is the bolus, basal insulin and meals, and the output is the glucose

value. The simulation has the following parameters that are set. (a) The initial state of the patient

physiological model, (b) the timing of the meals and their carbohydrate content, (c) noise in the

CGM readings, (d) parameters for the physiological model of a particular patient. The overall

timeline of events for the simulation is shown in the figure 6.3, the simulation models a common

scenario where a patient eats dinner and a night snack. The meal timings and carbohydrates can

be varied over a range. The simulation incorporates another common scenario where a patient

applies a bolus anytime between 20 minutes before a meal to 20 minutes after a meal. This is seen

in 6.1. The amount of bolus injected as measured by the CHO to insulin ratio is also varied. The

simulation also assumes that the controller is started at t = 50 min and the includes a range of

values for sensor noise.

Time

Meal# 1

Bolus #1

Meal# 2

Bolus #2

Closed Loop On

End of Simulation

Figure 6.3: Timeline of simulated events for the closed loop simulation.

6.2.1 S-Taliro

S-Taliro takes the overall closed loop model and searches over the space of inputs to find

property violations. The tool formulates a total of 127 inputs that includes 120 sensor noise values.

S-Taliro is run for upto 7 times for each property, this allows us to discover multiple violations.

Uniform random heuristic was used rather than simulated annealing, probably because of the large

search space.
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Table 6.1: Inputs to the closed-loop simulator.

Inputs Range

Meal #1 Time [20, 40]mins
Meal # CHO [60, 150]gms
Meal #2 Time [180, 300]mins
Meal #2 CHO [0, 60]gms
Insulin Bolus Delta [−20, 20]textmins
Insulin-CHO Ratio [0.05, 0.2]U/gm
Open Loop Basal [0.01, 0.1]U/hr
Controller Start Time {50mins}
Sensor noise (∼ 120 inputs) [−20, 20]mg/dl

6.3 Properties and Results

This section describes the properties that we wish to test for in the overall closed loop.

6.3.1 Control during low glucose levels

An important objective of the controller is to turn off the pump in the event of impending

hypoglycemia. So an important question to ask is whether the controller resumes basal insulin or

deliver extra bolus insulin when the patient is already under hypoglycemia.

Property 1.1 :Is it possible for basal insulin to be resumed when G(t) ≤ 70 mg/dl

and when the pump is shutoff and the total shutoff time and the current shutoff time

window are below their upper limits. S-Taliro found 5 violations. As seen in figure 6.4. The

circled region shows the violation wherein insulin delivery is resumed under hypoglycemia. The

main cause for this violation is the noise pattern in the CGM spoofs the controller to assume the

glucose value is increasing and therefore increases the insulin. This can be avoided by adjusting

the gains of the Kalman filter to be more robust to noise. It can also be avoided by requiring the

glucose levels to cross a minimal threshold before resuming insulin delivery.
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Figure 6.4: Violation of property 1.1

Property 1.2 : Is it possible for additional insulin to be commanded when G(t) ≤

80 mg/dl S-Taliro could not violate this property, but the near violation shown in figure 6.5 that

is presented demonstrates that extra insulin can be added near a hypoglycemic region(G(t) ≈ 90

mg/dl).

Property 1.3 : Is it possible for additional insulin to be commanded and sub-

sequently the pump shutoff within 30 min: We see that the temporary glitch caused by the

CGM noise causes the controller to briefly command a small amount of extra insulin and then

shutting the pump down immediately. Again this scenario can be avoided by requiring a minimal

threshold for CGM value before additional insulin is commanded and also adjusting the Kalman

filter gain values. This is observed in figure 6.6.

Property 1.4 : Let γ be the ratio of total pump shutoff time divided by the total

time under hypoglycemia. Can γ ≤ 0.7. Will the pump be shutoff for less than 70% of

the time under hypoglycemia? The violation for this property is shown in figure 6.7.

6.3.2 Control during high glucose levels

It is necessary to test P2.1 Can the pump be shutoff when G ≥ 300 mg/dl.

P2.2 Can the total time under hyperglycemia G ≥ 180 mg/dl exceed 70% of
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Figure 6.5: Violation of property 1.2

Figure 6.6: Violation of property 1.3
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Figure 6.7: Violation of property 1.4
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the total simulation time?.

P2.3 Can the total time under hyperglycemia ≥ 300 mg/dl exceed 3 hrs?.

As shown in figure 6.8, S-Taliro found that all three properties are violated by a single trace. The

pump shutdown is the result of sensor noise and the extended time in hyperglycemia is due to

inadequate meal bolus. The controller does not infuse enough extra insulin to rectify this situation

for this simulation.

Figure 6.8: Violation of property 2.1, 2.2 and 2.3

6.3.3 Comparing Closed and Open Loop Performance

It is important to test properties that compare the performance of closed loop and open

loop for identical meals, insulin basal and bolus and starting patient physiological state. This

comparison is hard in a clinical setting but quite easy in silico, due to mathematical models.

Property 3.1 : Is it possible for closed loop hypoglycemia whereas the open loop

blood glucose value remains above 80 mg/dl? the least robust violation is shown in figure

6.9, it is seen that the blue curve which represents the open loop glucose stays well above the black

curve which represents the closed loop glucose.

Property 3.2 : Is it possible for the closed loop hyperglycemia above 300 mg/dl

whereas the open loop blood glucose level remains below 180 mg/dl? This property is

not violated, which means the hyperglycemia can go untreated.
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Figure 6.9: Violation of property 3.1

Property 3.3 : Let ρ represent the ratio of time in the euglycemic range for the

closed loop vs. time in range for the open loop. Is it possible that ρ < 0.7 ? It is seen

in the figure that the black curve representing closed loop hyperglycemia spends less time in the

euglycemic region than the blue curve.

6.4 Discussion

We find violations to 8 of the 10 properties and a near violation for one more. It is impor-

tant to note that the CGM noise pattern seems to be the single most important cause of these

violations. S-Taliro uses a range of [-20, 20] mg/dl as bounds on the error for each CGM readings.

Incorporating more realistic constraints on the CGM noise patterns introduced by S-Taliro is one

way to ensure that the results are valid. The lack of modeling for counter regulatory processes

makes the physiological model potentially less accurate for hypoglycemia. Incorporating recently

proposed models that include counter regulation terms is an important step to make the model

more representative to the underlying insulin glucose dynamics. The simulations carried out by

S-Taliro are quite expensive, therefore parallel simulations must be performed going forward to

increase the number of simulations that are performed.
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Figure 6.10: Violation of property 3.3



Chapter 7

Spline Based Testing

Searching for falsifications with the Dalla Man model [32, 14, 33] and the pump shutoff

controller in closed loop is computationally expensive. This chapter introduces a spline based

method to just test the controller, in this method arbitrary curves with specified constraints are

used as the model. The glucose curves are used as measurements by the controller, and S-Taliro [3]

is used to falsify the metric temporal logic formula specified. This method of spline based testing

generates splines to ”spoof” glucose inputs to the controller. In view of the controller, the glucose

measurements are actual measurements from the glucose sensor. The controller has a predefined

basal profile that is usually set by the patient. S-Taliro is then used to modify the control points

of the splines to falsify the stated MTL property.

7.1 Spline Model using SLM tools

Splines are used to model the glucose variation in the body, splines are used because of the

smoothness properties, it’s first and second derivatives are continuous. Formally splines are piece

wise polynomial functions. To generate particular shapes of the glucose profile, control points are

defined and then a spline is used an interpolant to generate a glucose profile. But the problem

with spline interpolation is that values at the start and end of the curves are unconstrained, this

is unrealistic as a model for glucose profile because glucose values in patients are in the range [50,

300] mg/dl. The derivatives of the curves generated by the splines are also unconstrained, and

practically glucose values in patients have maximum values of + - 5 mg/dl/min. A toolbox called
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shape language modeling(SLM) [16] is used to generate spline that pass through control points and

satisfy the constraints on derivatives and the end point values. Figure 7.1 shows the various splines

generated by the SLM toolbox.

Figure 7.1: This figure shows random splines that is generated by the SLM toolbox.

7.1.1 Splines

A spline is piecewise polynomial on an interval [a, b] with sub intervals T0, T1, T2, ...Tn such

that T0 = {t|t0 ≤ t < t1}, T1 = {t|t1 ≤ t < t2} such that y(t) = P1(t) for t ∈ T0 y(t) = P2(t) where

P0, P1... are polynomials. The highest order of the polynomials Pi(t) is the order of the spline. It

is preferable to use a spline of order greater than three to ensure that it is smooth, the first and

the second derivative of a smooth curve exists.

7.1.2 Spline interpolation

To generate an arbitrary curve, control points or ”knots” are selected through which the

curve will pass through {(xi, yi) : i = 0, 1, ...n}, between each pair of points (xi−1, yi−1) and (xi, yi)

with polynomials y = qi(x), i = 1, 2..., n. with the additional restriction that the first and the
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second derivatives be continuous at all points, including the boundary. This is achieved by using

a 3rd degree spline as the interpolant. The solution for the coefficients of the interpolants are got

by solving linear equations. One disadvantage of using the cubic interpolant is that the we cannot

constrain the derivatives nor the maximum and the minimum values of the generated curve [41].

The next section talks about how this disadvantage is overcome.

7.1.3 SLM Tools

Shape language modeling toolbox is used to generate spline that pass through control points

and also satisfy the constraints on its derivatives. It uses the principle of least squares to find a curve

that tries to pass through the ”knots” and also satisfy constraints like monotonicity. Some of the

other constraints that could be used are, ’ConcaveDown’, ’ConcaveUp’, ’Decreasing’, ’Increasing’,

’LeftSlope’, ’LeftValue’, ’RightSlope’, ’RightValue’. After specifying the constraints we then fit a

model from data, this function solves the optimization problem that return the spline model. the

spline model contains piece wise polynomials which can be evaluated using the Matlab(tm) function

ppval.

7.2 S-Taliro testing using spline model

The inputs to S-Taliro are 1.The system model 2. properties. Here the system model is

the spline model in closed loop with the pump shutoff controller. S-Taliro then changes the input

automatically to find a violation of the property of interest. To be precise, it alters the control

points of the constrained spline to find a violation.

7.3 Properties and results

The following properties are defined and tested.

Property 1 The controller must ensure that the pump is shutdown when the patient’s glucose

is already low because that is the function of the controller. There is a high risk of hypoglycemia

if basal insulin is on and the patient’s glucose is pulled down even further. therefore, ”The Pump
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must be shut down whenever glucose is below 70 mg/dl”. This in encoded in S-Taliro as an MTL

formula phi1 = !〈〉[30, 380](a/\b) , where a is ”glucose is below 70 mg/dl” and b is ”pump must be

shut down”. This MTL property is read as eventually its the case the glucose is below 70 mg/dl

and the pump is shut down”. The violation of this property is shown in figure 7.2.

Figure 7.2: This is the violation of property 1 , it is seen at time t = 145 to t=160 that the patient
is under hypoglycemia(insulin goes below 70 mg/dl) and pump is shut off.

Property 2 It is necessary to ensure that the pump doesnt misread the glucose and adds

extra insulin but realizes later and shuts the pump down. Therefore, The pump must not be shut

down within 30 minutes of adding extra insulin. This in enocoded in S-Taliro as an MTL formula

phi2 = ′!〈〉(a/\(〈〉[0, 30]b))′ where a is ”Extra insulin added” and b is ”pump is not shut down”.

The violation of this property is shown in figure 7.3.

Property 3, 4, 5 The pump can also add extra insulin because when it thinks there is an

impending risk of hyper glycemia. This is risky because if extra insulin is added in a low glucose

region, it could drag the body down to hypoglycemia.It is important to ask the question, ”Is extra

insulin ever introduced by the controller when blood glucose is below 120 mg/dl or 100 mg/dl or 90

mg/dl”. This is encoded in S-Taliro as an MTL formula phi = ′!〈〉(a/\b)′ where a is extra insulin is
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added” and b is ”glucose is less than 120 mg/dl”?. Minor violations were found for property 3 and

4 as seen in figure 7.4 and figure 7.5, but no violations were found for property 5 after S-Taliro

running for 8 hours.

Property 6 We expect the pump to be shut off during the majority of the time for hypoglycemia.

We expect the pump to be shutoff for at least 70% of the time during a hypoglycemic incident. This

is encoded in S-Taliro as an MTL formula phi6 = [](t− > c), where t is ”time under hypoglycemia

is at least 10 min and at most 120 minutes” and c is ”pump shut off time is greater than 0.7 time

under hypoglycemia. Which is read as ”always if the patient is under hypoglycemia then then

pump shut off time is greater then the time under hypoglycemia”. The violation for this property

is shown in figure 7.6.

Property 7 We expect the pump to be shutoff when the glucose derivative is negative.

It is important to ask the question, is Extra insulin is added when glucose derivative is negative?.

This is encoded in S-Taliro as an MTL formula phi7 = ′!〈〉(f/\e)′, where f is ”glucose rate is below

-2 mg/dl” and e is ”extra insulin is infused”, is it read as ”is it true that eventually glucose rate

is below -2 mg/dl and extra insulin is infused?”. The violation for this property is shown in figure

7.7.

7.4 Limitations

This study does not use physiological models, and the glucose curves generated do not rep-

resent actual patient glucose values. So it is not guaranteed that the glucose curves can be found

in real patients. However it gives us any worst case scenarios that can occur. Therefore this study

can test for properties that are only specific to the controller and not the patient model.

7.5 Discussion and Conclusion

In this method we can test for wide variety of scenarios, scenarios which may not be practical

in the field. But once we find falsifications we can then check clinical data like PSO3(pump shuroff

controller study 3) to check if scenarios similar to the falsification is found in the data. Or we could
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give an advisory so that an expert can closely examine.
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Figure 7.3: This is the violation of property 2 , it is seen at time t = 30 insulin is infused and t=45
that pump is shut off.

Figure 7.4: This is the violation of property 3

Figure 7.5: This is the violation of property 4
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Figure 7.6: This is the violation of property 6 , it is seen that the pump is shutoff for less than 70%
of the time of hypoglycemia.

Figure 7.7: This is the violation of property 7 , it is seen that extra insulin is commanded when
the derivative of the insulin is negative.



Chapter 8

Delay Coordinate Embedding

The first two studies in this thesis used physiological ordinary differential equation models

that were built from understanding the underlying physiology. However, This chapter proposes

a ”nondeterministic” quantitative model that predicts a likely range of next time values of blood

glucose of a patient with type 1 diabetes from the current value. This approach is based on a

process of ”binning” data points from the PSO3 pump shutoff study [39] to obtain possible next

step glucose values given the current state ranges of values. The binned data points are collected

and stored in a trie data structure, the trie data structure is used for fast lookups and easier nearest

neighbor searches. The model is simulated and ideas about its verification are presented.

8.1 Introduction

The physiological models like the Bergman model [5, 6] and Dalla Man model [32, 14, 33]

are based on a population and not built for a particular patient. These models are also continuous

and computationally inefficient to use for verification. Since the underlying insulin dynamics are

very complex its a good idea to build a model from the data to capture situations that occur in

the field, but which may not occur during model simulations, we can also choose a model that

is computationally efficient to verify and to reason about. We could use three broad approaches

to model the insulin glucose dynamics. (a) white box modeling wherein the model is built using

first principles, this is very complex and impractical. (b) grey box model, these models are built

using some prior simplified knowledge of the system but contains free parameters that needs to
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be estimated. havorka et al [25, 44] uses this approach to learn the model online. (c) black box

modeling, here we want to get a model that fits the data well even if the model we obtain does

not fit the prior knowledge of the dynamic system. However we can choose some model structures

which have been been used traditionally to represent dynamic systems. However choosing the right

model structure is an arbitrary process, but it also gives us the flexibility to choose the model to

suit our specific application needs. We choose a black box approach to modeling since we want a

model that represents the data well and is computationally cheap to verify.

8.2 Non Deterministic model

The PSO3 data is used in this study, more information can be found at [39]. In the following

discussion, we model time in the increments of basic step δ > 0 and time intervals of t = 0, δ, 2δ...,

in the implementation δ = 20min. G(t) is the blood glucose values as measured by a continuous

glucose monitor and i(t) represent the insulin on-board for a patient. The insulin on board repre-

sents the current active insulin in the blood ready to act on glucose levels. The non deterministic

model provides a possible range for the values for G(t+ δ), given the values G(t), i(t), the current

glucose value and the current insulin on board value. The predicted glucose value is a range of

glucose values and all values in the range are equally probable. This flexibility of having a range

of predicted glucose values allows for exploration of worst case behaviors, this exploration is com-

putationally expensive.

-The PSO3 data has data for many patients and each patient is associated with many sessions j =

1, ..., N, for each session ID j and some time interval [0, T ], we obtain samples for Gj(t), ij(t).

-The range of values of G(t) and i(t) is partitioned into bins such that there are almost equal

number of elements in all the bins.

-Now, we go through the data and collect for each time, the pair (Bg(t), Bi(t)) is associated with

the future glucose bin associated with that measurement Bg(t+δ). If we find a new future glucose

bin for the same pair of glucose and insulin bin, we associate the new value with the bin as well.

The resulting table of associations represent our system.
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8.3 Delay Coordinate embedding

The approach described above predicts a future value based on only the current value with-

out considering the history. For example the data point (Gj(t), ij(t) on rising glucose levels is

qualitatively different from the same set of values on falling glucose values. A better model can

be obtained if the binning was based on a small segment of the past history, we can bin based

on the sequence of the past p values of blood glucose levels. Gj(t − pδ), ..., Gj(t − δ), ij(t). In

our implementation, 3 past values are considered. This is a generalization of the previous binning

approach which does not take the past values of glucose into account. This is very similar to the

idea of delay coordinate embedding in dynamical systems theory [43].

8.4 Implementation

The PSO3 data is first preprocessed and then the insulin on board time series and CGM time

series is computed.

Preprocessing of data The PSO3 protocol is described in [cite]. The PSO3 data contains the

following data for each session, basal rate, bolus value and times of measurement, CGM values

and times of measurements. The insulin of board is computed by using the basal rate and the

bolus values, the CGM values are in the increments of 5 mins, the CGM values are interpolated

to get values in the increments of 1 min. figures 8.1 and 8.2 shows the resulting time series after

preprocessing. The time series is now discretized by binning values into ranges, figures 8.5 and 8.4

shows the resulting binned time series.

Insulin on board Insulin on board is the amount of insulin that is still active in the body

after being used up by the body, it is computed for the bolus rate. As seen in the figure 8.3, at

around 100 minutes, 35% of the insulin is remaining in the blood, at 200 minutes 10% of the insulin
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Figure 8.1: Resulting time series after preprocessing

remains in the blood.

Collecting data The IOB and CGM time series starts from 5PM and extends upto 5AM in the

morning, data that is outside this range is ignored. The non deterministic quantitative model is

built for each patient and not for the population. In this study the model is built for the patient

identified by ’PSO3-001-0001’. The data is collected from time T = 240 min of the time series and

the following tuple is collected G(t− 40), G(t− 20), i(t), G(t), G(t+ 20), where G(t) is the glucose

time series and i(t) is the insulin on board time series. for time 240 ≤ t ≤ 600, the data is started

from time t = 240 to ignore any effect of meals eaten before 9 PM. Each of the 5 tuple is inserted

into the trie data structure.

8.4.1 Tries

The chapter introduces the trie data structure and gives details about it implementation to

store the resulting data collected from the time series. The trie data structure is used to help in fast

lookups and for simple nearest neighbor searches. The name trie comes from its use for retrieval.

A trie is used to store data that has a key and a value, it is like a dictionary, In our case the key

is the four tuple G(t− 40), G(t− 20), i(t), G(t) and our value is G(t+ 20), since we can encounter
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Figure 8.2: Resulting time series after preprocessing

different future values for the same past values.
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8.5 Simulation

Once the trie model is built, it is simulated, the simulation is started with an initial condition

represented by a tuple, the insulin on board is the input to the model and the past glucose bins

is appended with the current iob bin, this new tuple is queried from the trie and possible future

values are obtained. The future values obtained are used as the current glucose bin and these are
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Figure 8.3: Plot of the insulin on board curve

appended to the past glucose values to obtain new tuples. This process is repeated to obtain the

entire trace for the simulation. Figure 8.6 shows the simulation trace of one of the simulations.

8.6 Ideas for verification of the model

This model can be used to verify a closed loop system consisting of this model in closed loop

with a controller. The controller has to be discretized and we can observe the trace of the system

to verify properties.
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Figure 8.4: Resulting insulin time series after binning

Figure 8.5: Resulting glucose time series after binning

Figure 8.6: Plot of the simulation curve
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