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1. Prerequisites for Legal Forgiveness

The thematic network revealed three key factors which must be present before existing
laws offer forgiveness: (1) a “forgivable” offense; (2) specific harms; and (3) social benefit.

The laws | analyzed apply only to “forgivable” offenses. Each area of law carves out
exemptions—some offenses are unforgivable. None of the described legal forgiveness measures
extend to all circumstances. There are financial decisions one can make that will preclude filing
for bankruptcy. Some criminal activity will never be considered for informational forgiveness,
particularly ones with high recidivism rates and severe public concern (e.g., the sex offender
list). Statutes of limitations do not exist for murder or manslaughter. Some things are simply too
terrible to forget or forgive. Online informational forgiveness should be no different. Certain
information about an individual, no matter how reformed, should not be disassociated with the
individual.

Legal forgiveness is not offered lightly. The individual harms must be those that are of
similar degree and kind to those recognized by other forgiveness efforts. When an individual
does not deserve punishment, pardons can end negative consequences and certify good
character.®® Unfair prejudices are softened by forgiveness laws addressing financial limitations
or denial of access to services created by information.”® When inaccurate information related to
an individual may limit opportunities, pardons and the FCRA offer solutions.*®® Much of the
writing on these laws also addresses the psychiatric and relational harms that create more hurdles
for the individual. While social stigma is discussed in all of the above as severe, it is not always a

harm acted upon because of overriding public interests.

%63 See supra Part 111.A.2.
%64 See supra Part 111,
%5 See supra Parts 111.A.2, 111.B.2.
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Searching for an individual is done for many different reasons, and more and more
information is freely disclosed. But though the harm from information that resides online is
severe, this harm not necessarily pervasive. Not everyone has his or her ill-fated relationship,
prior arrests, or embarrassing photo posted online. In The Future of Reputation, law professor
and privacy expert Daniel Solove detailed a number of horror stories about the harsh retribution
handed out by Web users in reaction to personal information found online.>® It is easy to
sympathize with the difficulties created by regretful and embarrassing moments coming up first
on a Google search for our name, but many of us only imagine such horror—we are not
personally suffering such a fate. In considering the institutionalization of a forgiveness policy, a
level of both severity and pervasiveness may be necessary.

Finally, legal forgiveness depends on some social benefit in addition to supporting a
harmed individual. We see a weighing of interests, and requiring social benefit in a variety of
contexts. Bankruptcy offers a fresh start for those that file, but it also benefits creditors. It
removes the competitive nature of collection among creditors and enables collection across state
lines.>®’ In addition to the debtors and creditors, bankruptcy promotes social interests in the form
of means for responding to periodic national financial crises.>®® Juveniles that accumulate a
criminal record are often granted forgiveness not just to protect the youth population, but also to
cultivate and protect society’s future, decrease recidivism, and limit costs of committing
individuals for essentially lifetimes. The social benefits of attaining credit to purchase everything

from homes to electronics are economic, but inhibit credit evaluators from using any and all data

%% Daniel J. Solove, THE FUTURE OF REPUTATION, supra note 99. One of the stories is about the “dog poop girl,” a
young woman who refused to clean up after her dog in a South Korean subway train and suffered severe social
shaming that resulted in her withdrawing from University. Id. at 1-2.

%7 Teresa A. Sullivan, Elizabeth Warren & Jay Lawrence Westbrook, As WE FORGIVE OUR DEBTORS:
BANKRUPTCY AND CONSUMER CREDIT IN AMERICA 20 (1989).

%8 Charles Warren, BANKRUPTCY IN UNITED STATES HISTORY 64 (1935).
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to predict future payment. While some are disadvantaged by these laws, social benefit trumps
those interests.

In considering legal approaches to oblivion, it is essential to evaluate and articulate the
benefit to society as a whole.*®® Forgiveness laws in general offer great comfort. We, as a
population, exert a sigh of relief knowing that certain violations do not remain on our record
forever or that bankruptcy is an option when debt leaves us in ruin. Digital forgiveness is no
different. A way to prevent being forever branded by a piece of negative information retrieved by
a search engine would probably quell many of our fears of the digital age and perhaps make us
freer individuals, more willing to participate in open public discourse. Addressing old
information can also benefit the searcher. When old information no longer represents a person it
is inaccurate and less valuable, particularly when it is presented out of context. Increasing
information quality benefits the subject, the reader, and society as a whole. As time reveals the
severity of the injustices that result from information transparency and accessibility, the need for

remedies will be acutely felt.

2. Elements of a Legal Approach to Forgiveness

When the prerequisites to legal forgiveness have been satisfied, thematic analysis reveals
three key elements of legal approaches to forgiveness: (1) time; (2) oversight; and (3) relief from
accountability.

Time is an important aspect of each of the existing legal forgiveness measures. It helps to

ensure that any relief is appropriate, and has been earned. For instance, sealing and expunging a

%9 gee generally Priscilla M. Regan, LEGISLATING PRIVACY: TECHNOLOGY, SOCIAL VALUES, AND PUBLIC POLICY
(1995) (discussing the social importance of privacy, and arguing the necessity of addressing its benefits in policy
debate).

116



juvenile criminal record occurs upon entry into the adult world.>® Pardon or parole boards
consider certification of good behavior after a set amount of time, generally five years after an
individual has completed a criminal sentence.’”* Similarly, when negative information is more
than seven years old, the FCRA prevents its consideration, with exceptions for certain
bankruptcy issues and criminal records.>”? Immunity from suit attaches only after the statutorily
proscribed period of limitations, which correlates with the severity of the offense. The element of
time adds reassurance that relief is both deserved and appropriate.

Thus, restoring an individual who is the subject of negative information must account for
time. The individual must be accountable for actions or interactions for some period of time
before restoration becomes appropriate. Outside of the legal context, the time it takes to forgive
an indiscretion depends on the indiscretion. In the legal context, it appears more suitable to
require standardized sets of time before allowing for categories of information forgiveness.

In addition to incorporating time, a legal approach to forgiveness must incorporate the
correct level of oversight by a decision-maker. The level of oversight necessary depends on the
underlying offenses, harms, and societal interests. With the FCRA, relief is applied
automatically, but disputes may be heard by the judiciary.®” Statutes of limitations apply
broadly to categories of offenses, but courts make determinations with respect to when the
periods of limitations begins and whether the facts of a particular case warrant tolling or
exemptions.®”* Bankruptcy, pardons, and expungement require a decision-maker to make case-

by-case determinations of whether forgiveness is appropriate.>’> Without organized oversight,

>0 gee supra Section 111.A.3.B.1.a.
> gee supra Section 111.A.2.a.

>"2 gea supra Section 111.B.2.

573 See supra Section 111.B.2.

> gee supra Section 111.A.3.

375 See supra Section 111
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any right to be forgotten structure will be highly susceptible to manipulation.

When forgiveness or forgetfulness is sought with respect to information that has been
rightfully disclosed, a legal approach must consider the public’s right to access that information.
Any legal mechanism for forgetting information will require the correct level of oversight of by a
decision-maker to weigh the harms and benefits to individuals and to society as a whole.

Thematic network analysis of existing laws reveals a final common element: relief from
accountability. Our legal system acknowledges that punishment should not necessarily be
eternal, and that limiting the use of information about that individual can be used as a form of
relief. In a sense, limiting the use of information can determine which sectors of society must not
hold an individual accountable. This determination depends on the severity of the harm and its
directed impact. Bankruptcy, the FCRA, and state employment discrimination statutes limit what
and how information can be used to judge someone in certain situations. For instance, filing for
bankruptcy relieves the individual of debt, and also insures that public and private employers
cannot discriminate based on the filing.>® Relief in the form of an expunged or sealed record, if
not otherwise disclosed, limits access to information about her offense, and offers the individual
relief from legal and social stigma. Importantly, none of the existing legal schemes limit all use
of the information by all parties.

Existing laws also offer relief from accountability by adjusting information. Appropriate
information adjustment must be nuanced. Data can be added to the existing body of information
related to an individual to provide a broader context for the individual represented in the
information. For example, certifications of rehabilitation or good behavior provided by state

entities in the case of pardons and periods of law-abiding behavior supplement existing

376 See supra Section 111.A.1.
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vulnerabilities presented by access to personal information, offering incredible insight into the
changes to collection and retrieval of memories, the judgment of others that create real world
barriers, and the elimination of second chances. All have embraced permanence - that we cannot
be separated from an identifying piece of online information short of a name change. But
information persistence research suggests otherwise. This entire field of research is dedicated to
measuring how long information remains accessible and unchanged, contributing to
bibliometrics and search engine advancements. When articulating the reasons behind the Internet
Archive, Brewster Kahle explained the average lifespan of a Web page was around 100 days.®"*
In 2000, Junghoo Cho and Hector Garcia-Molina found that 77% of content was still alive after a
day,®? and Brian E. Brewington and George Cybenko estimated that 50% of content was gone
after 100 days.®*® In 2003, Dennis Fetterly, et al., found 65% of content alive after a week®* and
in 2004, Alexandros Ntoulas, et al., found only 10% of content alive after a year.®*® Recent work
suggests, albeit tentatively, that data is becoming less persistent over time; for example, Daniel
Gomes and Mario Silva studied the persistence of content between 2006 and 2007 and

discovered a rate of only 55% alive after one day, 41% after a week, 23% after 100 days, and

8% gee Cohen, Examined Lives, supra note 83.

89% see Anupam Chander, Youthful Indiscretion in an Internet Age, in THE OFFENSIVE INTERNET: SPEECH, PRIVACY,

AND REPUTATION 124 (Saul Levmore & Martha C. Nussbaum eds., 2010).

610 gee Zittrain, supra note 58.

611 |n 1997, Kahle estimated that based on the Internet Archive data, the average URL had a lifespan of 44 days,
Brewster Kahle, Preserving the Internet, SCIENTIFIC AMERICAN (July 27, 1998), available at
http://web.archive.org/web/19980627072808/http://www.sciam.com/0397issue/0397kahle.html, and in 2004, the

average lifespan of a page was about 100 days, Lisa Rein, Brewster Kahle on the Internet Archive and People’s

Technology, O’REILLY P2P.com, http://openp2p.com/pub/a/p2p/2004/01/22/kahle.html. Today the Frequently

Asked Questions section of the site states that the average life of a Web page is 77 days. Wayback Machine:
Frequently Asked Questions, INTERNET ARCHIVE, http://www.archive.org/about/fags.php#29..

®12 Junghoo Cho & Hector Garcia-Molina, The Evolution of the Web and Implications for an Incremental Crawler,
PROC. OF THE 26TH INT’L CONF. ON VERY LARGE DATA BAses 200, 200-09 (2000).

613 Brian E. Brewington & George Cybenko, How Dynamic is the Web?, 33 COMPUTER NETWORKS 257, 257-76
2000).

214 Dennis Fetterly, Mark Manasse, Marc Najork & Janet L. Wiener, A Large-Scale Study of the Evolution of Web
Pages, 34 SOFTWARE PRACTICE AND EXPERIENCE 213, 213-37 (2004).

815 Alexandros Ntoulas, Junghoo Cho & Christopher Olston, What’s New on the Web? The Evolution of the Web

from a Search Engine Perspective, PROC. OF THE 13TH INT’L CONF. ON WORLD WIDE WEB, 1-12 (2004).
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any articles dealing with the murder.”®® The Electronic Frontier Foundation rebutted the
argument: “At stake is the integrity of history itself.”*®® The right to be forgotten does not have a
concise definition but generally empowers individuals to access and delete personal data
collected by third parties, as well as limit access to information from one’s past published on the
Web under certain circumstances. Some of the objections to the right to be forgotten are briefly
discussed here and again in Section IV in relation to suggested changes to the right to be
forgotten language in the proposed DP Regulation.

There is some general consensus between the U.S. and the E.U. regarding citizens’ rights
related to the access and control of data collected and stored by companies (erasure).®®* There is
a larger divide on the second concept — whether one can limit access to personal information of
the past accessible online that causes harm to the subject (oblivion). Other authors have found it
important to distinguish these two concepts when supporting one and not the other. The Center
for Democracy and Technology has explained that the difference between oblivion and erasure is
that of “passive or transactional data sharing — when a service collects and uses personal data in
the context of a commercial transaction, [versus] active or expressive data sharing — when
content is authored or disseminated by users themselves.”®*? Proponents of this right describe it
as “a way to give (back) individuals control over their personal data and make the consent
regime more effective,” limiting the right to be forgotten to “data-processing situations where the

individual has given his or her consent.”®*® Paul Bernal has argued that the right to be forgotten

689 Id

8% jennifer Granick, Convicted Murderer to Wikipedia: Shhh! DEEPLINKS BLOG (Nov. 10, 2009),
https://www.eff.org/deeplinks/2009/11/murderer-wikipedia-shhh.

%1 This has been called “mostly symbolic and entirely unobjectionable” by Rosen, The Right to be Forgotten, supra
note 181, at 90.

892 Comments of the Center for Democracy & Technology to the European Commission in the Matter of
Consultation on the Commission’s Comprehensive Approach on Personal Data Protection in the European Union,
CTR. FOR DEMOCRACY & TECH. (Jan. 15, 2011), https://www.cdt.org/files/pdfs/CDT_DPD_Comments.pdf.

8% Ausloos, supra note 164, at 143.
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needs to be renamed and recast as a right to delete, stating “the default should be that data can be
deleted, and that those holding the data should need to justify why they hold it.”®* Granting a
right to delete essentially adds a caveat to contract law, allowing the user to reassess the consent
she has given. The goal is to give more control to the user over his or her data. The right to be
forgotten known as digital oblivion is one motivated by the need to offer opportunity for one to
move beyond her past, easily accessible to others online. The right to be forgotten may mean
anything along a spectrum, including: a right to delete data held by sites and data brokers
(arguably information created by the system, not the user), a right to delete information they
themselves have authored and posted (possibly including the reposting of the information by
another user), and/or the right to delete information drafted by another. Any lines that can be
drawn between the two concepts will continue to blur, and the DP Regulation refers to data being
“made public” by a data controller and that third parties processing the data must be informed.®
This language suggests no such distinction is intended. The goals of each are actually more
similar than they seem at first glance; both to seek to remove limitations created by personal
information from the past and must be balanced with other information needs. This objection is
reconsidered further in Section V(D).

The most obvious objection is that the right to be forgotten violates freedom of
expression, because it would allow the user to limit the speech of others about her. Jeffrey Rosen
has articulated this point, arguing that “[a]lthough there are proposals in Europe and around the
world . . . that would allow us to escape our past, these rights pose grave threats to free

speech.”®®® He cautions that “[u]nless the right is defined more precisely when it is promulgated

5% paul A. Bernal, A Right to Delete?, 2 EUR. J. OF L. AND TECH. 2 (2011), http://ejlt.org/article/view/75/144.
%% DP Regulation, supra note 22, Art. 9(2), at 46.
8% Rosen, Free Speech, Privacy, and the Web that Never Forgets, supra note 233.
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over the next year or so, it could precipitate a dramatic clash between European and American
conceptions of the proper balance between privacy and free speech, leading to a far less open
Internet.”®" Eugene Volokh has also argued that Google’s search results are protected speech.®®
However, the Supreme Court has recognized individual privacy interests in information that was

once public but may have been “wholly forgotten.”®* «

Otherwise private information may have
been at one time or in some way in the ‘public domain,” does not mean that a person irretrievably
loses his or her privacy interests in it.”’® That “an event is not wholly ‘private’ does not mean
that an individual has no interest in limiting disclosure or dissemination of the information.”"*
This objection is discussion further in Section 1V(C).

Finally, Vint Cerf has criticized the right to be forgotten as unachievable stating, “You
can’t go out and remove content from everybody’s computer just because you want the world to
forget about something.”” While the right to be forgotten does not suggest removing files from
personal computers, Cerf’s point highlights that “forgetting” must necessarily mean degrees of
accessibility. People may remember very shameful actions far longer than their current laptop

will last, the topic of Section Il to follow. This was the context of Cerf’s comment, the opening

of the new Life Online Gallery at Bradford’s National Media Museum which preserves aspects

%97 Rosen, The Right to be Forgotten, supra note 181, at 88.

%% Eugene Volokh & Donald M. Falk, Google: First Amendment Protection for Search Engine Search Results,
GOOGLE WHITE PAPER (Apr. 20, 2012), http://www.volokh.com/wp-
content/uploads/2012/05/SearchEngineFirstAmendment.pdf. The paper was drafted in response to anti-competitive
business practices, but the implications of First Amendment protection for this type of automatically generated
search result information is relevant to this debate. The Spanish Data Protection Agency has resorted to ordering
Google to remove results when traditional news sources have rejected the Agency’s request to alter the content it has
determined should be forgotten. Limiting a search engines ability to prefer its own products and services in search
results is not the same as the forced removal of sites from its index, but VVolokh argues that Google’s aggregation of
materials authored by others, search results presented to users, and editorial choices are protected by the First
Amendment.

8% Reporters Comm. 489 U.S. at, 769-70 (1989).

7% Halloran, 874 F.2d at 322 (5th Cir. 1989).

701 Reporters Comm., 489 U.S. at 770 (citation omitted).

702 Matt Warman, Vint Cerf attacks European Internet policy, TELEGRAPH (Mar. 29, 2012),
http://www.telegraph.co.uk/technology/news/9173449/Vint-Cerf-attacks-European-Internet-policy.html.
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of digital life that are not often collected. Cerf is terrified when he conjures up the analog
equivalent to the right to be forgotten. However, limited accessibility of analog paper
information prevented the harm addressed by the right to be forgotten — a great deal of
“forgetting” occurred on its own. Documents and books with little ongoing interest are often
very difficult to find over time. For instance, if only one person has checked a text out from a
library thirty years ago, it is likely not to survive the next round of collection management

scrutiny. This objection is discussed further in Section 1V(B).

Content Persistence on the Web

“You can define a net in one of two ways, depending on your point of view. Normally,
you would say that it is a meshed instrument designed to catch fish. But you could, with
no great injury to logic, reverse the image and define a net as a jocular lexicographer
once did: he called it a collection of holes tied together with string.”

Julian Barnes, Flaurbert’s Parrot

All information has value — to someone, under some circumstances, at some time. All
information has no value — to someone, under some circumstances, at some time. The right to
be forgotten debate has to this point assumed that all information is permanently accessible, but
this misconception suggests that information retains its value over time. The complication is that
information removal can be just as dangerous as information storage; the nuances of how
information changes over time are insightful to policy that seeks to protect privacy with little
impact on other information users. The information relevant to the rest of the discussion is
digital, identifying, and easily retrievable. It does not address paper records or deep Web content.
In the Internet age, how can we preserve information that may be important later in an easily

accessible form while still providing individuals with the ability to move on from their pasts and
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giving society the peace of mind that comes from forgetting and forgiving?

Consider two movements related to the persistence of Web content, both covered by the
mainstream media. The first occurred at the turn of the century, in the late 1990s, when Brewster
Kahle, famed computer scientist, network engineer, and digital librarian, warned that the Web’s
future could be similar to the lost Library of Alexandria if measures like the Internet Archive
were not taken.”® The second occurred about ten years later and voiced the polar opposite of
Brewster’s concern. In July, 2010, The Web Means the End of Forgetting by Jeffrey Rosen was
published by the New York Times.”® In it Rosen asks how we can “best . . . live our lives in a
world where the Internet records everything and forgets nothing — where every online photo,
status update, Twitter post and blog entry by and about us can be stored forever.”’® The Disney
Channel runs PSAs directed at children reminding to “be careful what you put online; it never
goes away, ever!”’® In October 2010, regulatory reaction to the second concern was being
seriously considered in France,’”” and in November 2010, for the entire EU.”® If this aspect of
the Web is to be regulated, we must understand the extent of the harms caused and tailor any

limitations on access to content to those sources that truly last beyond their utility.

A. Digital Ephemerality

“Good words do not last long unless they amount to something.”

Niimiipu Chief Joseph, Washington, D.C., 1879

793 Rick Weiss, On the Web, Research Work Proves Ephemeral, WAsH. PosT, Nov. 24, 2003,
http://faculty.missouri.edu/~glaserr/205f03/Article_WebPub.html.

;g:Rosen, The Web Means the End of Forgetting, supra note 182.
Id.

%Common Sense with Phineas and Ferb, supra note 602.

"7 Hunton & Williams LLP, supra note 670.

"% Communication from the Commission to the European Parliament, the Council, The Economic and Social
Committee on the Regions, A Comprehensive Approach on Personal Data Protection in the European Union, supra
note 601.
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“The Internet is a moving target. Every minute, thousands of Web pages are updated or

abandoned,” "*°

read the headline of an article in Slate magazine from 1997. There may be
nothing less natural than permanence. The Web, of course, is not really permanent. Or as Kahle
explains, “of course, the Internet is quite fleeting.””*° On the one hand, fourteen years later, |
find the articles cited readily accessible online. On the other hand, who knows how many more
sources there once were?

As early as 1985, those concerned with preservation were readying the troops creating
reports, conferences, and strategies to handle this new electronic “crisis.” "** That year the
Committee on the Records of Government proclaimed, “The United States is in danger of losing
its memory.”"** And over a decade later, the term “digital dark ages” was coined at a 1997
conference of the International Federation of Library Associations and Institutions.”® In 1998, a
collection of librarians, archivists, and computer scientists joined for a project, “Time and Bits:
Managing Digital Continuity,” the proceedings of which were collected, posted online, and
disappeared within a year.”** “Digital documents last forever — or five years, whichever comes
first,” joked computer scientist Jeff Rothenberg, in 1998."*

Digital librarians seek to maximize access to the cultural treasures of their society once

reserved for only a few as well as collect our born-digital cultural representations. “Culture, any

culture. . . depends on the quality of its record of knowledge.””*® Today, records of knowledge

799 Bijll Barnes, Nothing but Net, SLATE (Feb. 28, 1997),
http://www.slate.com/articles/technology/webhead/1997/02/nothing_but_net.html.
"0 Rein, supra note 611.
ZE Roy Rosenzweig, CLIO WIRED: THE FUTURE OF THE PAST IN THE DIGITAL AGE 8 (2011).
Id.
713 Terry Kuny, A Digital Dark Ages? Challenges in the Preservation of Electronic Information, 63 INT’L FED'N
OF LIBRARY ASS’NS AND INSTS. (IFLA) CouNciL AND GEN. CONFERENCE (Sept. 4, 1997), available at
http://archive.ifla.org/IV/ifla63/63kuny1.pdf.
"“Rosenzweig, supra note 711.
15 Jeff Rothenberg, AVOIDING TECHNOLOGICAL QUICKSAND 2 (1998).
8 Donald J. Waters, Digital Archiving: The Report of the CPA/RLG Task Force, in PRESERVATION AND
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depend not on brittle papyrus or the acid decay of paper, but the “death of the digit.” "’

Generally, the problem is two-fold. First, technology advances so rapidly that the time before a
technology becomes obsolete is decreasing. Second, digital resources are less stable than their
analog counterparts resulting in the corruption of the integrity and authenticity of the resource.’*®

The most vexing problems of digital media are the flipside of their greatest virtues.
Because digital data are in the simple lingua franca of bits, of ones and zeros, they can be
embodied in magnetic impulses that require almost no physical space, be transmitted over long
distances, and represent very different objects . . . But the ones and zeros lack intrinsic meaning
without software and hardware, which constantly change because of technological innovation
and competitive market forces.’

A laundry list of errors prevent long-term access to digital content: media and hardware
errors, software failures, communication channel errors, network service failures, component
obsolescence, operator errors, natural disasters, internal and external attacks, and economic and
organizational failures.”® An endeavor to preserve the 1960 U.S. Census data provides a good
example of the basic issue. It was widely spread that computers could no longer read the data,
but by 1979 the Census Bureau had transferred almost all (1,575 records were lost to
deterioration) of the records to newer compatible tapes.”* While persistence is not impossible, it

is a major engineering effort. Kevin Kelly, co-founder of Wired, explained, “The Internet is

DIGITISATION: PRINCIPLES, PRACTICES AND POLICIES, NAT’L PRESERVATION OFF. ANN. CONF., at 39 (Sept. 3-5,
1996) available at http: Jiwww.bl. uk/blpac/pdf/conf1996 pdf.

" Bernard Frischer points out that this phrase has been misattributed to Mary Feeney, THE DIGITAL CULTURE:
MAXIMISING THE NATION’S INVESTMENT (1999) deriving from a DigiCult document (www.digicult.
info/downloads/ html/6/6-212.html) in endnote 33 of his article New directions for cultural virtual reality: A global
strategy for archiving, serving, and exhibiting 3d computer models of cultural heritage sites. In Proceedings of the
Conference, Virtual Retrospect 2005, 175.

"#The DigiCULT Report: Technological Landscapes for Tomorrow’s Cultural Economy — Unlocking the Value of
Cultural Heritage, EUROPEAN COMMISSION DIRECTORATE-GENERAL FOR THE INFORMATION SOCIETY 210 (2002),
avallable at http://www.digicult.info/pages/report2002/dc_fullreport_230602_screen.pdf.

Rosenzwelg supra note 711, at 9.

20 Henry M. Gladney, PRESERVING DIGITAL INFORMATION 10 (2007).
2! Rosenzweig, supra note 711, at 8.
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basically the largest Xerox machine in the world. If something can be copied it will be copied.
On the Internet, it goes everywhere. But what it doesn’t do is it doesn’t go forward in time very
well.”"#

In 1997, Kahle estimated that based on the Internet Archive data, the average URL had a
lifespan of 44 days’® and in 2004, the average lifespan of a page is about 100 days.’?* The
Frequently Asked Questions section of the site today states that the average life of a Web page is
77 days.”® This ephemerality has continued to motivate digital preservationists and archivists to
create management and tools to locate and preserve content before it is gone. It also has
motivated computer scientists to measure and understand Web persistence. The following are a
number of studies done on the subject.

“The World Wide Web still is not a library,”’?® stated Wallace Koehler in the last of a
three-sequence study published in 2004 that had tracked URLSs since 1996. “It is well established
that Web documents are ephemeral in nature.”’?” He measures persistence in terms of half-lives,
“that period of time required for half of a defined Web literature to disappear.”’?® A number of
studies were being produced that had shorter timelines. These studies questioned printed Internet

guides and Web resources,’® one finding an attrition rate of 28% and 50% over two and three

year periods.”*® Others concerned themselves with URL citations in scholarship, measuring the

722 Margaret MacLean & Ben H. Davis, Getty Conservation Institute, TIME & BITS: MANAGING DIGITAL
CONTINUITY 6 (1998).

2K ahle, supra note 611.

724 Rein, supra note 611.

725 \Wayback Machine: Frequently Asked Questions, supra note 611.

726 Koehler, supra note 617.

727 |d

728 |d

2 Carol Anne Germain, URLs: Uniform Resource Locators or Unreliable Resource Locators 60 C. AND RES. LIBR.
359 (2000); Mei Kobayashi & Koichi Takeda, Information Retrieval on the Web, 32 ACM COMPUTING SURVEYS
144 (2000); Mary K. Taylor & Diane Hudson, “Linkrot™ and the Usefulness of Web Site Bibliographies 39
REFERENCE & USER SERVICES Q. 273 (2000).

305, Mary P. Benhow, File not found: The problem of changing URLSs for the World Wide Web, 8 INTERNET RES.:
NETWORK APPLICATIONS AND POL’Y 247, 248 (1998).
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methods increased use and declining viability. Citations in legal scholarship that were tested in
mid-2001 produced the following results: 39% dated 2001 failed, 37% dated 2000 failed, 58% of
those dated 1999 failed, 66% dated 1998 and 70% dated 1997 failed.”" When URLs fail as
access points to content they have suffered “linkrot.” Much of the persistent Web that does not
suffer from linkrot are navigation pages (those that serve to guide the user though a site), as
opposed to content pages (pages providing information.)”®* In 2003, two-thirds of the original
sample, which was about half navigation and half content pages, were gone, and three-quarters
of pages that remained were navigation pages.’® Koehler notes that there is a steady state after
rapid decline in URL linkrot and that more research needs to be done on resource lifetimes.’®*

A study by Cho and Garcia-Molina downloaded 720,000 pages from “popular” Web
servers daily for four months to study whether the document had changed.”®® More than 20% of
pages changed between each crawl (daily); more than 40% of .com pages changed daily, but less
than 10% of .edu and .gov pages changed daily."® It took 50 days for 50% of the Web to change
or be replaced by new pages.”’ Brewington and Cybenko built a Web clipping service that
collected about 100,000 pages per day from March and November, 1999.%® 56% of pages did
not change over the duration of the study while 4% changed every single crawl.”® Another study
that crawled 151 million pages once a week for eleven weeks attempted to measure frequency

and degree of change and found that most changes were minor modifications.’*°

31 Mary Rumsey, Runaway Train: Problems of Permanence, Accessibility, and Stability in the Use of Web
Resources in Law Review Citations, 94 LAw LIBR. J. 27, 35 (2002).

;zz Koehler, supra note 617, at 5.

734 Id.

™ Cho & Garcia-Molina, supra note 612, at 200-09.
% 1d. at 205.

371d. at 208.

738 Brewington & Cybenko, supra note 613, at 258-59.
91d. at 261.

0 Fetterly et al., supra note 614, at 213-37.
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“Despite the ephemeral nature of the web, there is persistent information.””*! Research
done more recently, collected data between 2003 and 2006, by Gomes and Silva measured the
lifetime of URLs and content, as well as synthesized and compared their findings to previous
works.”* They found that of the fifty-one million pages harvested from the Portuguese national
community Web URLS had a half-life of two months and a site half-life of 556 days.’** The most
common reasons for URL death are replacement or recycling of URLs and site death.”* The
half-life for content was two days.’* These findings suggest a decreased lifetime of content
when compared with previous studies, visualized in Figure 4.”* Figure 5 extends the rate of
disappearance found to project the point at which none of the originally collected information
would remain, which is approximately 8.42 years. According to this body of research, around
10% to 15% of content persists after a year.”*” Additionally, research on the stability of search
results over time finds that approximately 90% of the 12,600 queries collected have their top ten
results altered within a ten day period.”*® Kahle concluded, “It’s a huge problem . .. This is no

way to run a culture.”’*®

Z;‘i Gomes & Silva, supra note 616, at 193.
Id.
™31d. at 195.
" 1d. at 194-95.
51d. at 196-97.
746 Id
“71d. at 199.
8 Jinyoung Kim & Viktor R. Carvalho, An Analysis of Time Stability in Web Search Results, PROC. OF THE 33RD
EUROPEAN CONF. ON ADVANCES IN INFO. RETRIEVAL 466-78 (2011).
9 \Weiss, supra note 703.
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Figure 4. Content lifespan reduced by 34% between studies, based on Gomes and Silvia (2006).
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Figure 5. Projected 8.42 years for all content persistence to reach zero, based on Gomes and Silvia (2006).
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“If we are to understand the dynamics of the Web as a repository of knowledge and

culture, we must monitor the way in which that knowledge and culture is managed. We find that
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the Web in its ‘native form’ is a far too transitory medium,”’*°

stated Koehler before insisting
that initiatives like Internet Archive are vital. Kahle set out four questions related to his goal of
making all published works accessible to everyone in the world: “Should we do this? Can we do
this? May we do this? And will we do this?”"* He answers the first question “as almost a

"2 and explains that he and this perspective are “very American.”’** Kahle

postulate of yes
acknowledged in his first major publication on the project that there are serious privacy concerns
with Internet Archive.”* These two principles, access and privacy, have come to a head as the

threat of access to harmful information is the debate of the day.

B. Digital Permanence

“Nothing fixes a thing so intensely in memory as the wish to forget it.”

Michel De Montaigne

In the movie The Social Network, Mark Zuckerberg’s ex-girlfriend explains to him that
“[t]he Internet isn’t written in pencil, it’s written in ink.””*®> Google CEO Eric Schmidt quipped
that “every young person. . . will be entitled automatically to change his or her name on reaching
adulthood in order to disown youthful hijinks stored on their friends’ social media sites.”"*® The
joke was taken seriously by Jonathan Zittrain who foresees a “whole-person” reputation rating

system developing and promotes a system of “reputation bankruptcy.””” Similarly, John Hendel

750 Koehler, supra note 617.

! Stuart 1. Feldman, A Conversation with Brewster Kahle, 2 QUEUE 24, 26 (June 2004), available
athttp://delivery.acm.org/10.1145/1020000/1016993/interview.pdf?ip=24.8.100.220&acc=OPEN&CFID=74082650
%ZCFTOKEN=17740014&_aCm_=1324244873_8f65f34cbb620770199ba6a2f0b0659d.

753 :g

" Kahle, supra note 611.

720 THE SociAL NETWORK (Columbia Pictures 2010).

% Holman W. Jenkins, Jr., “Google and the Search for the Future,” WALL STREET JOURNAL (Aug. 14, 2010),
available at http://online.wsj.com/article/SB10001424052748704901104575423294099527212.html.

787 7ittrain, supra note 58, at 228.
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explains that “[w]e live naked on the Internet... in a brave new world where our data lives
forever.””*® French President Nicolas Sarkozy has declared, “Regulating the Internet to correct
the excesses and abuses that come from the total absence of rules is a moral imperative!” ">

In 1990 Werlé and Lauber brutally murdered actor Walter Sedlmayr. The conviction is a
matter of public record and, because of the actor’s fame, a Wikipedia entry. In Fall 2009, a cease
and desist letter was sent to Wikipedia demanding the name of one of the guilty parties be
removed from the site citing German law that protects the name and likeness of a private person
from unwanted publicity.”® Likewise, Switzerland recognizes a general right to personality that
has interpreted privacy rights to protect criminals that have served their time.”®* When media
outlets move their records online and maintain an Internet archive, this right may be infringed. In
2009, France gave the concept a name “le Doit a I’Oubli” which translates as “the Right to
Oblivion.” The campaign, led by French Secretary of State heading developments in the digital
economy Nathalie Kosciusko-Morizet, drafted codes of conduct, one for behavioral advertising
and one for social networks and search engines, to be signed by industry members."®?

Spain has now taken up shaping the right to be forgotten, backed by over 80% of its

783 More than 90 citizens filed formal complaints with the Spanish Data Protection

population.
Agency, among them a domestic violence victim’s address and an old college arrest.”® After
assessing the privacy concerns of each complaint and failing to persuade the source of the

content to take action, the Agency ordered Google to stop indexing the information. Google

8 Hendel, supra note 602.

759 Id.

760 Cease-and-desist Letter on Behalf of Mr. Wolfgang Werlé to the Wikimedia Foundation, supra note 688. This
case is discussed in more detail in Section V.

"8 \Werro, supra note 153.

82 Hunton & Williams LLP, supra note 670.

783 José Luis Rodriguez, Director of the Spanish Data Protection Agency, Address at the 33rd International
Conference of Data Protection and Privacy Commissioners (Nov. 2, 2011).

%4 Daley, supra note 673.
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challenged the order saying that editing the index “would have a profound chilling effect on free

17765

expression without protecting people’s privacy and would violate the “objectivity” of the

Internet.”®®

Two authors that agree on the future of forgetting, but see the issue differently, are
Gordon Bell and Viktor Mayer-Schonberger. In Total Recall, Bell celebrates the e-memory
revolution”® and Mayer-Schénberger is concerned about the chilling effects that will be created
by “perfect remembering.”"® Mayer-Schonberger convincingly describes in great length the
advances in storage capacity and the ease with which storage of everything could in fact be
possible, and Bell describes his e-memory vision as inevitable. “I am a technologist, not a
Luddite, so I’ll leave abstract discussions about whether we should turn back the clock to others.
Total Recall is inevitable regardless of such discussions.”® Digital information is superior
“because it lacks the noise problem,” states Mayer-Schonberger, referring to Claude Shannon’s
theory of noise: decay with use, time, and reproduction.””® Bell prefers digital memory because it
is “objective, dispassionate, prosaic, and unforgivingly accurate.”’"

But, digital content cannot be detached from its physical mediums; it cannot be
impervious to decay. Such a quality is not, as of today, part of any record system; space, time,
and energy are limitations nothing can escape. Additionally, content on the Internet is and has

been easily editable, leaving no residue from the pen or pencil; the problem described above by

archivists and historians. In fact, the tools used in The Social Network to injure the ego of

765 |d

766 Elizabeth Flock, Should We Have a Right to be Forgotten Online?, WAsH. PosT , Apr. 20, 2011,
http://www.washingtonpost.com/blogs/blogpost/post/should-we-have-a-right-to-be-forgotten-
online/2011/04/20/AF2i0PCE_blog.html.

787 Gordon Bell & Jim Gemmel, TOTAL RECALL: How THE E-MEMORY REVOLUTION WILL CHANGE EVERYTHING
2009).

seg Mayer-Schénberger, supra note 148, at 5.

9 Bell & Gemmel, supra note 767, at 159.

770 Mayer-Schénberger, supra note 148, at 57.

" Bell & Gemmel, supra note 767, at 56.
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Zuckerberg’s ex-girlfriend allowed for easy erasure.’”?

C. Preservationists vs. Deletionists

These movements have produced two camps: Preservationists and Deletionists.
Preservationists believe we owe the entire Internet to our descendants.’”® Deletionists believe
forgetting must be part of the Internet to support efficient, useful, and high quality information
practices.”™ As the above discussion outlines, it is possible that content can be easily accessible
for a very long time, but permanence does not, at this point, appear to be a pervasive threat to
most. Additionally, these two movements remind us that the Web is very young and has
transformed greatly in the last 10 years. It may be that these harms are not pervasive enough to
regulate, can be managed by other means, or do not justify a manipulation of the Web as it is still
transitioning. Or one may perceive this aspect of the Web as a very good reason to allow
individuals to be forgotten; after all, much of the Web disappears. Why not offer oblivion to
those hurt by rare instances of content persistence that includes the subject’s name? While these
normative questions will remain unanswered throughout this Section, the above discussion
provides a broader perspective of time’s impact on Web content and the issue of forgetting. One
may find the right to be forgotten more or less justified after the discussion, but time’s impact on
networked information should be understood (more so than it is) if regulation is to be crafted at
its least intrusive. The above movements represent the dramatic reactions people have to long-
term concerns regarding the Internet. These concerns stem from the human impacts of loss or

preservation of information, based on technological realities - expiration of technological

2 Although similar to a blogging program, after the movie’s success the old “online diary” was dug up and can be
found at http://www.scribd.com/doc/538697/Mark-Zuckerbergs-Online-Diary.

" paul-Choudhury, supra note 301.
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functionality vs. ease of storage and retrieval.

So, some information lasts longer than the information subject, and possibly society,
deems appropriate. Although a great deal of embarrassing information may make its way online,
it will not necessarily remain accessible long enough to qualify for oblivion, depending on the
form it takes. Searching for “Kayla Laws” today does not retrieve the same results that it did
when the notorious “revenge porn” site IsAnybodyUp.com was in operation.”” The site, which
invited users to post “pornographic souvenirs from relationships gone sour,” folded on April 19,
2012 and now redirects users to BullyVille.com, an anti-bullying website.””® Laws was one of
the few individuals that spoke out as a victim of the site, being interviewed by Nightline.””” The
only reference to the content related to her on IsAnyoneUp.com is found on the second page of
Google results in one or two news stories about the site’s end. JuicyCampus.com, a site that
targeted college students and encouraged them to post content which was often malicious and
pornographic, shut down in 2009 citing the declining economy and falling ad revenue.’” Based
on the reasons for disappearing data, we can assume certain things about the data that will
remain longer. Information will remain with entities that have the resources to and interest in
maintaining access to information as it ages. For instance, searching for “Alexandra Wallace”
today on Google retrieves traditional news sources and the Perez Hilton gossip blog. While
search results will vary due to personalization, Google Trends shows that interest in Alexandra

Wallace only existed for a matter of weeks in 2011.7"

775 |_ee Moran & Beth Stebner, Now FBI launch investigation into founder of ‘revenge porn’ site Is Anyone Up?,
DAILY MAIL (May 23, 2012), http://www.dailymail.co.uk/news/article-2148522/Hunter-Moore-founder-revenge-
P;grn—site—Is-Anyone—Up—investigated-FBI.html.

77 4

Id.
8 College gossip website shuts down, citing economy, USA TobAY (Feb. 5, 2009),
http://www.usatoday.com/tech/webguide/Internetlife/2009-02-05-juicycampus_N.htm.
% See Figure 7 supra 182.
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These nuances matter, because a balanced approach to old information must account for
the nature of information - time changes that nature. The risks are too high to mis- or over-
regulate this issue. Regulation should be tightly tailored and the information issue must be
accurately stated to do so. More detailed research on content persistence is necessary to
understand exactly what could and should be regulated. Because information requires care in
order to remain accessible on the Web, both goals set forth by the above movements require
some type of action. To determine what type of action should be taken toward old information,
before rights or obligations can be created, we need a structure for thinking about old
information that embraces all of the various information circumstances that arise. The remainder
of this Part attempts to draw lines and categorize information needs and stages of information

aging in order to incorporate these nuances into the proposed legislation.

D. Addressing the New Problem of Old Information

Whether a Preservationist or Deletionist, the above persistence research shows that
intervention is necessary to promote either perspective; a lack of intervention represents another
perspective in and of it itself. While all information that lands online will not remain there
forever, more information finds itself online and may land on a site that maintains its content for
a very long time. This information may be truly harmful to reputation and identity, but also may
(have) create(d) a norm of non-disclosure that negatively impacts society on a larger scale. The
engagement in self-presentation, according to David Velleman, is what it means to be a person.
“The person conceives of himself as dynamic and as trying to improve himself morally.”"®® Just

the threat of digital permanence may prevent what John Stuart Mill called “experiments in

"8 \/an den Hoven, supra note 74, at 319.
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living.”"®! Without control of self-presentation and room for experimentation, moral autonomy
suffers.’®

In order to prevent this type of self-stagnation, limiting access to or deleting personal
information from the past has been proposed. Combating permanent information with a right to
delete results in take it or leave it options for policy-makers — they must choose to either support
access and expression or privacy and reinvention. Instead, | suggest a more nuanced analysis of
old information. Determining whether self-stagnation harms caused by access to personal
information, or a lack of control over the flow of personal information, outweigh the value of the
aged information requires a closer look at how information changes.

All information is not created equal, and even if it is, it does not remain equal. Different
information has different value and that value changes as time passes. The desire to move
forward without being shackled to one’s past may result in information disputes with the
information creator, storer, and intermediaries. All information disputes weigh competing rights,
values, and/or interests to determine the best course of action for a specific type of information
(true, false, newsworthy, owned, private, etc). Disputes related to old information are no
different, but require a reassessment of information characteristics and valuation under the
conditions of passed time. As information ages it takes on new characteristics relevant to its role
in meeting the needs of society. These nuances matter to crafting appropriately tailored policy.
By first clearly delineating information conditions, Section 11l describes how adding attributes of
age to an information condition supports appropriate, nuanced consideration of the value of old

information so that it can be weighed with competing interests more accurately.

"8 John Stuart Mill, On Liberty, in COLLECTED WORKS OF J.S. MILL 213, 260-67 (J.M. Robson ed., 1977).
782 gee Van den Hoven, supra note 74, at 301, 315-16.
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Old Information: A Life Cycle Perspective

“Myth, memory, history — these are three alternative ways to capture and account for an

elusive past, each with its own persuasive claim.” Warren |. Susman

This Section analyzes the value of a single piece of information as it meets the needs of
the present and the future. It may be helpful to think about information as a single file — a
representation or piece of communication. When confronted with an old piece of personal
information, the question “why should this information be retained?” can and should be asked.
The following offers a more structured response to this question. The information in each of the
six scenarios below will meet different needs as the information ages. In light of these changing
values, the harms may become injustices. By determining the needs at issue and how personal
information meets those needs over its lifetime, informed decisions can be made regarding old

information.

A. Oblivion Scenarios

An effective approach to old information requires a closer look at the balance that must
be struck between harms to the subject and benefits of access. The current approach of “keep it
or delete it” allows only one side to win, but preventing self-stagnation and access to information
are two important social goals that can be protected if the nuances of old information are teased
out. Acknowledging these nuances allows policymakers to create balanced and tailored
regulation. There are a number of scenarios that the right to be forgotten may reach; the
differences in these scenarios should not be ignored because they may prevent opportunities to
achieve the goals of privacy and preservation. The value of information varies over time, which

should not be ignored for the same reason. In order to ground the issues expressed above and
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assess contested aspects of access intervention throughout the remainder of this Part, | offer six
scenarios as an attempt to represent each type of information scenario that may arise.

(1) a Facebook image from a user’s college days portraying a camping trip where she
went skinny-dipping five years ago (actively created by the subject on the initial site it was
posted). (2) a rape victim whose name was included in a news story from ten years ago about the
rape allegations and conviction (actively created content by someone other than the subject, on
the initial site). (3) information on the child support owed by a father that washes downstream to
a “dead beat dad” site and resides there years after all payments have been made and a
relationship has been built with the child (actively created content by another residing
downstream). (4) a young user’s racist tweet about her favorite young adult movie adaptation
that has been retweeted throughout the Twittersphere that is now seven years old (actively
created content by the subject that has been moved downstream from the initial site). (5) the
passively created data that is collected by an initial site, e.g., Amazon (passively created data,
subject-derived, held by the initial site) and (6) traded to another, e.g., Acxiom (passively
created, subject-derived, downstream). Assume that the subject has a strong desire to limit access
to this information to alleviate the harms easy access continues to cause.

The right to be forgotten may cover all of these scenarios that vary dramatically in almost
every way (resides on initial or downstream location, created by the subject or another, is
passively or actively created). If the right does not impact actively created content, it would not
reach scenarios one through four because they are authored as opposed to passively collected
data (a blurry distinction). If the right applies only to information that the subject creates either
passively or actively, it would apply to the information held by Amazon, Acxiom, Facebook, and

possibly Twitter, but not the news or busted.com site. If the right does not extend beyond its
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criminal past roots, only the busted.com site would be limited in publishing the information. The
right to be forgotten may play out in a number of different ways depending on how the DP
Regulation and other laws shake out. Section 111 offers a structure for categorizing information in
terms of life cycle phases to assist in addressing how information should be managed as it ages
to meet a number of demands.

The issues that arise from information related to one’s past must be addressed by policy
makers as they consider the future of the past and the privacy concerns of their constituents. But,
the future of the past is not going to hinge on decisions related to the permanent record
accumulating from the beginning and end of our entire existence, as it has been described in
relation to this problem elsewhere. The future of the past will hinge on political, legal,

technological, and social considerations of the impact and value of old information.

B. Information Needs

Information, like privacy and any other closely analyzed term, suffers from a contentious
definition. Claude Shannon’s work spawned the field of information theory and a less axiomatic
definition of the term information.”®® Information in the formal, engineering sense, developed by
Shannon, is a quantitative description of the output of an information source.’®* Shannon ignored
the meaning held by the information, or as Leon Brillouin stated, ignores “the human value of
the information.”"® This Part must consider information as content, having meaning, because it
deals with competing human values associated with the human-created/processed information.

The rich debate on the definition of information is beyond the scope of this thesis. However,

"8 Rafael Capurro & Birger Hjorland, The Concept of Information, 37 ANN. REV. OF INFO. SCI. AND TECH. 343,
358-59 (2003).

84 1d. at 360-61.

"8 |_eon Brillouin, SCIENCE AND INFORMATION THEORY x-Xi (2d ed. 1962).
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Wersig offers six types of information: structures of the world are information; knowledge
developed from perception is information; message is information; meaning assigned to data is
information; effect on a specific process is information; and process or transfer is information.’®
For the purposes of this Part, information will have two broad meanings, a condensed version of
Wersig’s set. The first uses information as an action word, to inform or communicate. The
second is a noun, that which represents something in the world; an opinion, fact, idea represented
by language, image, numbers, etc. These simplified definitions become useful when assessing
the value of information at each phase of its life cycle.

Within the IT community, information life cycle management is “the policy-driven
management of information as it changes value through the full range of its life cycle from
conception to disposition.””®’ Information takes on different values over its life cycle depending
on whether the information need is immediate or remote. Information for immediate purposes
involves that which is relevant to immediate decisions based on the current state of the world.
Information for remote purposes is that which is relevant to uncovering previously unknown
insight into the past or future. These categories of information needs help us to better assess our
competing demands of aged information and remind us that management principles from other
disciplines have provided groundwork for these issues. For each life cycle phase presented
below, the immediate and remote needs of information users must be considered and, as

discussed in the final section, acknowledged and protected by information privacy legislation.

"8 Gernot Wersig, Information Theory, in INTERNATIONAL ENCYCLOPEDIA OF INFORMATION AND LIBRARY SCIENCE
312-13 (J. Feather & P. Sturges eds., 2003).
"8 David G. Hill, DATA PROTECTION: GOVERNANCE, RISK MANAGEMENT, AND COMPLIANCE 57 (2009).
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1. Immediate Needs

While the value of information is subjective, it can be assigned objective value when it is
an action potentially influenced by the information, and the consequences of the action can be
measured on some scale of value.”® Immediate need includes the need for information to make
decisions, and the value of information is its role in maximizing expected utility.”®® Information,
then, is assessed based on its utility value. An IT professional manages information over its life
cycle for the utility purpose of a single entity.

There are certain principles of information that make its valuation a unique assessment
for immediate information needs. Unlike almost all other resources or properties that have
characteristics of divisibility, appropriability, scarcity, and decreasing returns on use, information
is the opposite.”®® Information is infinitely shareable - I can possess it while you possess it and a
million others possess it. In fact, shared information, or increased information use, increases its
value. Unused information is arguably not information at all. It requires human interaction and
more people utilizing the information to maximize its value. The more information is used, the
more information is created—it is self-generative, a concept that squarely contradicts general
principles of other resources. New or consequential information is produced from many
individuals processing information. The value of information, therefore, also increases when
combined with other information.

Similar to other resources, however, information is perishable. Its value depreciates over

time. "** Different types of information depreciate in value more quickly than others. This

;:2 David G. Luenberger, INFORMATION SCIENCE 130 (2006).

Id.
7% Rashi H. Glazer, Measuring the Value of Information: The Information-Intensive Organization, 32 IBM SYSTEMS
}]gURNAL 99, 101 (1993).

Id.
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generally correlates to the relevance and accuracy of content. Information, as a representation of
something in the world, will not be relevant or accurate forever and maybe not for long. The
shape of Earth, stock prices, lyrics to a song, and addresses all have different rates at which their
relevancy and accuracy will diminish. In turn, the value of the information record will diminish.

Finally, while the value of information increases upon combination it does not
necessarily increase upon accumulation. Humans seek more information beyond the threshold of
optimal cognitive processing. Information behavior studies show that individuals gain increased
confidence and satisfaction in decisions made with excess information, but poorer performance
rates.

The immediate needs for the six scenarios include decision-making needs related to the
individual based on the current state of the subject and information currently representing the
individual. When it was created, the skinny dipping image may have been very relevant to hiring
or dating decisions as well as news reporting. The rape victim story may have been relevant to
many immediate decisions, such as which neighborhoods to avoid. The inclusion of the victim’s
name may have been relevant to many decisions made about her, such as employment or
relationships, but allowing use of this information for immediate decisions is not socially
desirable. The information about the dead beat dad was likely to be relevant to the school his
child attends when trying to meet his or her educational needs, or to a woman deciding whether
or not to say yes to his marriage proposal. The racist tweets may have been very relevant to
immediate decisions that involve the teen’s character, intelligence, and maturity, such as college

admissions, dating, befriending, and work. The data scenarios (those passively created and

792 See Michael J. Driver & Theodore J. Mock, Human Information Processing Decision Style Theory, and
Accounting Information Systems, 50 ACCOUNTING REVIEW 490 (1975); Jacob Jakoby, Donald E. Speller & Carol A.
Kohn, Brand Choice as a Function of Information Overload: Replication and Extension, 1(1) JOURNAL OF
CONSUMER RESEARCH 33-42 (1974); Charles A. O’Reilly, Individuals and Information Overload in Organisations:
Is More Necessarily Better?, 23 ACADEMY OF MANAGEMENT JOURNAL 684 (1980).
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derived from the data subject) may have immediate information needs related to how to meet the
needs of the customer, like mailing a product to the correct address or providing desired services.
Access to information for immediate needs is imperative to complete specific tasks of a

particular entity, but information may meet the needs of non-specific tasks as well.

2. Remote Needs

Beyond immediate decision-making needs, aged information not only helps us learn
about and from our past, it also helps us make better decisions about the future. While the
benefits of targeted advertising may be disputable outside of the marketing industry, predictive
analytics also claim a benefit to fraud prevention, data security, health care, and machine
learning — that we can better understand our world by analyzing all of this information.’
Remote informational needs have a long history of safeguards elsewhere. For instance, academic
researchers involved with human subjects are guided by a set of ethical principles enforced by
Internal Review Boards and commonly referred to as the Common Rule. Although difficult to
navigate in an era of usernames and reidentification, review boards will determine whether
subjects’ privacy is sufficiently protected.”®*

Predictive analysis and experimentation may be less universally valued when compared
to the value placed on that of cultural history. The story of Flaubert’s Parrot outlines a similar

dilemma to the one presented by the right to be forgotten. The protagonist is on a search for truth

of the past, the life of Gustave Flaubert, an ardently private man with a protected reputation as a

"% paul M. Schwartz, Data Protection Law and the Ethical Use of Analytics, THE CENTRE FOR INFORMATION
PoLIcY LEADERSHIP (2010),
http://www.huntonfiles.com/files/webupload/CIPL_Ethical _Undperinnings_of Analytics_Paper.pdf.

% patricia Cohen, Questioning Privacy Protections in Research, N.Y. TIMES, Oct. 23, 2011,
http://www.nytimes.com/2011/10/24/arts/rules-meant-to-protect-human-research-subjects-cause-
concern.html?pagewanted=all.
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